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Abstract

With the ever increasing importance of computer networks such as the In-
ternet, and the today almost ubiquitous online services, the needs for the
management of these networks and services, as well as the management of
the associated security, risk and trust are growing correspondingly.

Policy based management of information systems has the last decade
emerged as an adaptive and flexible approach to this challenge. Policies are
rules governing the choices in the behavior of systems, the enforcement of
which ensures that the system meets the relevant requirements. This thesis
addresses the problem of capturing, specifying and developing policies. We
propose a language suitable for the specification of policies across domains,
at various abstraction levels, and that facilitates human interpretation. At
the same time the language is underpinned by a formal semantics, allowing
precise and rigorous analysis.

Abstraction allows details about system functionality and architecture to
be ignored, thus facilitating analysis and supporting understanding, which
is beneficial and useful particularly during the initial phases of policy devel-
opment. From the initial, abstract levels, a policy specification is typically
further developed by adding details, making it more concrete and closer to
implementation and enforcement. This thesis proposes a notion of policy re-
finement that relates policy specifications of different abstraction levels, pre-
cisely defining what it means that a low-level, concrete policy specification
is a correct representation of a high-level, abstract specification. Refinement
allows policy specifications to be developed in a stepwise and incremental
manner, and ensures that the enforcement of the final, concrete specification
implies the enforcement of the previous, more abstract specifications.

The applicability of the approach is demonstrated within the domain
of policy based trust management. The thesis proposes a method for the
development of trust management policies that facilitates the modeling and
analysis of trust within systems, and the evaluation of the risks and op-
portunities to which the system is exposed as a consequence of trust-based
decisions. The method is supported by designated languages for the appro-
priate modeling and analyses, and aims at the capturing and formalization
of policies the enforcement of which optimizes the trust-based decisions by
minimizing risks and maximizing opportunities.
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Chapter 1

Introduction

During the work that led up to this thesis we developed a number of related
artifacts that contribute to the domain of policy based management of infor-
mation systems, with particular focus on policy based trust management. In
this chapter we give some background and motivation for our work, briefly
present the artifacts, and give an overview of the thesis.

1.1 Background

The steady growth of the information society is strongly evident in all parts
of the world. Individuals, commercial enterprises, governmental institutions
and other organizations increasingly offer, consume and depend on electronic
services provided over computerized networks such as the Internet.

Statistics of Internet usage in the world [48] show that more than 20%
of the world’s population were in 2008 users of the Internet, which is an
increase of over 300% since 2000. 48% of the population in Europe are users
of Internet, which is an increase of 266% since 2000. In North-America and
Oceania/Australia, the usage is even more widespread. Statistics delivered
by the European Commission [20] show that in 2007, 30% of individuals aged
16 to 74 and 65% of enterprises in the EU interact with public authorities
over the Internet. Furthermore, over 25% of individuals have the last three
months in 2008 ordered/bought goods or services for private use over the
Internet; in 2007, 4.2% of enterprises’ total turnover were from e-commerce
via the Internet, which is an increase of 100% since 2004; the same year,
59% of 20 basic public services were available online.

The increasing importance of computer networks and Internet services
imposes a corresponding increase in the challenge of managing systems and
networks. Enterprise information systems must integrate local networks and
inter-organizational networks with Internet-based services [23], and organi-
zations and individuals need to cope with challenges related to security,
trust, privacy and risk. Statistics show that in 2005, 1.3% of individuals
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4 CHAPTER 1. INTRODUCTION

with Internet access have encountered fraudulent payment card use within
the last year, which is an increase of 44% in one year. The corresponding
number for encountering abuse of personal information sent over the Inter-
net is 3.8%, and for encountering computer virus resulting in loss of data
or time is 34.4%. As for enterprises, 29% encountered a security problem,
where computer virus attack were most prominent [20].

Policy based management of information systems [16, 22, 45] has the
last decade emerged as an adaptive and flexible approach to this challenge.
A policy is commonly defined as a set of rules governing the choices in the
behavior of a system [102]. By separating the policy from the implementa-
tion of the system, the policy can be modified for dynamically changing the
behavior of the system, without changing the underlying implementation
[102]. Whatever the domain of management, e.g. security, access control,
trust or services, the correct enforcement of the policy rules ensures that the
system meets the relevant requirements.

Policy based management must be supported by adequate languages,
methods and tools for the specification, development, analysis and enforce-
ment of policies. Policies are derived from business goals, service level agree-
ments, or trust relationships [103], and during these initial phases of policy
capturing there is a need to ensure communication and common understand-
ing between the involved stakeholders, including decision makers, users, se-
curity officers and developers. A policy specification language aimed at
human interpretation and that support abstraction may fulfill such a need.

Abstraction allows details about system functionality and architecture to
be ignored, thus facilitating policy capturing at a high-level where the most
important and general requirements are taken into account. Abstraction is
desirable also because detection and corrections of errors, as well as policy
analysis, are cheaper and easier at an abstract and high level [113].

From the initial, abstract level, a policy specification is further developed
by adding details, making it more concrete and closer to enforcement. Policy
refinement has been recognized as an important feature of policy develop-
ment [80], and refers to the process of transforming a high-level, abstract
policy specification into a low-level, concrete one, ensuring that the latter
fulfills the requirements of the former.

In addition to refinement, decomposition has been recognized as one
of the most important features of system design and development [113].
Decomposition allows individual parts of a specification to be developed
separately, thus breaking the development problem down into manageable
pieces. In order to facilitate human understanding and communication, to
facilitate analysis, and to support the development process from policy cap-
turing to policy enforcement, we believe that refinement and decomposition
should be features of the policy development process.

A precise characterization of the notions of abstraction and refinement,
as well as the possibility of precise and rigorous analysis require a formal
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basis of approaches to policy based management [43, 44, 63]. Such a formal
basis can be provided by a formal semantics for the policy specification
language. A formal semantics furthermore allows computerized tool support
to be developed, and allows a precise characterization of what it means that
a system fulfills a policy.

Another response to the challenges we are faced with in the information
society is that of trust management [56, 97]. The online environments of
today for interactions and transactions that traditionally have taken place
in face-to-face situations are increasingly also environments in which tradi-
tional social relations are established. Trust is very often a prerequisite for
interactions to take place, and is relevant for open, dynamic and distributed
systems, where entities collaborate, exchange information and rely on other
entities in situations where the identity, intentions, capabilities, etc. of oth-
ers may be uncertain. Risk is an inherent aspect of trust since there is
always a chance of deception or betrayal [19, 72]. The motivation to trust
others is the opportunities involved in successful trust-based transactions.

Policy based trust management seeks to capture and enforce rules that
govern trust-based decisions. These rules are intended to ensure that risks
are minimized and opportunities maximized in the trust-based interactions
and transactions. Methods for the capturing and specification of trust man-
agement policies must support the precise modeling, analysis and assessment
of trust, as well as the evaluation of the involved risks and opportunities.

This thesis addresses the challenges described in this section by proposing
a policy specification language that supports the formalization of policies at
various abstraction levels with the aim of facilitating human understanding
and communication. Notions of policy refinement are introduced that pre-
cisely capture what it means that one policy specification is more concrete,
i.e. less abstract, than another policy specification. The policy refinement
relations support a modular and stepwise policy development process where
individual parts of a policy specification can be refined separately and under
any number of refinement steps.

The proposed language is generic in the sense that it allows specification
of policies for various domains, such as security, access control, services
and trust. The thesis demonstrates the applicability of the language by
addressing the domain of policy based trust management. A method for
trust policy development is proposed for supporting the capturing of policies
that ensure optimization of the trust-based decisions within systems. As a
part of this method, the resulting trust policies are formalized using the
policy specification language put forward in this thesis.
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1.2 Contribution

The main contribution of this thesis is a policy specification language with
support for policy capturing, policy abstraction and refinement, policy anal-
ysis, and analysis of the relation between a policy specification and systems
for which the policy applies. This contribution is manifested in three sepa-
rate, yet strongly related artifacts, namely the policy specification language,
the policy adherence relations and the policy refinement relations.

The fourth main artifact of the thesis is the method for the development
of trust management policies. This artifact is put into close interplay with
the other artifacts of this thesis by serving as a domain in which the appli-
cability of the policy specification language is demonstrated. However, the
method also represents a free-standing contribution to the domain of trust
management.

In addition to the four artifacts that constitute the main contribution
of the thesis, important work has been carried out in order to establish a
conceptual foundation for trust management. In the context of this thesis
and the method for trust policy development we have clarified what we
mean by trust management and precisely defined the notion of trust. We
have furthermore analyzed and precisely defined the relation between the
notion of trust on the one hand and the notions of risk and opportunity
on the other hand. Such a clarification is decisive for the establishment of
well-defined languages and methods for trust modeling and analysis, and for
communicating the analysis results.

In the remainder of this section we briefly present each of the four arti-
facts proposed in this thesis and explain how they are related.

1.2.1 The Policy Specification Language

A key feature of policies is that they “define choices in behavior in terms
of the conditions under which predefined operations or actions can be in-
voked rather than changing the actual operations themselves” [103]. This
means that the capabilities or potential behavior of the system generally
span wider than what is prescribed by the policy, i.e. the system can po-
tentially violate the policy. A policy can therefore be understood as a set of
conditional normative rules about system behavior, characterizing the ideal,
desirable or acceptable behavior of the system with respect to the domain
of management.

In this thesis we have taken a deontic approach (pertaining to norms of
duty or obligation) to policy based management, where each rule is classified
as a permission, an obligation or a prohibition. We propose a policy spec-
ification language, called Deontic STAIRS, which is a notation supporting
this approach by being equipped with language constructs customized for
the specification of each type of rule.
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The deontic approach to policy specification is motivated by the norma-
tive character of the requirements imposed by the policy rules. The classi-
fication of rules into permissions, obligations and prohibitions is based on
Standard Deontic Logic [79] in which these notions and the relations between
them have been formalized. Other approaches to policy specification have
language construct of such deontic type [1, 61, 70], and the categorization
is furthermore implemented in the ISO/IEC standard for open distributed
processing [51].

In addition to allowing the specification of normative constraints on be-
havior, Deontic STAIRS supports the specification of the conditions under
which a policy rule applies through a so called policy trigger. The policy
trigger specifies system behavior the occurrence of which triggers the given
constraint.

Taken together, Deontic STAIRS supports the specification of policy
rules that consists of two parts, namely the triggering behavior and the
behavior that is constrained by the rule together with the type of constraint.
A policy specification is then given as a set of such policy rules.

The relevant behaviors are specified as scenarios that describe the en-
tities involved in the behavior and how these entities interact. By means
of abstraction, several parts of the system can be represented as one entity,
thus hiding details and internal aspects that are irrelevant from a certain
perspective or for a certain purpose.

Deontic STAIRS is based on STAIRS [41, 95], which is a formal approach
to system development with UML sequence diagrams, and is underpinned by
a formal semantics. The semantics explains the meaning of the policy spec-
ifications in precise, mathematical terms, and also supports formal analysis.
The formal semantics furthermore allows the development of tool support
for the specification, development and analysis of policy specifications.

Deontic STAIRS is not tailored for a specific type of policy, thus allowing
the specification of policies for various purposes, such as security, trust,
access control, service level and network management. A special purpose
policy language will typically have tailored constructs for its domain, but
a general purpose language is advantageous as it applicable across domains
and at various abstraction levels. Section 5.2 gives a presentation of Deontic
STAIRS.

1.2.2 The Policy Adherence Relations

Adherence of a system to a policy specification means that the system (im-
plementation) satisfies the policy. In order to ensure that a policy specifica-
tion is correctly interpreted and unambiguously understood, the notion of
adherence should be well-defined. This is ensured by the formalization of
the notion of adherence as a relation between a policy specification and a
system to which the policy is applied.
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This is illustrated in Fig. 1.1, where the policy specification P is depicted
to the left and the system S is depicted to the right. Adherence relates the
two, where P →a S denotes that S adheres to P .

System

P Sa

Policy

Figure 1.1: Adherence of system S to policy specification P

The formalization of the notion of adherence also yields a notion of
policy consistency or policy conflict; a policy specification is inconsistent or
conflicting if there is no system that adheres to the policy specification. This
is the case if, for example, there is one rule that prohibits a given behavior
while another rule permits the same behavior under the same conditions.

In the development of a system to which a given policy applies, the
requirements imposed by the policy can be taken into account during or
even after system implementation. This may, however, be costly and time
consuming, and may also require parts of the system to be redesigned. Al-
ternatively, the policy requirements can be taken into account throughout
the system development process by integrating these requirements with the
requirements to the system design and functionality. Such an approach re-
quires the relation between a policy specification and a system specification
to be well understood. The relation is formalized by a notion of adher-
ence that defines what it means that a system specification satisfies a policy
specification, where both specifications may be at any level of abstraction.
Section 5.3 gives a presentation of the adherence relations.

1.2.3 The Policy Refinement Relations

Allowing policy specifications to be represented at various levels of abstrac-
tion requires a precise characterization of what it means for one specifica-
tion to be more or less abstract than another specification. This is captured
through the notion of policy refinement.

Refinement of a policy specification means to strengthen the specifica-
tion, taking into account more details about the system to which the policy
applies, making the specification more concrete, and bringing it closer to
implementation and enforcement. The formalization of refinement as a re-
lation between policy specifications precisely defines what it means that one
policy specification is a correct refinement of another.

This is illustrated at the left hand side of Fig. 1.2 with the relations
between the policy specifications P1, P2 and P3. The policy specification
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P1 is at a high-level of abstraction, and the squiggly arrow from P1 to P2

denotes that the latter is a refinement of the former.

Sa

P1

P2

P3
a

SystemPolicy

High level

Low level

Figure 1.2: Refinement of policy specification

Policy refinement supports the policy development process by allowing
the development of a high-level, initial policy specification to a low-level,
finalized policy specification to be conducted under any number of refine-
ment steps. This is illustrated by the dashed, squiggly arrow relating the
policy specifications P1 and P3; since P2 is a valid refinement of P1 and P3

is a valid refinement of P2, the refinement relation ensures that P3 is a valid
refinement of P1. Fig. 1.2 illustrates this property with only two refinement
steps, but the property holds for any number of steps.

The refinement relation furthermore ensures that if a system adheres
to a concrete policy specification, it also adheres to all the previous, more
abstract specifications from earlier development phases. This is illustrated
in Fig. 1.2 with the dashed arrow from the abstract policy specification P1 to
the system S; since S adheres to the low level policy specification P3 it also
adheres to the abstract specifications P2 and P1. This means that the correct
enforcement of the final specification correctly enforces the requirements that
were captured and formalized during the very initial phases.

The notion of adherence relating policy specifications to system spec-
ifications allows the requirements imposed by the policy to be integrated
with the process of system development. Since this notion of adherence is
defined for policy specifications and system specifications at any abstrac-
tion level, policy adherence can be taken into account from the very initial
phases of the development of both the policy and the system. For analysis
of abstract specifications with respect to adherence to be meaningful, how-
ever, the analysis results must be preserved under refinement. Otherwise
the analysis must be conducted again after each refinement step. The in-
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tegration of policy development with system development is supported by
results of preservation of adherence under refinement. Section 5.4 gives a
presentation of the policy refinement relations.

1.2.4 The Method for the Development of Trust Manage-

ment Policies

The method for the development of trust management policies aims at iden-
tifying and assessing the trust-based decisions within a system, and evalu-
ating the impact of these decisions in terms of the risks and opportunities
towards the system. On the basis of these assessments and evaluations the
most beneficial decisions are identified. Finally, a trust policy is captured
and formalized the enforcement of which ensures that precisely the most
beneficial trust-based decisions are made.

As illustrated in Fig. 1.3, the method is divided into three main stages,
namely system modeling, trust analysis and trust policy specification. The
activities of each stage are furthermore supported by adequate modeling
languages.

System modeling Trust analysis Trust policy 
specification

Figure 1.3: Method for developing trust management policies

In order to analyze something it is necessary to obtain a good under-
standing of what this something is. The goal of the system modeling stage
is to describe the behavior of actors and entities within the system that re-
sults from trust-based decisions. This modeling includes the basis of these
decisions, i.e. the evidence on which the actors base their estimation of the
trustworthiness of other entities. Additionally, the system modeling doc-
uments the requirements the actors make on the trustworthiness of other
entities for accepting a trust-based transaction, i.e. the trust thresholds.

The information documented in the system models obtained through
the first stage serves as input to the activities of the second stage, namely
the trust analysis. Since trust may be ill-founded, i.e. the evidence on
which trust-based decisions are made may be incomplete or even partially
false, these decisions must be evaluated with respect to this. Furthermore,
the impact of the trust-based decisions on the system in terms of risks and
opportunities must be evaluated. Additionally, the impact of alternative de-
cisions should be evaluated since it may be that the current system behavior
is not the optimal one. The goal of the second stage of the method is to
identify the system decisions that yield the most optimal system behavior
by minimizing risks and maximizing opportunities.



1.3. THESIS OVERVIEW 11

Having identified the optimal choices of behavior, these choices are cap-
tured in the form of a trust policy which is formalized during the third stage
of the method. This policy should describe the conditions under which trust-
based decisions should be made and also the requirements to the trust levels
for accepting or rejecting a trust-based transaction.

The latter stage of the method is supported by Deontic STAIRS and
demonstrates the suitability of applying Deontic STAIRS to the domain of
trust management. Section 5.5 gives a presentation of the method.

1.3 Thesis Overview

This thesis is based on a collection of 7 research papers and divided into
two parts. Part I presents the context and the overview of the work of the
thesis, whereas Part II contains the research papers.

In Chapter 2 we give a characterization of and motivation for the prob-
lems addressed by this thesis. We identify needs that the artifacts developed
as a part of this thesis intend to meet, and present a set of criteria that the
artifacts should fulfill for the successful accomplishment of our research ob-
jectives. Chapter 3 presents a method for technology research and explains
how we have applied the method in the work of this thesis. In Chapter 4
we present the state of the art of the research within the domain of this
thesis, and in Chapter 5 we present each of the artifacts of the thesis. An
overview of the research papers and their content is given in Chapter 6. In
the discussion of Chapter 7 we evaluate the artifacts with respect to the
success criteria of Chapter 2, and discuss related work. Part I is concluded
in Chapter 8, where we also discuss directions for future work.

The research papers of Part II can be read independently of each other,
but the recommended order is the order in which they are organized. Read-
ers that are only interested in the policy specification language can read
paper 3, and consult papers 4, 5 and 6 for the formal foundations and the
notions of refinement and adherence, as well as results of preservation of
adherence under refinement. Readers that are only interested in trust and
trust management can read paper 1 and paper 7.





Chapter 2

Problem Characterization

In this chapter we motivate and characterize the problems addressed by this
thesis. In Section 2.1 through Section 2.3 we present the background to this
thesis, thereby identifying needs that the artifacts presented in Section 1.2
aim to meet, as well as identifying requirements to these artifacts. In Sec-
tion 2.4 we summarize by giving for each artifact a set of criteria that should
be fulfilled for a successful accomplishment of our research objectives.

2.1 Policy Based Management

Policy based management of information systems [16, 22, 45] has the last
decade or so emerged as an adaptive and flexible approach to administer and
control distributed systems with respect to issues such as security, access
control, services, networks and trust. An international policy community
has continued to evolve, and much of the key activities has been centered
around the annual Policy Workshop [45] which recently has been lifted to
an IEEE Symposium and is arranged for the 10th time in 2009.

An important motivation for the use of policies for systems management
is that they allow systems to be dynamically changed in order to meet new
or different requirements, without stopping the system and without chang-
ing the underlying implementation. This is reflected in a widely adopted
definition of policies, namely that a policy is a set of rules governing the
choices in the behavior of a system [102].

As mentioned in the previous section, policies govern choices in behav-
ior by specifying the conditions under which predefined operations can be
invoked rather than changing the actual operations themselves [103]. This
means that the potential behavior of the system generally span wider than
what is prescribed by the policy and that the system can potentially violate
the policy. A policy can therefore be understood as imposing normative
constraints on system behavior, characterizing the ideal, desirable or ac-
ceptable behavior of the system with respect to the domain of management.

13
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The deontic approach to policy specification of this thesis, in which policy
rules are classified as permissions, obligations or prohibitions, is based on
Standard Deontic Logic [79]. The classification is furthermore implemented
in the ISO/IEC standard for open distributed processing [51].

The deontic approach is suitable for specification and reasoning about
policies because of the normative character of policy rules. The formalization
of the deontic notions in Standard Deontic Logic is for reasoning about
normative expressions, the relation between them, and what can be deduced
from them. The deontic approach is furthermore generic in the sense that
it allows the specification of policy rules and the reasoning about them for
various domains of policy based management, such as security, access control
and trust.

Policy based management should be supported by adequate languages
and methods that facilitate the various phases of policy development, anal-
ysis and enforcement. With a deontic approach to policy specification, the
language must have the expressiveness to capture the modalities of permis-
sion, obligation and prohibition. Additionally, since policy rules are condi-
tional rules, the language must support the specification of the conditions
under which a given rule applies in the form of a triggering construct.

Policies may be derived from business goals, service level agreements,
trust relationships, security requirements, risk analyses, etc. During the ini-
tial capturing of a policy, various stakeholders are typically involved, such as
chief executive officers and other decision makers, data security officers, sys-
tem users and system developers. At this point, a policy language suitable
for capturing policies at the appropriate abstraction level, that is intuitively
understandable to all stakeholders, and that supports communication be-
tween stakeholders is desirable.

Abstraction means to identify and represent the essential aspects and
characteristics of the system under consideration, omitting details that are
unimportant or irrelevant from a certain perspective [94]. The higher the
level of abstraction, the less detail included. A policy language facilitating
abstraction addresses the problem of “closing the gap between business an
IT” [58], thereby avoiding misunderstandings and miscommunication be-
tween stakeholders.

From the initial and abstract phases, the policy specification is typically
further developed by making it more concrete; details and information are
added, specifics about system functionality and architecture are taken into
account, and the policy specification is brought closer to implementation
and enforcement. During such a process of lowering the abstraction level
it is important to ensure that the resulting policy specification is a correct
representation of the initial specification, i.e. that the concrete specification
fulfills the requirements of the abstract specification. This can be ensured
by a well-defined notion of policy refinement.

Although recognized as an important issue already during the very initial
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research on policy based management [80], policy refinement still remains
poorly explored in the literature [6, 92]. Policy refinement is in [80] referred
to as the process of transforming a high-level, abstract policy specification
into a low-level, concrete one. By formalizing refinement as a relation be-
tween policy specifications, we obtain a precise characterization of what it
means that a concrete specification correctly represents or fulfills an abstract
specification.

In order to support the development process and make it more manage-
able, the refinement relation should be transitive. Transitivity ensures that
the result of any number of refinements is a valid refinement of the initial,
most abstract specification, thereby supporting a stepwise and incremental
development process. Furthermore, the refinement relation should ensure
that the enforcement of the final, most concrete policy specification implies
the enforcement of the initial, most abstract specification.

The correct enforcement of a policy specification means that the system
under management satisfies the policy, which we refer to as policy adherence.
In order to ensure a precise and unambiguous interpretation of policy spec-
ification and to support verification of systems against policy specifications,
the notion of policy adherence should be precisely defined. By creating a
model of the system under consideration, policy adherence can be defined
as a relation between a policy specification and the system model.

The deontic notions of permission, obligation and prohibition and the
relations between them have been formalized with Standard Deontic Logic
[79]. When adopting a deontic approach to policy specification and propos-
ing a language with support for the capturing of such deontic constraints, the
interpretation of these constructs should be validated against the axiomati-
zation of Standard Deontic Logic. The adherence relation should therefore
capture the properties of these notions as formalized in the logic.

For several reasons, and as indicated by the above discussion, a pol-
icy specification language should be underpinned by a formal semantics
[44, 63, 86]. A formal semantics yields a precise and unambiguous definition
of the meaning of a policy specification, thus avoiding misunderstandings be-
tween stakeholders, and avoiding further development or enforcement that
deviates from the intended interpretation. A formal semantics also facili-
tates reasoning about and analysis of policies, for example to ensure that
a refined policy specification fulfills the requirements expressed during the
initial policy capturing, to detect and resolve policy conflicts or inconsisten-
cies, or to monitor or analyze a system with respect to policy adherence. A
formal semantics furthermore facilitates the development of tool support for
automated development and analysis of policy specifications.

Decomposition is held as an important feature of system design and
development [113] since it allows specifications to be divided into several
separate modules that are analyzed or developed in isolation. We believe
that modularity of specifications may play an equally important role in the
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development of policy specifications. The formal semantics of a policy speci-
fication language should therefore be compositional, such that the semantics
of a diagram can be determined from the semantics of the sub-diagrams and
the composition operators.

Modularity may also substantially facilitate the development process by
supporting modular refinement. This means that the policy specification
can be divided into manageable pieces that are refined separately, and that
the policy development can be divided between several developers or devel-
opment teams.

2.2 Policy Specification

Since its introduction in 1997, the use of the UML [83] has steadily grown,
and it is currently the de facto modeling standard in the industry. The
widespread use of and knowledge about the UML alone, as well as its intu-
itive and graphical appearance, makes it an interesting starting point in the
search for or development of a notation suitable for specification of policies
or aspects of policies.

More importantly, however, the UML is interesting for its support for
raising the level of abstraction and for being platform independent. The
latter means that the UML system and software models do not make any
assumptions about the hardware, programming language, operating sys-
tems, networks, etc. that implement them. The UML can furthermore be
used for the modeling of business processes, work processes and other non-
software systems, which is desirable for a general purpose policy specification
language. Finally, a policy specification based on the UML facilitates the
analysis of the relation between a policy specification and a system specifi-
cation, where the latter is given in standard UML.

The UML has been evaluated and utilized in various work on policies and
policy based management [1, 4, 12, 63, 70], but, as these works indicate, the
language offers little specialized support for the specification and analysis
of policies. There is therefore a need for extensions of the UML customized
for the domain of policy based management.

Policies are rules about system behavior, and since UML sequence di-
agrams describe dynamic/behavioral aspects of systems they can be con-
sidered for policy specification. As opposed to e.g. UML state machine
diagrams which describe the complete behavior of single system entities, se-
quence diagrams describe system behavior by showing how system entities
interact. The interaction perspective is suitable for expressing constraints
on the behavior in distributed systems.

Sequence diagrams are furthermore the most popular UML notation for
specifying and modeling dynamic aspects of systems [30, 111]. A conjec-
ture is that the popularity stems from the intuitive and easy to understand
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representations of interactions with sequence diagrams. Even with several
entities taking part in the interaction, a good sequence diagram facilitates
understanding and communication between various stakeholders such as de-
velopers, decision makers and security personnel.

Recall from the previous section that we define policy rules as conditional
deontic constraints in the form of permissions, obligations and prohibitions.
This means on the one hand that we must be able to specify the scenario
that triggers the rule, i.e. the condition for the rule to apply, and on the
other hand to specify the scenario that is constrained by the rule along with
the deontic modality.

Intuitively, a permission rule states that in case the triggering behavior
is fulfilled, the constrained behavior should be allowed. This means that
the permitted behavior must be offered as a potential choice, yet allow-
ing alternative behavior to be conducted instead. An obligation rule states
that if the triggering behavior is fulfilled, the obliged behavior must be con-
ducted. A prohibition rule states that if the triggering behavior is fulfilled,
the prohibited behavior must not be conducted.

In order to illustrate the required expressiveness and compare this with
the expressiveness of standard UML, we consider in the following some basic,
simplified examples of access control of users to an application, where user
access to services is granted on the basis of credentials presented to the
application by the users.

Assume a permission rule stating that a user U is authorized to access
services provided the user has presented a valid credential to the application
A. A proposal for capturing this rule is depicted in the diagram permit in
Fig. 2.1.

The entities participating in the interaction specified by a UML sequence
diagram are represented by lifelines with a head containing the name and/or
type of the entity. Messages are represented by arrows, where the arrow tail
represents the event of sending a message on a lifeline and the arrow head
represents the event of receiving a message on a lifeline. The events are
ordered from top to bottom along each lifeline, and the sending of a message
is ordered before the reception of the same message.

The annotations to the left of the diagram permit show which part that
constitutes the triggering behavior and which part that constitutes the con-
strained behavior. In standard UML there is no support for the specification
of the conditional relation between the two scenarios. Instead this diagram
specifies an example scenario, describing behavior that the system should
be able to conduct. Furthermore, a policy rule does not require that the
triggering behavior must occur. Instead it requires that if the triggering
behavior occurs, the rule imposes a corresponding constraint on the contin-
uation of the system behavior. In the case of a permission, there is also no
support in the UML to specify that the permitted behavior is behavior that
must be offered as a potential choice only.
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Figure 2.1: Capturing policy rules for access control using standard UML
sequence diagrams
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Assume next a prohibition rule stating that a user is unauthorized to ac-
cess services in case the credential presented to the application is invalid. A
proposal for capturing this rule is depicted in the diagram deny in Fig. 2.1.
The expressiveness of UML sequence diagrams to specify illegal behavior
can be utilized, e.g. by using the neg construct as shown in the diagram.
The diagram then expresses that the triggering behavior followed by the
constrained behavior is illegal. The triggering behavior in isolation is, how-
ever, legal, which is not implied by the prohibition rule we try to specify:
The rule only requires that if the triggering behavior occurs, the constrained
behavior is not allowed to occur in the continuation.

Assume finally an obligation rule stating that if the application receives
a credential from a user, the application is obliged to verify, i.e. to check
the validity of, the credential. A sequence diagram specification of this rule
is proposed in the diagram verify in Fig. 2.1. As before there is no sup-
port for capturing the conditional relation between the two scenarios. More
importantly, there is also no support to properly distinguish obligations
from permissions. Standard UML sequence diagrams distinguishes between
positive and negative behavior, but lack the expressiveness to distinguish
between behavior that must occur (obligation) and behavior that must be
offered as a potential choice while accepting other choices to be made instead
(permission).

A further issue to consider is that UML sequence diagrams are normally
interpreted as describing exactly the behavior a system may or may not
conduct. Consider, for example, the diagram permit of Fig. 2.1. With re-
spect to this diagram, system behavior in which for example the user sends
several credentials or the application interacts with other entities in parallel
is inconclusive. This means that behavior that is not part of the diagram is
neither legal nor illegal. When specifying a policy, we should only have to
focus on the system behavior and entities of relevance for the policy, e.g. se-
curity, trust or service level. This means that for a system to fulfill behavior
as described in e.g. the diagram permit of Fig. 2.1, any additional system be-
havior can be interleaved, including behavior involving other system entities.
With the standard interpretation of sequence diagrams, the policy specifica-
tion would have to explicitly specify all the potential system behaviors that
fulfill the relevant behavior. Such an approach would not only be tedious
and user-unfriendly. It would also result in policy specifications containing
much irrelevant information blurring the important aspects, and it would
furthermore prevent the capturing and specification of policies without de-
tailed knowledge about the system architecture, entities and functionality.

A final, nevertheless important, concern is of a pragmatic nature, i.e. re-
lated to the use and users of the language. In order to support and facilitate
use of the language, both for specification and interpretation, a policy spec-
ification language should be equipped with intuitive and easily recognizable
syntactic constructs for capturing the various parts of a policy. This means
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that a sequence diagram specifying a policy rule should have a keyword that
distinguishes it from other diagrams, there should be constructs that iden-
tifies and isolates the triggering behavior and the constrained behavior, and
there should be constructs for specifying each of the three deontic modali-
ties. Such an extension of the UML should, however, be conservative and
as modest as possible to ensure that people that are familiar with the UML
can easily understand and use the notation, and to avoid that the notation
is used erroneously.

2.3 Trust Management

When introduced in 1996 [14], the trust management problem was identi-
fied as an aspect of security in distributed systems, comprising collectively
the management of security policies, security credentials and trust relation-
ships in relation to access control. Since then, trust management has been
subject to increased attention and is addressed in a more general setting
than security alone. More recently, trust management has been described
as an activity “in the intersection between sociology, commerce, law and
computer science” [56], focusing on the need for a basis upon which trust
can be established and assessed in a setting of electronic interactions over a
distributed network such as the Internet.

Trust management involves making assessments and decisions regarding
transactions that involve risk [37, 56]. In a situation of trust there is always
a possibility of deception or betrayal, which means that there is an inevitable
relation between trust and risk [19]. In the management of trust, the level of
involved risk must be understood in order to make a well-founded decision
with respect to the transaction in question. It is, however, not enough to
evaluate the risk alone. The decision to accept the risk involved in trust-
based decisions is motivated by the potential reward, i.e. the opportunities
involved in the transaction. The management of trust must therefore sup-
port trust-based decision making by assessing trust and correctly estimating
the involved risks and opportunities.

For a system in which actors make decisions between choices of behavior
on the basis of trust, the trust relations have a direct impact on the level
of risk and opportunity to which the system as a whole is exposed. A
method for analyzing, evaluating and optimizing the trust-based decisions
within a system must be supported by adequate techniques and languages
for specifying and modeling the relevant parts and aspects of the system. In
particular there must be support for the specification of the potential trust
relations, the trust levels involved in these relations, as well as the involved
levels of risk and opportunity.

The identification and evaluation of all the potential trust-based transac-
tions in which a system can take part should determine the optimal choices
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of behavior, i.e. the system behavior that yields the minimum level of risks
and the maximum level of opportunities. A policy is a set of rules governing
the choices in the behavior of a system. In the setting of trust management,
a policy can be specified the enforcement of which ensures the optimization
of the trust-based decision within the system.

A language supporting the specification of trust management policies
must support the specification of the circumstances under which a trust-
based decision should be made. Since the level of trust is the decisive factor,
the language must also support the specification of the level of trust that is
required for a particular transaction to be accepted. Finally, the language
must support the specification of the transaction under consideration.

2.4 Success Criteria

The presentation in the above sections demonstrates the need for the arti-
facts presented in Section 1.2. In this section give a set of success criteria
that should be fulfilled by these artifacts, and in Chapter 7 we discuss to
which extent these criteria are fulfilled.

In order to identify and understand the requirements to the artifacts, we
need to understand who the intended user groups of the artifacts are. For
the four artifacts presented in this thesis we distinguish between two main
user groups.

On the one hand we have the user group we refer to as the intended
end-users. For the policy specification language together with the notions
of policy adherence and policy refinement, the typical end-users are person-
nel responsible for the capturing, specification, development, analysis and/or
enforcement of policy specifications. These end-users will typically also need
to be able to communicate the content of policy specifications as well as the
results of development and analysis processes to other stakeholders such as
decision makers and clients. In the same way, these other stakeholders need
to be able to communicate their requirements and wishes to the developers.
The underlying formalism of the language, as well as the formalization of the
adherence and policy refinement relations should be hidden from end-users.
Instead, understanding the basic meaning of the policy specifications and
what it intuitively means to adhere to and refine policy specifications should
be sufficient. In order to ensure that policy specifications are correctly de-
veloped and enforced, the end-users should be supported by methods and
tools. These may include development guidelines for language use and au-
tomated tools for verification of correctness of refinement and detection of
conflicts and other errors.

For the method for the development of trust management policies, the
typical end-users are trust and risk analysts. The analysts need a method
that is understandable, that is applicable, and that is supported by adequate
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description techniques. Any underlying formalisms of the method and the
description techniques should be hidden from the analysts. Instead there
should be available tool support for activities such as creating models, de-
riving analysis results and checking consistency. The analysts furthermore
need support for interacting with clients and other stakeholders in gathering
the required information for the analysis and in documenting and commu-
nicating the analysis results.

On the other hand we have the user group that develop methods and
tools for supporting end-users in applying the artifacts. The underlying
formalisms of the artifacts are intended for this user group. The formal
foundation allows the soundness of any rules of policy development methods
and guidelines to be proved, and to verify that automated tool support, e.g.
for checking adherence and refinement, works correctly. Developers of tool
support for the method for the development of trust management policies
may prove that automation of analysis tasks such as risk and opportunity
estimation and consistency checking is correct.

The success criteria for each of the four artifacts are presented in the
following.

2.4.1 The Policy Specification Language

1. The language should have the expressiveness to capture the deontic
modalities of permission, obligation and prohibition.

A policy is a set of normative rules about system behavior, specifying
behavior that may, should or should not occur, and the deontic modal-
ities are appropriate for the specification of such constraints. For most
domains of management, such as security, access control, services and
networks, there is need for rules of all these three modalities.

For the domain of trust management, trust policies determine the
trust levels under which a trust-based transaction should be accepted
or rejected, which can be captured by obligations and prohibitions,
respectively. In cases where the decision has no impact on the overall
level of risk and opportunity, permission rules are suitable for specify-
ing that both acceptance and rejection should be available as allowed
choices.

2. The language should have the expressiveness to capture conditional
scenarios.

A policy specifies the conditions under which operations or actions can
be invoked, and a policy language must therefore support the specifi-
cation of these conditions. In particular, there should be support for
the specification of a triggering scenario that characterizes the circum-
stances under which the corresponding deontic constraint applies.
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3. The language should be intuitively understandable to end-users such as
decision makers, clients, developers and other stakeholders, including
personnel with little technical background.

During the process of capturing, developing and formalizing a pol-
icy many different stakeholders from various backgrounds may be in-
volved. An intuitively understandable notation facilitates the estab-
lishment of a common understanding of scenarios and requirements,
and supports communication between stakeholders.

4. The language should allow policy specifications to ignore behavior that
is not relevant for the policy.

Policy specifications refer only to system entities and system behavior
of relevance to the policy, e.g. issues in relation to security, trust or
services. This means that the system to which the policy applies gen-
erally have entities and behavior that go beyond those mentioned in
the policy specification. As such, the scenarios described in a policy
specification can be understood as an abstraction of potential system
scenarios, thereby facilitating specification and interpretation of poli-
cies.

The language should allow for this in the interpretation of what it
means for the system to fulfill behavior as specified in the policy by
allowing any irrelevant behavior to be interleaved. Without this re-
quirement the policy would have to explicitly specify all the various
ways in which a system may fulfill a triggering behavior or a con-
strained behavior.

5. The language should be a conservative extension of standard UML.

By a conservative extension we mean that the use of standard UML
sequence diagram constructs within the policy specification language
complies with the standard, both syntactically and semantically. This
is to ensure that the language is easily understandable for people that
are familiar with the UML and to avoid that the language is used
erroneously.

Aligning the language with standard UML is desirable also because
it facilitates the analysis of the relation between a policy specification
and a system specification, when the latter is represented in UML.

6. The language should be underpinned by a semantics that is unam-
biguous, allows formal analysis of policy specifications, and allows the
development of tool support.

An unambiguous semantics is crucial in order to ensure that the im-
plementation and enforcement of a policy indeed is an enforcement
of the intended requirements, as different personnel may be involved
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during the different phases of policy capturing, development and im-
plementation.

Formal analysis of specifications is beneficial for several reasons, such
as the detection of inconsistencies or errors, and the verification of
policy adherence. Tool support is desirable for facilitating the spec-
ification and development process and to do automated analysis of
policy specifications.

7. The semantics should be compositional, meaning that the semantics
of a composed diagram can be determined from the semantics of the
sub-diagrams and the composition operators.

A compositional semantics facilitates the parsing and interpretation
of specifications, allowing a specification to be understood by focusing
on individual parts separately. A compositional semantics furthermore
supports reuse of sub-diagrams and substitution of one sub-diagram
by another, without requiring all parts of the specification to be con-
sidered simultaneously.

2.4.2 The Policy Adherence Relations

8. The notion of policy adherence should be intuitively understandable
to end-users such as decision makers, clients, developers and other
stakeholders, including personnel with little technical background.

For end-users to correctly use the policy specification language and
correctly specify the desired requirements, the notion of policy ad-
herence must be understood. As the end-users are not supposed to
know or understand the underlying formalism the notion of adherence
should be understandable at an intuitive level and with reference to
the policy specification language. The formalization of the adherence
relations allows tool support to be developed for analyzing the rela-
tion between policy specifications and systems, aiding the end-users in
detecting policy breaches.

9. The adherence relations should capture the properties of the deontic
modalities as axiomatized in Standard Deontic Logic.

The deontic modalities have been studied and formalized in the con-
text of Standard Deontic Logic [79]. The adherence relations char-
acterize what it means to satisfy the deontic constraints of a policy
specification, and this interpretation should be validated against the
axiomatization of Standard Deontic Logic.

10. The notion of adherence of a system implementation to a policy spec-
ification should be independent of the system platform.
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Sequence diagrams and Deontic STAIRS specifications do not assume
any particular platform or programming language for the system in
question, and the formalization of the adherence relation should there-
fore allow for this.

2.4.3 The Policy Refinement Relations

11. The notions of policy refinement should be intuitively understandable
to end-users such as decision makers, clients, developers and other
stakeholders, including personnel with little technical background.

The correct development of policy specifications under the refinement
paradigm requires that the notion of refinement is correctly understood
by the end-users. As for the adherence relation, the notions of policy
refinement should be understandable without knowing the underlying
formalization. In order to ensure the correctness of policy refinement
steps, the end-users should be supported by development methods and
guidelines that ensure refinement, as well as automated tool support
for verifying that refinement steps are correct.

12. The policy refinement relations should ensure that all requirements
from the abstract policy specification are preserved in the refined policy
specification.

The very underlying idea of policy refinement is that the low-level, con-
crete policy specification that is developed from the high-level abstract
one gives a more detailed representation of the abstract specification
in the sense that it is closer to implementation and enforcement, while
guaranteeing that all requirements are preserved. This means that
adherence of a given system to a concrete policy specification should
imply adherence of the same system to the abstract specification.

13. The policy refinement relations should support the stepwise develop-
ment of policy specifications.

For feasibility reasons it should be possible to conduct the development
of a policy specification under any number of refinement steps. For
policy development under the refinement paradigm to support this,
the refinement relations must ensure that the result of any number
of refinement steps is a valid refinement of the initial, most abstract
specification.

14. The policy refinement relations should support modular development
of policy specifications.

Modularity of refinement is desirable as it facilitates the process of
developing a policy specification by allowing the specification to be
divided into manageable pieces that are refined separately. Modularity
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furthermore allows the development of a policy specification to be
separated between several developers or development teams.

2.4.4 The Method for the Development of Trust Manage-

ment Policies

15. The method should be applicable and understandable to end-users.

The value of the method relies on the feasibility of applying the method
for trust analysis and trust policy capturing. Analysts, i.e. the in-
tended end-users, must therefore understand each stage of the method
and how to conduct the tasks of the stages.

16. The method should offer description techniques that are understand-
able to all relevant stakeholders, including end-users, decision makers,
engineers and analysts.

In order to develop a good and adequate policy, it is essential that
decision makers, developers, analysts, etc. have a clear and shared
understanding of the system, the relevant scenarios and the alternative
policy rules. Moreover, the policy rules must be understandable for
those who are supposed to adhere to or implement them.

17. The method should support the modeling of the trust-based decisions
within a system, including the entity that makes the decision (the
trustor), the level of trust held by the trustor, and the basis upon which
the trustor determines this level of trust.

In order to understand the impact of trust-based decisions on the over-
all behavior of the system, the points in which these decisions are made
must be identified and described. Next, since the basis of the decisions
is trust, the trustor and the level of trust must be explicitly described
in order to explain the decision. Finally, in order to explain the trust
level and evaluate the well-foundedness of the trust, the evidence used
by the trustor for the determination of the trust level must be de-
scribed.

18. The method should support the evaluation of the well-foundedness of
trust.

Trust is a subjective notion, i.e. it is a belief held by the trustor. If
the evidence behind this belief is weak or false, the trust is ill-founded,
which means that critical decisions are made on failed assumptions.
In order to evaluate the well-foundedness of the trust-based decisions,
the extent to which trust is well-founded must be determined.

19. The method should support the evaluation of the risks and opportunities
associated with the trust-based decisions.
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Trust-based transactions involve both risks and opportunities. In or-
der to identify the most beneficial trust-based decisions, the levels of
risk and opportunity must be evaluated for each potential trust-based
transaction.

20. The method should support the capturing and formalization of trust
policies.

Having identified the most beneficial decisions, these choices of be-
havior can be ensured by capturing a policy the enforcement of which
minimizes risks and maximizes opportunities. This requires that there
is language support for the specification of trust policies, i.e. policies
that specify the conditions under which a given trust-based transac-
tion is acceptable. The condition must include the levels of trust under
which the rule applies.

21. The method should be based on well-defined notions of trust, risk and
opportunity, and the relations between the notions should be precisely
defined.

Trust is a complex and compound notion that may mean different
things in different contexts. As a result there exists a variety of defini-
tions of and approaches to trust. A trust management method must be
based on a precisely defined notion of trust in order to clarify what the
method addresses and evaluates. Since risk and opportunity are inher-
ent aspects of trust, these notions must also be precisely accounted for.
In particular, the impact of trust on the levels of risk and opportunity
must be precisely defined.





Chapter 3

Research Method

Computer science is a relatively young discipline, and it is even debated
whether computer science at all can be qualified as a science [2, 17, 28]. In
[2] the authors claim that computer science is not a science, and exemplify
this by contrasting computation with classical mathematics. The latter, they
claim, provides a framework for dealing precisely with notions of “what is”,
whereas the former provides a framework for dealing precisely with notions
of “how to”. A similar standpoint is found in [17], where it is argued that
science is concerned with the discovery of facts and laws, as opposed to
computer science which is an engineering discipline concerned with building
things.

The standpoint that computer science indeed is a science is, however,
widespread. The examination of computer science as a science in [28] points
out that the activities within the field of computer science is a blend of sci-
ence, engineering and mathematics, and that there are numerous examples
of computer science research that is settled in the scientific paradigm. The
scientific paradigm is the process of forming and testing hypotheses, where
successful hypotheses become models that explain and predict phenomena
in the world. Computer science follows this paradigm, the author claims, in
studying information processes.

In this chapter we present a method for technology research that rests
on the scientific paradigm. Subsequently we describe how we have applied
this method in the work that has led to this thesis.

3.1 A Technology Research Method

The scientific paradigm of forming and testing hypotheses is in [108] re-
ferred to as the classical research method, and the basic question for the
researcher is What is the real world like? This is distinguished from tech-
nology research, which is “research for the purpose of producing new and
better artifacts” [108]. Artifacts are objects manufactured by human be-
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ings, and a technology researcher aims at creating new and better artifacts.
The basic question leading the technology researcher is How to produce a
new/improved artifact?

Despite the difference between the basic questions leading the classical
researcher on the one hand and the technology researcher on the other hand,
the authors assert that the research process in both cases follows the same
principal phases, and that technology research should be founded on the
classical research paradigm. In both cases, the starting point is an overall
hypothesis of the form “B solves the problem A”. In classical research A is
the need for a new theory, whereas in technology research A is the need for
a new artifact.

Having identified the need for a new artifact, the technology researcher
identifies requirements that the artifacts should fulfill in order to satisfy
the need. The requirements may for example be gathered from the intended
users of the artifacts or by considering the environment in which the artifact
is to be deployed.

The innovative phase follows the requirements gathering, where the re-
searcher goes about to invent the artifact that is intended to fulfill the re-
quirements. When the artifact is finalized, the researcher must substantiate
that the artifact indeed fulfills the identified requirements. The overall hy-
pothesis to be evaluated is the proposition that the artifact satisfies the need
that was initially identified.

In order to verify or substantiate that the overall hypothesis is satis-
fied, a set of more concrete sub-hypotheses must be formulated, the joint
satisfaction of which implies that the overall hypothesis is satisfied. By de-
riving a set of explicit predictions from the sub-hypotheses the falsification
of which discredits the overall hypothesis, the researcher is served a basis for
gathering evidence about the validity of the sub-hypotheses. Through sys-
tematic evaluation, the predictions are tested whereby the researcher builds
argumentation for the validity of the overall hypothesis.

In case of a successful evaluation, the researcher may conclude that the
invented artifact does satisfy the identified need, and that something new or
improved has been created. If, however, the overall hypothesis is falsified,
the researcher must go back to the invention phase and improve the artifact
or build a new artifact after which the evaluation is conducted again. The
innovation and evaluation phase may also lead to new insight that in turn
leads to a reformulation of the requirements to the artifact. The technology
research process is therefore an iterative process.

Figure 3.1 is adapted from [108] and summarizes the three main steps of
the iterative process:

1. Problem analysis: The need for a new artifact is identified and require-
ments to the artifact are gathered.

2. Innovation: An artifact intended to meet the identified need is created.



3.2. HOW WE HAVE APPLIED THE RESEARCH METHOD 31

3. Evaluation: Predictions about the artifact are formulated based on
the hypothesis that the artifact fulfills the identified need. If the pre-
dictions come true, the researcher has substantiated that the artifact
fulfills the need.

Problem analysis

Innovation

Evaluation

What is the 
potential need?

How to make an artifact 
that satisfies the need?

How to show that the 
artifact satisfies the need?

Figure 3.1: Method for technology research – main steps

Technology development is closely related to technology research since
the one often includes activities or aspects of the other. According to [108],
technology research is distinguished from technology development by the
former giving rise to new knowledge of general interest. More precisely, this
means that to qualify as technology research, the invented artifact must
represent new knowledge, this knowledge must be of interest to others, and
the results and the new knowledge must be documented in a way that it
enables examination and evaluation by others.

3.2 How We Have Applied the Research Method

The method applied to the work leading up to this thesis is based on the
technology research method described in the previous section. The work
has been conducted as an iterative process in which the artifacts and the
requirements to them have been changed and improved as new insight was
gained while the work progressed.

Part I of this thesis documents the three phases of the research process
as illustrated in Fig. 3.1. Chapter 2 documents the problem analysis and the
requirements to the artifacts. Chapter 5 documents the innovation phase
by presenting the invented artifacts. Finally, Chapter 7 documents the eval-
uation of the artifacts. In the following we explain in more detail how the
method was applied in the development of each of the four artifacts.
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3.2.1 Developing the Policy Specification Language

Success criteria 1 through 7 in Section 2.4 summarize the requirements to
the Deontic STAIRS language. These requirements were quite persistent
throughout the work, but it was initially no matter of course that UML
should serve as a basis for the language.

In the search for a suitable notation for our purposes the decisive criteria
were the expressiveness, the support for human understanding and commu-
nication, and the formal semantics. A natural starting point was to do a
broad survey of state of the art policy languages and evaluate these with
respect to our criteria. Common to most of the established and commonly
used policy specification languages, such as e.g. Policy Description Language
[71], Ponder [23], Rei [61] and XACML [82], is that they are purely textual
and generally require some formal or technical background for specification
or interpretation by humans.

The choice of the UML as a basis for the development of Deontic STAIRS
followed by the conjecture that policy development can benefit from estab-
lished techniques from system development. In particular we aimed to use
abstraction to facilitate representation of policies at levels of detail suitable
for all the various phases of the development process. As such, abstrac-
tion provides support for understanding and communication. We evaluated
UML sequence diagrams as a policy language with the STAIRS semantics
as a formal foundation. STAIRS [41, 95] formalizes the semantics that is
only informally described in the UML standard [83] and is also supported
with notions of refinement that we carefully considered as inspiration and
basis for policy refinement.

The evaluation of UML sequence diagrams were conducted against our
identified requirements to a policy specification language and were done by
testing the notation on various examples from the literature and on case
studies. As such, the sequence diagram notation were evaluated as one of
our artifacts, which helped to precisely identify the needs that this notation
does not fulfill. Through iterations of innovation and evaluation, customized
extensions were defined in the search for an appropriate language.

In addition to evaluating the Deontic STAIRS language by testing it on
examples and case studies, the language has been presented to and tested
on potential users of the language from various backgrounds, and it has
been presented to and commented on by researchers from various relevant
backgrounds. The evaluation of the policy specification language against
the success criteria is presented in Section 7.1.1.

3.2.2 Developing the Policy Adherence Relations

The development of the artifact of the policy adherence relations basically
amounted to propose and evaluate formal definitions. The application of the
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research method on the development of this artifact is illustrated in Fig. 3.2,
which is adapted from [87].

The process started with the identification of the requirements, which are
summarized as success criteria 8 through 10 in Section 2.4. After the identi-
fication of the requirements, definitions intended to fulfill these requirements
were proposed. The notion of adherence were formalized by searching for a
definition aligned with the axiomatization of the properties of the deontic
modalities in Standard Deontic Logic [79].

An important part of the evaluation of these definitions was to explore
their mathematical properties. This is illustrated in the right hand branch
of the diagram in Fig. 3.2. Partly, the evaluation was conducted through
precise mathematical proofs of properties we needed to verify, for example
that the adherence relation respect the axiomatization of Standard Deontic
Logic and that adherence to a refined, concrete policy specification implies
adherence to the previous, abstract specification. The proofs were structured
following the proof method of Lamport [67], which minimizes the chance of
doing errors. In case properties do not hold, i.e. there exists a counter ex-
ample, the proof method simplifies the identification of the counter example
and the identification of the proposed definition that is the source of the
failure of the property.

In addition to the mathematical exploration of the proposed definitions,
they were tested and evaluated against examples and against our own under-
standing and intuitions about what should be the desired properties. This
is illustrated in the left hand fork of the diagram in Fig. 3.2.

As the diagram further shows, the evaluation triggered new iterations
in two ways. On the one hand, evaluation could yield new insight to the
problem addressed, in which case the requirements from the initial phase
of problem analysis had to be considered again. On the other hand, the
evaluation could prove that the identified requirements were not fulfilled,
in which case the proposed formal definitions needed to be revised and re-
evaluated. The evaluation of the adherence relations against the success
criteria is presented in Section 7.1.2.

3.2.3 Developing the Policy Refinement Relations

The development and evaluation of the policy refinement relations followed
a strategy similar to the development and evaluation of the policy adherence
relations. The identification of the requirements are summarized as success
criteria 11 through 14 in Section 2.4. Existing literature on policy refinement
were surveyed in the search for an adequate definition of policy refinement,
and the refinement relations of STAIRS served as inspiration and basis. The
latter was based on our hypothesis that policy development can benefit from
established methods for system development, together with the fact that
policy refinement is not an established feature of policy based management
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Figure 3.2: Research method for policy adherence and policy refinement
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and is not well addressed in the state of the art [6, 16, 92].
Similar to the development of the policy adherence relations, the iterative

process of developing the policy refinement relations followed the pattern
illustrated in Fig. 3.2. Mathematical properties such as transitivity and
modularity were explored by means of structured proofs and identification
of counter examples, and the definitions were tested on examples and our
own understanding. The evaluation of the refinement relations against the
success criteria is presented in Section 7.1.3.

3.2.4 Developing the Method for the Development of Trust

Management Policies

The requirements to the method for the development of trust management
policies are summarized as success criteria 15 through 21 in Section 2.4. The
proposed method consists of two main parts, namely the description of the
three stages of the method, and the specification languages supporting the
activities of each of the stages.

The innovation phase consisted of proposing a method intended to fulfill
the requirements. In order to demonstrate and evaluate the method, an
example case was constructed to which the method was applied and evalu-
ated against. The example is the bank case described in Chapter 15. This
particular case was chosen since it represents many key aspects of trust
management, such as the modeling and assessment of trust, risk and op-
portunity. In addition to the proposed method, modeling languages were
chosen that we hypothesized would adequately support the activities of the
various phases of the method.

The evaluation of the method and its languages was done by testing it
on the bank case and on potential users of the language. The most impor-
tant issue to address here was the usability of the method and its support
for assessing and evaluating trust, evaluating risks and opportunities, and
capturing a trust policy. The languages used, Subjective STAIRS [89] and
Deontic STAIRS, were evaluated with respect to expressiveness and support
for the activities of the method, as well as their support for human under-
standing and communication. Subjective STAIRS is a language for trust
modeling and has been developed as part of other work where it already has
been evaluated for its suitability to model and assess trust [87].

The first finalized version of the method with its modeling support is
documented as part of this thesis. Since then is has been tested in a field
study involving an industrial partner and an industrial case in which trust
and trust relations are the core issues to understand. The evaluation of the
method against the success criteria is presented in Section 7.1.4.





Chapter 4

State of the Art

This chapter presents state of the art within policy based management. Sec-
tion 4.1 addresses frameworks for and approaches to policy based manage-
ment, including strategies for policy refinement and policy conflict analysis.
Section 4.2 reviews some of the most commonly used policy specification
languages, and also presents the formalization of notations that are simi-
lar to the policy specification language proposed in this thesis. Section 4.3
addresses trust management, and reviews approaches to trust management,
trust analysis and trust policy specification.

4.1 Policy Based Management

The governing of system behavior by means of policy enforcement may fulfill
various purposes, and different frameworks and models have been developed
in order to support and facilitate the various activities involved in policy
based management. In this section we present some common approaches to
and strategies for policy based management.

4.1.1 Security Policies and Management Policies

Policies are commonly categorized into security policies and management
policies [103], and most approaches reside in only one of the categories,
although there also exist general purpose approaches [23, 103].

Security policies specify rules for authorization or access control, per-
mitting only authorized users to access services or resources. The rules
commonly describe the conditions under which a subject (the accessor) can
access an object (the resource), and also the type of access, e.g. read, write
or execute. A well known framework is the access control matrix [11, 68]
in which the rights of a set of subjects S on a set of objects O are defined
by an access control matrix A. Each entry A(s, o), s ∈ S and o ∈ O, yields
the set of rights of s on o. Discretionary access control [11] is based on
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the identity of the subject and object. Access rights are constrained by the
owner of the object and cannot be passed by one subject to another subject.
With mandatory access control [11], access is controlled by system mecha-
nisms and individual users cannot alter the access rules. The Bell-LaPadula
model [8] is based on the assigning of security classification to subjects and
objects. Subjects can only access objects of equal or lower classification, so
the Bell-LaPadula model ensures confidentiality by preventing information
to flow from higher to lower levels of security. Biba’s model [10] is similar to
the Bell-LaPadula model, but is designed to ensure integrity of information
by restricting access to do data modification.

Management policies specify rules for management actions that are to be
taken in response to changing circumstances. They are used to, for example,
administer networks and services for quality of service, determine when to
make storage backups and determine when to do software configurations
[103]. The rules of a management policy is commonly of the event(s)-
condition(s)-action(s) form, requiring the performance of the action(s) by
the occurrence of the events(s) provided the condition(s) is fulfilled.

The Policy Core Information Model (PCIM) [81] is joint work between
the IETF [49] Policy Framework Working Group and the DMTF [29], and
provides a policy model in which each policy rule consists of a set of condi-
tions and a set of actions. The condition set can be expressed in disjunctive
or conjunctive normal form, and constraints on the ordering of the action
set can be imposed.

Support for various structuring techniques to facilitate the specification
of policies has been suggested as a requirement to policy languages [23]. The
PCIM policy model has several features that contribute to the fulfillment
of this requirement, such as the aggregation of policy rules into a group of
rules all pertaining to e.g. a specific department or set of related activities.
Furthermore, conditions and actions can be stored in a repository for reuse
by multiple rules, and resources can be assigned roles such that single policy
rules can be specified for several resources simultaneously.

Role-based access control (RBAC) [33] is a security policy framework
in which permissions are related to a position in an organization, rather
than to individual people. Separating the specification of policies from the
assignment of roles has the obvious advantage that policies do not have to
be changed when people are reassigned to other positions. Furthermore, the
structuring of roles into hierarchies allows permissions to be inherited by
senior roles (e.g. chief executive officer) from junior roles (e.g. employee).

In addition to roles, the use of domains has been proposed as a struc-
turing technique for facilitating policy specification [23]. A domain is in
[112] defined as a collection of elements and services that are administered
in a coordinated fashion. Single policy rules can then be defined for such
collections, e.g. the specification of access for all subjects in one domain to
all objects in another domain. Roles and domains typically reflect struc-
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tures of systems and organizations and may facilitate both specification and
interpretation of policies.

The issue of enforcement of security policies is addressed in [98], where a
security policy is defined as a specification of system executions as unaccept-
able. The purpose of the work is to provide a precise characterization of the
class of security policies that can be enforced by so called execution mon-
itoring (EM). EM enforcement mechanisms work by monitoring execution
steps of a system, and terminating the execution if it is about to violate the
security policy being enforced. Mechanisms that use more information than
is available only from observing system execution steps are by definition not
EM mechanisms.

The problem of observability is addressed in [42] in the setting of speci-
fication and enforcement of policies for data protection requirements. Data
protection requirements impose constraints on how data may be used in the
future, e.g. the obligation that data must be deleted after some period of
time. The adherence to such an obligation may be impossible to observe,
and therefore impossible to enforce by EM mechanisms. The proposed solu-
tion in [42] is to transform non-observable obligations into observable access
control requirements and observable obligations. Examples of such trans-
formations are to demand the right to pull evidence from the user about
adherence, e.g. through audit, and to impose the duty on the user of push-
ing evidence. The authors stress, however, that the transformed policy may
weaken the goals of the original one, which is the cost of observability. The
notion of enforcement is also less strict than in [98] where an execution that
violates the policy is terminated; since violations of obligations may not be
prevented, enforcement includes the application of compensating actions,
such as penalties, to which the user has agreed. This notion of enforcement
is also used in [9].

Usage control [84] is an extension of access control by constraining not
only access to resources but also the subsequent usage of the resources. Us-
age control policies are more general than policies for data protection as
addressed in [42]. The Obligation Specification Language (OSL) presented
in [43] for expressing usage control requirements is underpinned by a for-
mal semantics, and a framework is proposed for specifying, analyzing and
enforcing usage control requirements.

4.1.2 Policy Refinement

Policy refinement has been recognized as an important research issue since
the initial research on policy based management [80], where it is referred to
as the process of transforming a high-level policy specification into a low-
level policy specification. A framework for policy refinement is proposed
in which policies are organized in a hierarchy in which each level in the
hierarchy is derived from the policy in the above level. The policy at the
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lower level represents a refinement of the policy at the higher level, and the
former should fulfill the latter. The relation between the hierarchy levels is,
however, not formalized and the judgment of whether a low-level policy cor-
rectly or appropriately represents a high-level policy must be left to human
managers.

One aspect of policy refinement as proposed in [80] is that of goal refine-
ment, where the set of low-level goals derived from a high-level goal intends
to fulfill the latter. Goal refinement has been further elaborated within
the area of requirements engineering and has served as basis for more re-
cent approaches to policy refinement. The KAOS method [25] is based on
identifying refinement patterns, where each pattern represents a possible de-
composition of a high-level goal into a set of low level-goals. The fulfillment
of the low-level goals of a pattern implies the fulfillment of the high-level
goal. Such patterns are proved correct once and for all, and can then form
a library that serve as basis for guiding the refinement process.

Goal refinement and the KAOS method have been adopted by several
approaches to policy refinement [4, 6, 91, 92, 93]. The approach presented
in [4, 6] identifies the policy refinement problem as composed of two parts.
The first part is the refinement of high-level goals into operations supported
by the concrete objects/devices, such that when performed will achieve the
high-level goal. The proposed solution to this problem is to combine the
KAOS goal elaboration method with techniques for deriving so-called strate-
gies, which are mechanisms by which a given system can achieve a particular
goal. A strategy is a relation between a formal description of the system for
which the policy applies and the goal, and is derived from the latter two by
abductive reasoning. The second part of the policy refinement problem is the
refinement of abstract entities into concrete objects/devices. The proposed
solution to this problem is a formal representation of object relationships
based on domain hierarchies with rules for deducing concrete objects/devices
for abstract ones. The formalism of the approach is implemented in event
calculus [65] which is held as suitable as it allows formal reasoning and fits
the event-driven nature of the systems that are addressed by the approach.

The policy refinement framework presented in [93] also uses the KAOS
method for goal elaboration to derive low-level goals from high-level ones.
The strategy for identifying the system execution traces that fulfill the low-
level goals is, however, based on linear temporal logic (LTL) formulas and
model checking. The requirements described by a set of low-level goals are
encoded into LTL formulas that describe the absence of the fulfillment of the
low-level goals. Through model checking, in which a formal system model
and the LTL formulas serve as input, a counterexample to the LTL formula
is identified, where the counterexample is a system trace. Since the LTL
formula describes the absence of the fulfillment of the desired goals, the
identified trace indicates system behavior that will achieve the desired goal.
The work in [92] extends [93] by introducing a mechanism for abstracting
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policies from system trace executions in a systematic manner.

The investigation of policy refinement has gained interest only recently
[16], and the literature on further approaches to policy refinement is scarce.
The work in [109] proposes an approach to the refinement of access control
policies by decomposition. The idea is that instead of enforcing a policy
for a distributed system in a centralized manner, the enforcement should be
local and distributed in order to increase performance. At the abstract level
a policy is specified for controlling the access to a resource that represents
the resources of the distributed system. Based on a resource hierarchy that
describes how resource instances combine into abstract resources, the high-
level policy is decomposed (refined) so as to control access to specific, con-
crete resources such as servers and printers. The combined and distributed
enforcement of the low-level policies should then represent the enforcement
of the initial, high-level policy for the overall system. In [26] a framework
is presented in which low-level policies can be derived from high-level poli-
cies based on models of network systems at various abstraction levels. The
uppermost level of the network model offers a business oriented view of the
network, whereas the lowest level gives a technical view. A high-level policy
specified for the uppermost level is then subject to automatic refinement
when descending through the abstraction levels of the model. The formal-
ization of OSL [43] defines an ordering of events by a notion of refinement.
An event is a pair of an event name and a set of parameters, and an event
e1 is refined by an event e2 iff the events have the same name and the set of
parameters of e1 is a subset of the set of parameters of e2. The refined event
is therefore more specific and low-level. This notion of refinement allows
the specification of requirements on an abstract event that apply to all its
refinements.

4.1.3 Policy Conflict Analysis

Policy analysis for the detection and resolution of conflicts or inconsistencies
has been recognized as an important research issue within policy based man-
agement [16, 103]. Policy conflicts are inherent to policy based management
of large distributed systems since different parts of a policy may be specified
by different managers, since policies are enforced in a distributed manner,
and since various rules may apply to the same entities [74]. A policy conflict
occurs, for example, when an obligation requires an activity to be conducted
for which there is no authorization. In [74] such conflicts are referred to as
modality conflicts and are inconsistencies that arise when two or more rules
with opposite modalities refer to the same entities and actions.

Some of the potential policy conflicts can be detected syntactically. An
example from [74] gives a pair of conflicting rules in which the first states
that users are prohibited from rebooting workstations, and the second states
that system administrators, which are also users, are permitted to reboot
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workstations. Such a conflict can be resolved by rewriting the first rule or by
excluding the system administrators from the user domain such that the first
rule does not apply to them. The authors argue, however, that rewriting
and reimplementing rules may be inconvenient since it possibly is resource
consuming and a lengthy activity. Excluding the system administrators from
the user domain is also not desirable since there may be several other rules
that apply to the users that also should apply to system administrators.

The two rules should therefore be allowed to coexist, and strategies must
be implemented to ensure that the first rule does not apply to system admin-
istrators. The suggested strategy is to impose a precedence relationship, for
which there are several principles. One such strategy is to have prohibitions
to take precedence over permissions. Such a strategy may be appropriate
for many situations, but may also be too inflexible. In the given example it
means that system administrators will not be permitted to reboot worksta-
tions, which is an undesirable interpretation. A second strategy is to assign
priorities to rules, thus defining a precedence ordering. This is implemented
in the policy model in [81]. A problem that may arise, however, is that the
specified priorities do not reflect the actual importance of the rules since
priorities may be assigned by different managers at different locations. The
third proposed strategy is to determine priority based on the distance be-
tween a policy rule and the managed objects, as suggested in [69] regarding
authorization policies for object-oriented databases. A policy rule for a sub-
class will take precedence over a conflicting rule defined for its superclass
since the former rule is closer to the entities for which the rule applies than
the latter rule is, i.e. the former is more specific. The fourth and final
principle for defining a precedence relationship proposed in [74] is similar to
the previous one. The principle is that rules for a sub-domain should have
precedence over its ancestor domain since the former is more specific. A rule
specified for a system administrator, for example, will then take precedence
over a rule specified for a user, since the system administrator domain is a
sub-domain of the user domain. In [5] policy specifications are formalized
using event calculus, which supports policy analysis for conflict detection.

4.2 Policy Specification

In this section we first present some of the most established languages that
have been developed for policy specification. Subsequently we present lan-
guages that are comparable to the policy specification language proposed in
this thesis.

4.2.1 Policy Specification Languages

The Policy Description Language (PDL) [71] is a declarative language that
was developed for network management. It is based on the event-condition-
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action format, which are rules that are triggered when the event occurs and
require the execution of the action provided the condition is true. Events
can be primitive, or they can be composed by e.g. disjunction, conjunction
(simultaneous occurrence) and sequencing. PDL is underpinned by an op-
erational semantics and has been implemented and demonstrated in use for
Lucent switching products [110].

Ponder [23] is a declarative, object oriented language with support for
the specification of both security policies and management policies. Secu-
rity policies are specified as positive or negative authorizations and define
activities that subjects can or cannot perform on targets, where a target is a
service or a resource. Management policies are specified as event-condition-
action rules, similar to PDL, and specified as positive or negative obligations.
Both authorization rules and obligation rules can optionally be specified with
a constraint that defines the conditions under which the rule applies.

An important feature of Ponder is that of domains, which are the group-
ing of subjects or targets to reflect geographical or organizational bound-
aries, object type, management responsibility, etc. for the convenience of
human managers. Domains are similar to directories, and can be organized
in hierarchies with sub-domains. Instead of specifying rules for individual
subjects and targets, rules are specified for domains, which may substan-
tially facilitate policy specification for large-scale systems. Ponder has also
support for the specification of information filtering policies, refrain policies
and delegation policies. Information filtering means to allow access only
to partial information, filtering away a subset of information that is held
as more sensitive. Refrain policies are similar to negative authorizations
and specify actions that subjects must not perform. The difference is that
whereas the former are enforced on the target side, the latter are enforced
by subjects. Refrain policies are relevant in situations in which the target
cannot be trusted to enforce policies. Delegation policies specify transfer
of access rights and are often relevant for access control systems. Finally,
Ponder supports the grouping and structuring of policies to facilitate man-
agement, as well as the specification of roles and role hierarchies.

The Policy Definition Language [64] (not to be confused with PDL de-
scribed above) precedes Ponder, and has a very similar syntax. Rules are
specified as obligations or authorizations, and define constraints on actions
performed by a subject on a target. As for Ponder, rules are event triggered
and may be specified with a condition. Additionally, there is support for
specifying domains of subjects and targets.

Rei [61] is a policy framework aimed at supporting the specification
and analysis of policies in pervasive computing environments. The policy
specification language is based on deontic concepts, and includes constructs
for rights, prohibitions, obligations and dispensations (deferred obligations).
Additionally, there are constructs for specifying meta policies that are in-
voked to resolve occurrences of policy conflicts. Policy rules apply to subjects
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that can be specified as individuals, roles or groups, or combinations of the
three.

LaSCO [44] is a graphical approach to the specification of security con-
straints on objects, where the constraints restrict access to system resources.
In this framework, a policy consists of two parts, namely a domain and a
requirement. The domain is a specification of assumptions about the sys-
tem, whereas the requirement is a specification of what is allowed assuming
the domain is satisfied. The system is represented by a set of objects that
interact through events, and the policy puts constraints on these events.

Syntactically, objects are represented by nodes and events relating ob-
jects are represented by directed edges. Both the entities whose access are
constrained and the entities representing the resources are represented as
objects. A user object can, for example, be related to a file object with a
read event. The objects and events together form the domain specification.
The requirement is specified as an annotation on the edge and is a predicate
that must evaluate to true for the event to be allowed. Such a predicate
may, for example, be that the security classification of the user must be
equal to or higher than the security classification of the file. The graphical
representation of policies is limited to nodes for specifying objects and edges
for specifying events that relate objects, and the notation relies heavily on
textual annotations. The approach is limited to access control since there is
no support for the specification of obligations.

XACML [82] is an OASIS standard for the specification of policies for
information access over the Internet. The language is an XML notation
that specifies authorizations to objects, themselves also represented in XML.
The policy rules in XACML specify the actions a subject can perform on
a resource. A subject can be represented as an identity, a group or a role,
and the resource can be specified at any granularity down to single elements
within the document. XACML also includes a request/response language
for specifying queries to check whether a given action should be allowed,
and to interpret the result. The notations are quite verbose and low level,
and not aimed at human interpretation.

The XACML framework assumes a policy architecture featuring a pol-
icy decision point (PDP), a policy enforcement point (PEP) and a policy
repository. An access request is presented by the subject to the PEP which
is the entity that protects the resource. The PEP formulates the request in
the XACML request language and forwards it to the PDP which compares
it with the XACML policies in the repository. The response, which may
be permit, deny, not applicable or indeterminate, is returned to the PEP
which, based on the response from the PDP, authorizes or denies access.
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4.2.2 Interaction Specifications

The policy specification language proposed in this thesis is based on UML
sequence diagrams [83] and its formalization with STAIRS [41, 95]. UML
sequence diagrams specify interactions between system entities by describ-
ing the exchange of messages between the entities. The sequence diagram
notation is largely based on the ITU recommendation message sequence
charts (MSCs) [47]. In the following we present various approaches to the
specification of interactions and their formalization.

The MSC notation is equipped with operators for sequential, parallel and
alternative composition, as well as operators for specifying loop and optional
interactions. The intuitive interpretation of these constructs is similar to
that of standard UML and STAIRS. There are, however, no constructs for
specifying illegal or prohibited behavior. MSCs are also not supported by
a well-defined notion of refinement. An operational semantics for MSCs is
provided by ITU [46], which is based on work by Mauw and Reniers [77, 78].

In [62], a compositional denotational semantics for MSCs based on the
notion of partial-order multi-sets is proposed. This denotational semantics
complements the standardized operational semantics, and does not aim to
introduce new expressiveness. Refinement is also not addressed.

The variant of MSCs presented in [66] is underpinned by a formal se-
mantics and supported by formal notions of refinement. Whereas the ITU
operational semantics is based on process algebra, the MSC semantics in
[66] is defined in terms of streams. Streams consist of a sequence of system
channel valuations and a sequence of state valuations. A specification is
represented by a set of streams, and the existence of more than one element
in the set indicates nondeterminism. The proposed notions of refinement
include the reduction of possible behavior and component decomposition.

A feature of this variant of MSCs that go beyond that of the ITU rec-
ommendation is a trigger construct that supports the specification of one
scenario causing the occurrence of another scenario, thus facilitating the
capturing of liveness properties. Additionally, the approach in [66] operates
with four different interpretations of MSCs, namely existential, universal,
exact and negated. The existential interpretation means that the behavior
described by the MSC should be possible, in the sense that the behavior
cannot be prohibited in all executions. The universal interpretation means
that the specified behavior must occur in all executions. The exact interpre-
tation is a strengthening of the universal one, and means that all behaviors
that are not explicitly described by the MSC in question are prohibited.
The negated interpretation means that the specified behavior is unwanted
and should not occur.

Live sequence charts (LSCs) [24, 40] are an extension of MSCs that
particularly address the issue of expressing liveness properties. LSCs support
the specification of two types of diagrams, namely existential and universal.
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An existential diagram describes an example scenario that must be satisfied
by at least one system run, whereas a universal diagram describes a scenario
that must be satisfied by all system runs. Universal charts can furthermore
be specified as conditional scenarios by the specification of a prechart that, if
successfully executed by a system run, requires the fulfillment of the scenario
described in the chart body.

The universal/existential distinction is a distinction between mandatory
and provisional behavior, respectively. Such a distinction is also made be-
tween elements of a single LSC by characterizing these as hot or cold, where
a hot element is mandatory and a cold element is provisional. LSCs fur-
thermore have the expressiveness to specify forbidden scenarios by placing a
hot condition that evaluates to false immediately after the relevant scenario.
The condition construct of LSCs and MSCs corresponds to UML 2.1 state
invariants and is a condition that must evaluate to true when a given state is
active. If and when the system fulfills the given scenario, it is then required
to satisfy the false condition, which is impossible.

An operational semantics for LSCs is provided in [40]. The semantics
is tailored for a tool for requirements capturing and the execution of LSCs.
Whereas the semantics of MSCs is that of weak sequencing, which yields a
partial ordering of events, the semantics of LSCs requires the beginning of
sub-diagrams to be synchronization points between lifelines. As a result the
semantics of a loop, for example, is generally not the same as the semantics
of a diagram in which the iterations are written out as a series of interactions.

Modal sequence diagrams (MSDs) [39] are defined as a UML 2.0 pro-
file. The notation is an extension of UML sequence diagrams, and is based
on the universal/existential distinction of LSCs. The main motivation for
the development of the MSD language is the problematic definitions of the
assert and negate constructs of UML sequence diagrams. The authors ob-
serve that the UML 2.0 specification is contradictory in the definition of
these constructs, and also claim that the UML trace semantics of valid and
invalid traces is inadequate for properly supporting an effective use of the
constructs.

The semantics for MSDs is basically the same as for LSCs. The main
difference is that the LSC prechart construct is left out. Instead, a more
general approach is adopted in which cold fragments inside universal dia-
grams serve the purpose of a prechart. A cold fragment is not required to
be satisfied by all runs, but if it is satisfied, it requires the satisfaction of
the subsequent hot fragment. As for LSCs, MSDs are not supported by a
well defined notion of refinement.

Triggered message sequence charts (TMSCs) [101] are an approach in
the family of MSCs the development of which was motivated by the fact
that MSCs do not have the expressiveness to specify conditional scenarios,
i.e. that one interaction (the triggering scenario) requires the execution of
another (the action scenario). The work was also motivated by the observa-
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tion that MSCs are not supported by a formal notion of refinement, and that
MSCs lack structuring mechanisms for properly grouping scenarios together.

The triggering scenarios of TMSCs are similar to the trigger construct of
the MSC variant in [66] and the precharts of LSCs. An important semantic
difference, however, is that whereas the former are synchronized at the be-
ginning of precharts and main charts, TMSCs are based on weak sequencing
in the spirit of the MSC recommendation of ITU.

The semantics of TMSCs is defined in terms of so-called acceptance
trees. Acceptance trees record the traces that are defined by a specification,
and also distinguish between required and optional behavior. Similar to
STAIRS and Deontic STAIRS, TMSCs are supported by a formal notion of
refinement that is transitive and modular.

4.3 Trust Management

Trust management was first addressed as a separate problem in [14], where
it is referred to as the problem of authentication and authorization in dis-
tributed systems. The underlying idea of the approach is that a system does
not need to verify the identity of entities accessing system resources, only
trust them to do so. Rather than authenticating entities, the approach is
based on verification of credentials and the assignment of access rights to
these. Given an access request, the decision of whether access should be
granted or not depends on a policy and a set of credentials. The approach
is implemented in PolicyMaker [15] and further developed in KeyNote [13].

Trust negotiation, see e.g. [114], is an approach to automated trust
establishment between entities that are previously unknown to each other,
and that communicate over an electronic network. In this approach trust
is gradually built through the exchange of credentials and access control
policies. The negotiation begins with an entity A requesting access to a
resource controlled by an entity B. B may then reply by requesting A

to present a particular credential, as specified by B’s access control policy
regarding the resource in question. If the credential is held as sensitive by
A, A will reply by requesting a credential from B. Gradually, trust can be
established by such exchange of credentials and access control policies. In
practice the trust negotiation process is conducted by automated agents and
is transparent to users.

The above approaches to trust management address the preservation of
information security in relation to trust. As the interest in trust management
has evolved and increased the last decade, the scope of trust management has
also widened. Interactions that traditionally have taken place in face-to-face
situations increasingly occur over electronic networks such as the Internet.
This includes commerce, entertainment, social relations, public services, etc.
The approach presented in [85] suggests that what needs to be understood
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in relation to trust is the involved risks, and that trust management is “to
identify the circumstances under which we are prepared to accept risks that
may be exposed by relying on certain entities”. Such a broader scope is also
proposed in [56], where trust management is described as an activity “in
the intersection between sociology, commerce, law and computed science”,
and is “to make assessments and decisions regarding the dependability of
potential transactions involving risk”.

The works presented in [37, 38] take the view that trust management is
“the activity of collecting, codifying, analysing and presenting evidence re-
lating to competence, honesty, security or dependability with the purpose of
making assessments and decisions regarding trust relationships for Internet
applications”. The evidence may be certificates, risk assessments, usage ex-
perience or recommendations. The SULTAN framework presented in these
papers supports the specification and analysis of trust relations, as well as
the evaluation of associated risks. Trust is defined as a quantified belief,
where the quantification can be in a numerical range or classified as e.g.
low, medium and high.

The SULTAN language specifies trust relations as policy rules of the
following form: PolicyName: trust(Tr,Te,As,L) ← Cs; , where PolicyName
is the name which is unique, Tr denotes the trustor, Te the trustee, As the
action set, L the trust level, and Cs the constraints that must be satisfied for
the trust relationship to be established. Notice that L ranges from complete
distrust to complete trust, so the rules may also specify the conditions under
which an entity should not be trusted.

SULTAN also captures positive and negative recommendations in the
following form: PolicyName: recommend(Rr,Re,As,L) ← Cs; , where Rr
is the recommendor, Re is the recommendee, and L is the recommendation
level, i.e. the level of confidence in the recommendation issued by Rr.

Recommendations and trust relations can in the SULTAN framework
be combined such that a recommendation serves as the basis for trust or
vice versa. Using this language a system manager can specify rules and
conditions for trust based decisions. The SULTAN framework also consists
of an analysis tool that can be queried about specifications, for example to
detect inconsistencies. The SULTAN risk service calculates risk levels by
returning the probability of an unwanted incident to occur, along with the
loss of asset value in case of the occurrence. The probabilities and degrees
of loss must be fed into the service, e.g. based on monitoring, studies and
statistics.

Recommendations can be gathered from known peers directly in order
to estimate the trustworthiness of other entities. In [57] this is brought a
step further where recommendations are passed from peer to peer and form
a basis for trust to propagate over networks. The problem addressed is that
of trust transitivity which implies that an entity A may trust an entity C

based on the fact that A already trusts an entity B that in turn trusts
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C. A framework is proposed for modeling and reasoning about transitive
trust in chains and networks, and for identifying the conditions under which
transitive trust may occur.

The approach in [57] uses subjective logic [53] for expressing trust and
computing trust transitivity. Subjective logic is a belief calculus which is
related to probability theory, but where the sum of the possible outcomes not
necessarily add up to 1. When rolling a die there are six possible outcomes,
the probabilities of which add up to 1. Subjective logic models the belief
held by an agent in the truth of a statement by a triple (b, d, u) where b

denotes the belief, d denotes the disbelief and u denotes the uncertainty,
such that b, d, u ∈ [0, 1] and b+ d+u = 1. Subjective logic can then be used
to represent trust as the belief held by the trustor in the trustworthiness of
the trustee with respect to a given transaction.

The work in [54] shows how trust modeling using subjective logic can be
combined with reputation systems to support users in assessing quality of
web-based services. Reputation is global and objective in the sense that all
users will see the same reputation score for a particular agent. Trust, on the
other hand, is local and subjective in the sense that different users generally
have different trust in the same agent. By combining the reputation systems
with trust analysis, the authors claim that we are provided a more powerful
and flexible framework for online trust and reputation management.

A method for belief-based risk analysis supported by the belief calculus of
subjective logic is presented in [55]. Traditional methods for risk analysis,
e.g. [3, 21, 27], follow a pattern of identifying assets, vulnerabilities and
threats, as well as evaluating the levels of risk the assets are exposed to as
a result of the threats and vulnerabilities. The claim in [55] is that such
methods can be more general and flexible by using subjective logic. The
idea is that the opinions gathered regarding threats and vulnerabilities may
include a degree of ignorance, which should be taken into account when
making assessments. The resulting risk assessments will then document the
degree of ignorance or uncertainty regarding the estimations, and thereby
give a more true picture than traditional methods are capable of.

The trust management method presented in [35] uses requirements en-
gineering methods that support the modeling of organizations and actors,
as well as the modeling of trust and trust relationships. The work is mo-
tivated by the observation that existing requirements engineering methods
treat non-functional requirements, such as security and trust, at a computer
system level, i.e. at the level of software, hardware and networks. The
claim is that this level is generally not appropriate for trust management,
which requires an understanding at an organizational level. The method
offers modeling languages for specifying issues such as dependencies, trust
and delegation. A dependency means that one actor depends on another
actor to accomplish a goal, execute a task or deliver a service. Trust is a
relation between two agents, where the trustor trusts the trustee with re-
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spect to the accomplishment of a goal. Delegation means that one actor
delegates to another actor a goal, the permission to execute a task, or access
to a resource. The models and their formalizations allow the analysis of
trust at early phases of requirements engineering with the advantage that
organization oriented requirements with respect to trust and security can
be captured, while ignoring details about the realization of these with, for
example, digital certificates or access control mechanisms. The method is
supported by automatic verification of requirements, and the authors claim
that the model can be enhanced to capture degrees of trust.

The method presented in [35] is further developed in [36] to take into
account two different levels of analysis, namely a social level and an individ-
ual level. The former addresses the structure of organizations, whereas the
latter addresses individual agents. This distinction is important, the author
states, where an organizational role that normally is trusted is played by an
untrusted individual. The approach offers techniques for the modeling and
analysis of the two levels, and the automatic detection of conflicts that may
arise.



Chapter 5

Overview of Invented

Artifacts

In this chapter we give an overview of the artifacts that are proposed in this
thesis. We begin by presenting the overall picture where we explain how
the artifacts are related and how they combine into a larger framework for
policy based management. Subsequently, each of the artifacts is presented
separately in more detail. We also give references to the chapters in Part II
for further details.

5.1 Overall Picture

Policy based management of information systems basically amounts to en-
forcing a set of rules for the purpose of fulfilling some critical requirements
to the systems. The process from the initial requirements capture down to
policy enforcement comprises a variety of activities, however, each of which
should be supported by adequate methods.

We refer collectively to the three first artifacts of this thesis, namely the
policy specification language, the policy adherence relations and the policy
refinement relations, as Deontic STAIRS. Deontic STAIRS is a domain in-
dependent approach to policy based management, with support for policy
capturing, formalization, development and analysis.

During the initial policy capturing, the policy rules are derived from busi-
ness goals, security requirements, trust relations, service level agreements,
etc. This activity typically involves personnel of various backgrounds, and
it is important to ensure communication between the participants and to
establish a common understanding of the requirements. The requirements
must furthermore be correctly communicated to the technical personnel re-
sponsible for developing and implementing the policy.

Deontic STAIRS facilitates this high-level phase of policy capturing by
the support for abstraction. Abstraction involves the perspective or purpose

51
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of the viewer, and different purposes result in different abstractions [94].
During the initial activity of policy capturing, any details about system
entities, architecture and functionality that are irrelevant or unimportant
from the viewpoint of the involved personnel can be ignored.

The representation of policy specifications at various levels of abstraction
is depicted at the left hand side of Fig. 5.1. P1 denotes the initial, most
abstract specification that results from the policy capturing phase.

P1

P2

Pn

S1

S2

Sm

S

P3

Adherence

Policy System

High
level

Low 
level

Abstraction

Figure 5.1: Overview of artifacts

The notion of abstraction also pertain to the relation between specifica-
tions [94]; in order to be able to represent policy specifications from differ-
ent viewpoints and at different levels of detail, it is necessary to precisely
characterize what it means that one policy specification is an abstraction of
another policy specification. This characterization is in Deontic STAIRS for-
mally captured through the notions of policy refinement. Policy refinement
is defined as a binary relation between policy specifications that precisely
captures what it means that one policy specification is more concrete and
low-level than another policy specification. In Fig. 5.1, the policy refinement
relation is represented by the squiggled arrows between the policy specifica-
tions P1 and P2, P2 and P3, etc., down to the most concrete and low-level
policy specification Pn.

The policy refinement relations of Deontic STAIRS not only capture the
notion of abstraction. They also support the process of developing a policy
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specification from the initial and high-level to the final and low-level pol-
icy specification to be implemented. Firstly, the policy refinement relations
support an incremental development process where the policy specification
can be refined under any number of steps. Secondly, the policy refinement
relations support a modular development process where a policy specifica-
tion can be decomposed into several manageable pieces that are developed
separately, possibly by several development teams.

The correct formalization, development and enforcement of policies re-
quire that policy specifications are correctly and unambiguously understood.
It must therefore be precisely described what it means that a system sat-
isfies a policy specification. In Deontic STAIRS this is formalized through
the notion of policy adherence. This is illustrated in Fig. 5.1 by the arrow
from the policy representations on the left hand side to the system repre-
sentations at the right hand side. By S1 through Sm, we denote various
system specifications, whereas S denotes a system that implements these
specifications.

The artifact of the adherence relation is directly related to the artifact of
the policy specification language since it defines how to satisfy specifications
in the language. It is, however, also related to the artifact of policy refine-
ment. Policy refinement means to bring a policy specification to a lower
level of abstraction, thus bringing it closer to implementation and enforce-
ment. A refined specification should fulfill the requirements represented at
the abstract level, which means that the enforcement of the concrete spec-
ification should imply the enforcement of the abstract specification. The
fulfillment of this property is demonstrated by showing that adherence to a
refined policy specification implies adherence to the previous, more abstract
policy specification. With reference to Fig. 5.1, if it is established that the
system S adheres to the concrete policy specification Pn, it follows that S

adheres to all of the more abstract policy specifications up to P1.
Through the adherence relation we also capture the notion of consistency

of policy specifications. Inconsistency of policy specifications arise from
conflicting policy rules, in which case the set of systems that adhere to the
policy specification is empty. The adherence relation therefore facilitates not
only the analysis of the relation between policy specifications and systems,
but also the analysis of policy specifications for detection of inconsistencies.

Deontic STAIRS furthermore allows analysis of the relation between pol-
icy specifications and system specifications by characterizing what it means
that a system specification adheres to a policy specification. Such a charac-
terization is important for situations in which a system is developed and an
existing policy imposes requirements to the system under development. In
Fig. 5.1, this means that for each of the policy specifications Pi to the left
and each of the system specifications Sj to the right, the adherence relation
characterizes what it means that Sj satisfies Pi.

The squiggled arrows from the system specification S1 to the system
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specification S2 and down to the system specification Sm to the right in
Fig. 5.1 illustrate the process of system development under refinement. The
combined view of policy refinement and system refinement allows analysis
of the relation between a policy specification and a system specification at
all phases of the respective development processes. However, for analysis of
the relation between abstract specifications Pi and Sj to be meaningful, the
analysis results must be preserved under refinement. Otherwise the analysis
must be conducted from scratch after each refinement step [76]. In this
thesis we have addressed the issue of preservation of policy adherence under
refinement. By identifying the conditions under which policy adherence is
preserved under refinement of policy specifications and under refinement of
system specifications, analysis can be conducted at abstract phases when
it generally is easier and more efficient. Early analysis is beneficial also
because changes are generally quicker and cheaper to implement during the
early phases of the development process.

Policy refinement is not well addressed in the research on policy-based
management, which means that the problem of preservation of policy adher-
ence under refinement is also scarcely addressed. The problem of integrating
policy requirements with the requirements to system design and functional-
ity, and the preservation of these under the development process is, however,
recognized and well addressed. This is particularly the case for security re-
quirements.

In [76] it is argued that security requirements should be taken into ac-
count during the system development process. The reason is that enforcing
security only at the end of the development process “by preventing certain
behaviors. . .may result in a so useless system that the complete development
effort would be wasted” [76]. A further argument stated in [59] is that “it
would be desirable to consider security aspects already in the design phase,
before a system is actually implemented, since removing security flaws in
the design phase saves cost and time”.

The problem of security preservation under refinement addressed in e.g.
[52, 76] assumes that the security properties to be enforced are given al-
ready at the beginning of the system development process. The challenge
is therefore to ensure that these properties are preserved under refinement.
The capturing and specification of the desired security requirements is in
this case held separate from the system development in which these require-
ments are integrated. In the context of policy-based management this would
correspond to a development case in which the policy is captured and de-
veloped before the system to which the policy applies is developed while
ensuring that the system adheres to the policy.

The approach proposed in [7], on the other hand, is an integration of the
security model with the system model in a combined development process.
The system model specifies the system design and functionality, whereas the
security model specifies the access control policy for the system. A similar
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approach is proposed in [59, 60] for providing support for various security
aspects to be taken into account during the overall system development.

Fig. 5.2 illustrates these two development cases of taking the policy spec-
ification into account during the system development. Development case (a)
shows a separate development process in which the initial, most abstract pol-
icy specification P1 is developed under refinement into the resulting, concrete
policy specification P3. Thereafter, the system is developed from the ini-
tial, abstract system specification S1 down to the resulting, concrete system
specification S3. The solid, straight arrow denotes that S1 adheres to the
final policy specification P3, i.e. P3 →a S1. We show that the refinement
relation of STAIRS is adherence preserving, which means that if P3 →a S1

holds, so do P3 →a S3, which is denoted by the dashed arrow of development
case (a) in Fig. 5.2.
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Figure 5.2: Development cases

In development case (a) the policy specification is fixed under refine-
ment of the system specification. Development case (b) in Fig. 5.2 shows
a combined development process in which both the policy specification and
the system specification may undergo refinement. As for development case
(a), if adherence is established at an abstract level the result of this anal-
ysis effort should be preserved under refinement. This is illustrated with
P1 →a S1 at the abstract level in Fig 5.2 and the dashed arrow relating P3

and S3 denoting preservation of adherence at the refined level. Since policy
refinement generally involves a strengthening of the requirements imposed
by the policy specification, adherence is not preserved in the general case.
The important thing, however, is to preserve the results of the analysis that
was conducted at the abstract level such that the same analysis need not be
conducted again after each refinement step. New requirements imposed by
the policy specification after a step of policy refinement yield a proof obliga-
tion that needs to be solved at the refined level. We show that under a set
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of identified rules for the combined refinement of policy specifications and
system specifications, adherence results that are established at the abstract
level are preserved under refinement.

In summary, the three artifacts of the policy specification language, the
policy adherence relations and the policy refinement relations provide a
framework for the formalization, development and analysis of policies. The
framework is generic in the sense that it is applicable to various domains,
such as the management of security, trust, access control, and services. In
order to demonstrate the applicability of Deontic STAIRS we have in this
thesis addressed trust management as a particular case. As part of this, we
have proposed a method for the development of trust management policies,
which constitutes the fourth artifact of this thesis. The method is sup-
ported by appropriate modeling languages, including Deontic STAIRS. As
such, the method demonstrates the suitability of using our policy specifica-
tion language for the formalization of trust management policies.

5.2 The Policy Specification Language

The Deontic STAIRS language is a defined as an extension of the UML
2.1 sequence diagram notation [83] allowing the specification of conditional
rules in the form of permissions, obligations and prohibitions. With this
extension, we are providing support for the specification and development
of policies in the setting of UML.

Sequence diagrams capture dynamic/behavioral aspects of information
systems, and since policies express constraints on behavior, sequence dia-
grams are a suitable candidate for policy specification. This type of diagram
is also, together with use case diagrams, the most widespread UML nota-
tion for specifying dynamic aspects of systems [30, 111]. Since the policy
specification language is defined as a modest and conservative extension of
the UML, people that are familiar with the UML should be able to use and
understand the notation.

Deontic STAIRS is based on STAIRS [41, 95], which is a formal approach
to system development with UML sequence diagrams, and is underpinned by
a formal semantics. A formal semantics explains the meaning of the policy
specifications in precise, mathematical terms, and also supports formal anal-
ysis. A formal semantics furthermore allows the development of tool support
for the specification, development and analysis of policy specifications.

Deontic STAIRS is not tailored for a specific type of policy, thus allowing
the specification of policies for various domains. A special purpose policy
language may have tailored constructs for its domain, but a general purpose
language is advantageous as it applicable across domains and at various
abstraction levels.
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5.2.1 Examples of Deontic STAIRS Specifications

We begin our presentation of the Deontic STAIRS language by giving an
example of policy rule specifications. Fig. 5.3 shows the specification of the
three rules for access control that we addressed in the setting of standard
UML in Fig. 2.1 of Section 2.2.

A policy rule is specified as a sequence diagram that consists of two parts,
namely the triggering behavior and the rule body. The keyword rule in the
upper left corner indicates the type of diagram and is followed by a chosen
name for the rule. The triggering behavior specifies the conditions under
which the rule applies and is captured with the keyword trigger. The rule
body specifies the behavior that is constrained by the rule and is captured
by one of the keywords permission, obligation or prohibition indicating the
modality of the rule.

The rule permit in Fig. 5.3 specifies that a user U is authorized to ac-
cess services on the application A provided that the user has presented a
valid credential to the application. As indicated by the keyword, this is a
permission rule. The interpretation is that whenever a system for which the
rule applies fulfills the triggering behavior, the permitted behavior must be
offered as a potential choice of behavior while allowing other behavior to be
conducted instead.

The rule prohibit addresses the case in which the user fails to authenticate
to the application. The authentication failure is the behavior that triggers
the rule, and the constraint is, as indicated by the keyword, that the user is
prohibited to access services on the application. The interpretation is that
whenever a system for which the rule applies fulfills the triggering behavior,
the prohibited behavior must not be conducted.

Finally, the rule verify is an obligation rule stating that whenever the
application receives a credential from the user, the application is obliged to
check the validity of the credential. The interpretation is that whenever a
system for which the rule applies fulfills the triggering behavior, the obliged
behavior must be conducted.

Deontic STAIRS is a quite modest extension of the standard UML se-
quence diagram notation; the only new constructs are that of the policy
trigger and the deontic modalities. The extension is, however, significant
for providing the UML sequence diagram notation with the expressiveness
required for policy specification. Firstly, the triggering construct allows the
specification of conditional scenarios, i.e. scenarios that should, may or
should not occur only if a certain condition given as a scenario is fulfilled.
Secondly, whereas standard UML sequence diagrams cannot distinguish be-
tween behavior that must occur and behavior that must be offered as a
potential choice, these two forms of valid behavior is with Deontic STAIRS
precisely captured by the deontic modalities of obligation and permission,
respectively.
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Figure 5.3: Capturing policy rules for access control using Deontic STAIRS
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The extension of the UML sequence diagram notation is conservative in
the sense that to the extent that UML constructs are part of the Deontic
STAIRS language, the constructs are used in accordance with the UML
standard [83]. This is important to ensure that people that are familiar
with the UML should not be prone to use Deontic STAIRS erroneously.

As shown in Fig. 5.3, each diagram in the Deontic STAIRS language
specifies a single policy rule. By definition, a policy is a set of rules, so a
policy specification is in Deontic STAIRS therefore given as a set of dia-
grams. The policy specification P = {permit, deny, verify}, for example, is
the set that consists of the three rules depicted in Fig. 5.3.

5.2.2 Syntax and Semantics

In the following we introduce the textual syntax of the Deontic STAIRS
language that precisely defines the legal expressions in the language. We
furthermore explain the semantics. Since policy rules are specified using se-
quence diagrams we first give the definition of the textual syntax of sequence
diagrams as formalized in the STAIRS approach.

The set of legal expressions is defined using a textual representation of
specifications, where d denotes a sequence diagram. By E we denote the set
of all events, where an event occurs on a lifeline and is either the transmission
of a message or the reception of a message. Formally, the set of syntactically
correct sequence diagrams D is defined as the least set such that

skip ∈ D ∧ E ⊂ D

d ∈ D ⇒ opt d ∈ D

d1, d2 ∈ D ⇒ d1 seq d2 ∈ D ∧ d1 par d2 ∈ D ∧ d1 alt d2 ∈ D

d ∈ D ∧ S ⊆ N ∪ {0,∞} ⇒ loop S d ∈ D

The set of syntactically correct Deontic STAIRS diagrams R is then
defined as the least set such that

d1, d2 ∈ D ⇒ trigger d1 permission d2 ∈ R ∧

trigger d1 obligation d2 ∈ R ∧

trigger d1 prohibition d2 ∈ R

The inductive definition of the sequence diagram syntax shows that se-
quence diagrams are built by combining sub-diagrams using various compo-
sition operators. The base case shows that a single event e ∈ E is a valid
sequence diagrams, as is also the diagram skip, which is a STAIRS exten-
sion of the UML standard for expressing that nothing happens. The opt

operator specifies that the operand is optional, the seq operator specifies
the sequential composition of its operands, and the par operator specifies
the parallel composition of its operands. The alt operator is for specifying
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alternatives, and the loop construct is for specifying several iterations of the
same diagram. Observe that the number of iterations may be underspecified
since S is given as a set rather than a single value.

The basic composition operators are seq, par and alt, since opt and loop

are syntactic sugar. The specification opt d is defined by d alt skip, whereas
loop is defined by alt and seq. The specification loop {1, 2} d, for example,
is shorthand for d alt (d seq d).

Semantically, a sequence diagram is represented by a set of traces, where
a trace is a sequence of event occurrences ordered by time. As mentioned
above, an event occurs on a lifeline, and is either the transmission of an
message (represented by an arrow tail) or the reception of a message (rep-
resented by an arrow head). Events are ordered from top to bottom along
each lifeline, and the transmission of a message is ordered before the corre-
sponding reception of the message.

The event of sending a message m is represented by the pair (!,m),
whereas the event of receiving a message m is represented by the pair (?,m).
The message m is a triple (s, tr, re) that encodes the message content in the
form of a signal s, as well as the transmitter tr and the receiver re. Both tr

and re are lifelines.

As a basic example, consider the sequence diagram d of Fig. 5.4 showing
the transmission of the two messages m and n from lifeline L1 to lifeline L2.
The first event to occur is the transmission of the message m on lifeline L1

which we abbreviate !m. Next, either the reception of the message m occurs
on lifeline L2, abbreviated ?m, or the transmission of the message n occurs
on lifeline L1, abbreviated !n. There are therefore two traces representing the
interaction specified in Fig. 5.4, namely 〈!m, ?m, !n, ?n〉 and 〈!m, !n, ?m, ?n〉.

sd d
L1 L2

m

n

Figure 5.4: Sequence diagram

Formally, the semantics of a sequence diagram d is defined by the func-
tion [[ ]] that yields the set of traces [[d]] representing the behavior specified
by the diagram. For an event e ∈ E and for the diagram skip the semantics
is defined as follows, where 〈〉 denotes the empty trace.

[[e]]
def
= {〈e〉}

[[skip]]
def
= {〈〉}
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These definitions serve as the base cases in the inductive definition of
the semantics of composed diagrams. Since opt and loop are syntactic sugar
it remains to define the semantics with respect to the operators par, seq and
alt. The reader is referred to Chapter 12 for these definitions.

In the semantics of the Deontic STAIRS language we need to capture
the triggering behavior, the constrained behavior and the deontic modality.
The specification of a policy rule is therefore semantically represented by a
triple as defined in the following.

[[trigger d1 permission d2]]
def
= (pe, [[d1]], [[d2]])

[[trigger d1 obligation d2]]
def
= (ob, [[d1]], [[d2]])

[[trigger d1 prohibition d2]]
def
= (pr, [[d1]], [[d2]])

The semantics [[P ]] of a policy specification P , i.e. a set of policy rule
specifications, is defined as the set of the semantic representation of each of
the rules in P , i.e. [[P ]] = {[[r]] | r ∈ P}.

The semantic representation of a policy specification as a set of semantic
representations of policy rule specifications facilitates the reasoning about
policies by consulting individual rules separately. Similarly, when analyzing
the relation between policy specifications, or between a policy specification
and a system for which the policy applies, this can be done by addressing
individual rules. However, the reasoning about all rules of a policy specifi-
cation in combination may not be straightforward. This is unfortunate for
cases in which there is a need to represent and understand the requirements
imposed by all rules simultaneously, for example to check whether one policy
specification is implied by another. We have therefore defined a combined
semantics for policy specifications which is presented in Chapter 14.

The presentation of the policy adherence relations and the policy refine-
ment relations below refers to the semantics presented above. The reader
is referred to Chapter 14 for details about the combined semantics, the cor-
responding definitions of policy adherence and policy refinement, as well as
results of the relations between the two approaches.

5.3 The Policy Adherence Relations

Adherence to a policy means to satisfy or fulfill the policy. In this thesis
we have captured a notion of policy adherence both with respect to systems
and with respect to system specifications. In the former case, the question
is what it means that a running system for which the policy applies satisfies
the policy specification. In the latter case, the question is whether the spec-
ification of a system under development satisfies a given policy specification.
In the following we present each of these adherence relations in turn.
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5.3.1 Relating Policy Specifications to Systems

In order to formalize and reason about the relation between a system and a
policy specification we need to establish a representation of the system. Such
a representation can be the set of traces representing the possible system
executions. A given policy rule applies to a system trace if the triggering
scenario is fulfilled by the trace. In that case, the rule imposes a constraint
on the continuation of the system trace after the point in which the rule is
triggered. Adherence to the policy rule then depends on the continuation
of the system trace, the behavior that is constrained by the rule and the
modality of the rule.

Intuitively, adherence to a permission rule means that after the point
in which the rule is triggered, there must exist a possible continuation that
fulfills the permitted behavior. Adherence to an obligation rule means that
all possible continuations fulfill the obliged behavior, whereas adherence to
a prohibition rule means that none of the possible continuations fulfill the
prohibited behavior.

This can be illustrated by structuring the system traces into a forward
branching tree depicting how the system executions evolve. Assume, for
example, a system with three possible executions represented by the trace
set S = {h1, h2, h3} and that h1 and h2 have a common prefix ha. The
structured representation of S is depicted in Fig. 5.5.

h1 h2 h3

ha

hb hc

Figure 5.5: Structured traces

Recall that semantically, a policy rule is represented by a triple (dm, T,B),
where dm ∈ {pe, ob, pr} denotes the deontic modality, T is the trace set rep-
resenting the triggering behavior and B is the trace set representing the
constrained behavior. The variation over traces in T and B represents the
various way of conducting the respective behaviors. Assuming that the sys-
tem trace h3 ∈ S does not fulfill any of the triggering traces T , the rule
(dm, T,B) does not apply and is trivially adhered to by the system execu-
tion.

In case the prefix ha fulfills a trace in T , the rule (dm, T,B) imposes a
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constraint on the continuations hb and hc. For a permission, at least one of
hb and hc must fulfill a trace in the set B. For an obligation, both hb and hc

must fulfill a trace in B, and for a prohibition, none of these continuations
may fulfill any of the traces in B.

Adherence of a system S to a policy rule r is denoted r →a S. For a for-
mal definition, the reader is referred to Chapter 12. For a policy specification
P , adherence is denoted P →a S and defined ∀r ∈ P : r →a S.

An important feature of the adherence relation is that it takes into ac-
count that a policy specification refers only to the system entities and system
behavior of relevance to the domain of management. The rules in Fig. 5.3,
for example, refer only to issues in relation to authentication and authoriza-
tion. In general, a system for which these rules apply will have entities and
functionality that go beyond what is specified in the rules. The user may, for
example, interact with the application for other purposes than service con-
sumption, the application may interact with other entities, and there may
also be system behavior in which the user and application are not involved.

For a system trace h ∈ S to fulfill a triggering trace t ∈ T , t must be a
sub-trace of h, which is denoted t � h. This means that sequence of events
t must occur in the same order in h, however allowing other events to be
interleaved. We have, for example that 〈a, b, c〉� 〈e, a, b, e, f, c〉, but none of
〈a, b, c〉 � 〈e, a, c, e, f, b〉 and 〈a, b, c〉 � 〈e, b, e, f, g, b〉. The sub-trace relation
� is formally defined in Chapter 12.

As a more specific example, consider again the rules in Fig. 5.3. The
triggering behavior of the rule permit is represented by the singleton set that
consist of the trace 〈!rs, ?rs, !rc, ?rc, !c, ?c, !co, ?co, !ag, ?ag〉. The rule body
is represented by the singleton set consisting of the trace 〈!as, ?as, !ps, ?ps〉.
Assume, now that at some point during a system execution the following
sequence of events occurs.

〈. . . , !rs, !e, ?rs, !rc, ?e, ?rc, !c, ?c, !f, !vc, !g, ?vc, !co, ?co, !ag, ?ag,

?f, !as, ?as, !ps, ?g, ?ps, . . . 〉

It is easily verified that this system trace triggers the rule permit immediately
after the occurrence of the event ?ag, and that the continuation of the trace
fulfills the rule body. Incidentally, the system trace furthermore triggers the
obligation rule verify by the events !c and ?c and fulfills the obliged behavior
in the continuation by the events !vc and ?vc.

The formalization of the notion of policy adherence also yields a notion
of policy consistency or policy conflict. A policy is conflicting if, for example,
one rule specifies a certain behavior as permitted while the same behavior
is prohibited by another rule. In that case no system adheres to the policy
specification, and we say that the policy is inconsistent.

The problem of detecting and resolving policy inconsistencies is impor-
tant in policy based management of distributed systems [74], since policy



64 CHAPTER 5. OVERVIEW OF INVENTED ARTIFACTS

conflicts are likely to occur. Different policy rules may be specified by dif-
ferent managers and enforced in a distributed manner, and multiple policy
rules may apply to the same system entities. With a precise notion of pol-
icy consistency, tools and methods may be developed for the detection and
resolution of conflicts.

5.3.2 Relating Policy Specifications to System Specifications

Adherence of a system specification S to a policy specification P is defined
as a generalization of the adherence relation for systems. The important
difference between the representation of a system and the representation of
a system specification is that a system execution is represented by a trace in
the former case and by a trace set in the latter case. The representation of a
system execution as a trace set in the case of system specifications captures
a notion of underspecification in the sense that each trace is considered as
a valid fulfillment of a particular behavior.

In this thesis we use the STAIRS [41, 95] formalization of UML sequence
diagrams for representing system specifications. An important feature of
STAIRS is that it has the expressiveness to distinguish between underspec-
ification and inherent nondeterminism. Inherent nondeterminism captures
alternative behaviors each of which must be offered as a potential choice. In
the STAIRS syntax the alt operator is used for underspecification, whereas
the xalt operator is introduced for capturing inherent nondeterminism.

As an example, consider the specification of a beverage machine that
should offer both coffee and tea, where coffee can be offered as americano or
espresso. If this is specified by (americano alt espresso) xalt tea, the machine
must always offer the choice between coffee and tea since it is represented by
inherent nondeterminism. A machine that can only serve espresso if coffee
is chosen fulfills the specification since this alternative is represented by
underspecification. The reader is referred to Chapter 13 for further details
and for the formal semantics of the xalt operator.

The STAIRS expressiveness to capture inherent nondeterminism is cru-
cial in relation to permission rules of policy specifications, since permissions
specify choices that must be offered as a potential alternative.

In the following we explain adherence of a STAIRS system specification
to a Deontic STAIRS policy specification by giving an example. The se-
quence diagram application in Fig. 5.6 specifies the interaction between a
user U and an application A. After the user requesting a service and sending
a credential for verification, there are two alternatives. The first alternative
describes the situation in which the credential is invalid and the user access-
ing services is negative. The second alternative describes the situation in
which the credential is valid. In that case, three choices of behavior should
be available. The first one is simply skip, capturing that the user may refrain
from doing anything. The second specifies the user accessing services, and
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Figure 5.6: System specification

the third specifies the user updating its user profile on the application.

A full system specification will typically describe other interactions be-
tween the user and the application, and interactions between other system
entities. To keep the example small we have added only one diagram, namely
administrator, which is depicted to the right in Fig. 5.6. This shows the secu-
rity administrator SA updating the configurations of the application A. We
let the complete system specification S be given by application par adminis-
trator, i.e. the parallel composition of the two diagrams. Semantically, this
is represented by the interleaving of the traces from each of the operands.

Consider again the policy specification P given by the three rules in
Fig 5.3. It is easily verified that the first alternative of the diagram ap-
plication triggers the prohibition rule deny. Adherence of the specification
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S to the rule deny then requires that the body of the prohibition rule is
not fulfilled by the alternative in question in the system specification. The
rule body describes the user accessing services, which is specified as nega-
tive using the neg operator on the relevant part of the system specification.
The system specification therefore adheres to the prohibition rule, which is
denoted deny →a S.

In the same way, the second alternative of the system specification trig-
gers the permission rule permit. Adherence requires that after the message
access granted in the system specification, the body of the permission rule
must be given as a potential alternative. This is indeed the case by the
second operand of the xalt operator that follows the message in question.
System adherence to the permission rule is denoted permit →a S.

Finally, the system specification S adheres to the obligation rule verify
since the triggering message credential is followed by the obliged message
verify credential. This is denoted verify →a S.

Since the system specification S adheres to each of the rules, S adheres
to the policy specification P , which is denoted P →a S. For more details
and the formal definition of adherence of system specifications to policy
specifications, the reader is referred to Chapter 13. In Chapter 14 we show
that the adherence relation that is formalized on the basis of the combined
semantics of policy rules is equivalent to the adherence relation described in
this subsection.

5.4 The Policy Refinement Relations

Refinement of a policy specification means to strengthen the specification,
taking into account more details about the system for which the policy
applies, making the specification more concrete, and bringing it closer to
implementation and enforcement. The formalization of policy refinement as
a relation between policy specifications precisely defines what it means that
one policy specification is a correct refinement of another.

A policy specification is refined by refining individual rules in the speci-
fication or by adding rules to the specification. An individual rule is refined
by weakening the trigger or strengthening the rule body. Weakening the
trigger means to increase the set of traces that trigger the rule, thus mak-
ing the rule applicable under a wider set of circumstances. For permissions
and obligations, the rule body is strengthened by reducing the set of traces
representing the behavior, thus reducing underspecification. Since prohibi-
tions specify illegal behavior, the body of these rules are strengthened by
increasing the set of traces representing the rule body.

Refinement of policy rules by weakening the trigger or strengthening the
rule body is related to refinement in the context of assumption/guarantee
specifications [18] in which the assumption specifies properties of the envi-
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ronment in which a component is supposed to execute, and the guarantee
specifies requirements to the component that must be fulfilled whenever
the component is executed in an environment that satisfies the assumption.
An assumption/guarantee specification can be refined by weakening the as-
sumption or strengthening the guarantee [18].

In the following we explain policy refinement by giving examples. The
reader is referred to Chapter 12 and Chapter 14 for the formal definitions
and for results on transitivity and modularity of refinement.

Let P1 = {permit, deny, verify} be the initial, most abstract specification,
where each of the three rules are as specified in Fig. 5.3. The permission
rule permit specifies that the user U is permitted to access services from
the application A in case the user has presented a valid credential to the
application. Through refinement we may weaken the trigger and accept also
the presentation of a user id (e.g. a username and password) as sufficient for
getting access to services. This is specified in the rule permit2 in Fig. 5.7.
Semantically, the trace set representing the trigger of permit is a subset of
the trace set representing the trigger of permit2. The latter is therefore a
refinement of the former, which we denote permit� permit2.

Let P2 = {permit2, deny, verify}. Since permit2 is a refinement of permit,
we also have that P2 is a refinement of P1, which we denote P1 � P2. It is
easily verified that for any system S, if S adheres to P2 it also adheres to
the more abstract specification P1.

In this case we have refined P1 by refining a single rule only, but a
policy specification can be refined by refining any number of the rules and
by adding any number of rules.

Next, we further refine the specification P2 by adding the obligation rule
disable of Fig. 5.7. This rule specifies that in case of three consecutive user
login failures, the application must disable the user, log the incident and
alert the user. Notice that the three obliged activities in the rule body are
composed using the par operator for parallel composition. This means that
there are no constraints on the ordering of these activities.

Let, now, P3 = {permit2, deny, verify, disable}. Since the adding of rules
is a valid refinement, we have that P2 � P3. By transitivity we also have
that P1 � P3. Moreover, adherence to P3 implies adherence to both P2 and
P1.

Finally, we illustrate refinement by strengthening the body of the obli-
gation rule disable. By replacing the par construct with the seq construct for
weak sequencing, stronger constraints are placed on the ordering of the three
obliged activities. Semantically, the trace set of the sequential composition
of sequence diagrams is a subset of the trace set of the parallel composition
of the same sequence diagrams. The specification disable2 in which par is
replaced by seq is therefore a valid refinement of the specification disable,
i.e. disable� disable2.

Let P4 = {permit2, deny, verify, disable2}. Since disable � disable2 we
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Figure 5.7: Policy refinement
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have that P3 � P4. By transitivity P4 also refines P2 and P1. As before,
system adherence to P4 implies adherence to all the previous, more abstract
specifications.

Policy specifications can also be refined by decomposing lifelines, referred
to as detailing [41]. At an abstract level several entities can be represented
by one lifeline, thereby ignoring details about internal behavior and about
architecture that are irrelevant for the given level of abstraction. By lifeline
decomposition, such details can be taken into account at later development
phases of lower levels of abstraction. The reader is referred to Chapter 12
for further details and examples.

The notion of policy refinement presented in this section is based on
a notion of refinement of policy rules, and the formalization refers to the
semantics of policy rules presented in Section 5.2.2. In Chapter 14 we define
a combined semantics for policy specifications in which the semantics of
individual rules are composed into one representation. The advantage of the
latter approach is that specifications that characterize the same requirements
to systems are also semantically equivalent. The notion of policy refinement
presented in Chapter 14 is based on the combined semantics, which yields
a more general notion of policy refinement than the one presented in this
section. The motivation for the generalization and the relation between the
two notions of refinement are discussed in detail in Chapter 14.

5.5 The Method for the Development of Trust Man-

agement Policies

The method for the development of trust management policies aims at un-
derstanding and constraining trust-based decisions within systems where
these decisions have direct impact on the risks and opportunities towards
the system. The application of the method should result in a trust policy
that governs the trust-based decisions, thus ensuring the most beneficial
overall level of risk and opportunity.

Such a method requires on the one hand that the notions of trust, risk
and opportunity are precisely defined and that the relations between these
notions are accounted for. On the other hand, such a method requires
adequate techniques for the modeling of the relevant aspects of the systems
under analysis.

The most basic concepts are defined in Chapter 15 where the method is
presented in detail. A more elaborate conceptual analysis and clarification
is given in Chapter 9 which is partially based on previous work [75]. In the
following we define and explain the most central concepts of relevance.

Our notion of trust is based on the definition proposed by Gambetta [34]
and defined as the subjective probability by which an actor (the trustor)
expects that another entity (the trustee) performs a given action on which



70 CHAPTER 5. OVERVIEW OF INVENTED ARTIFACTS

the welfare of the trustor depends. By this definition, trust is a probability
ranging from 0 (complete distrust) to 1 (complete trust). It is subjective,
which means that it is a belief held by the trustor about the trustee. The
welfare of the trustor refers to one or more assets of the trustor that is
affected; in case the trustee performs as expected it may have a positive
effect on the welfare of the trustor, otherwise it may have a negative effect.

The positive and negative outcomes are related to the aspects of op-
portunity and risk, respectively. In a situation of trust there is always a
possibility of deception or betrayal, which means that there is an inevitable
relation between trust and risk [19, 72]. In the same way, trust is always
related to opportunity, which is the dual to risk. In a trust based transac-
tion, the trustor may be willing to accept the risk considering the involved
opportunities.

A risk is defined as the probability of the occurrence of a harmful event
[50], i.e. an event with a negative impact on an asset. The level of risk is
given as a function from the consequence (loss) of the harmful event and
the probability of its occurrence [3]. The dual notion of opportunity is then
defined as the probability of the occurrence of a beneficial event, and the
level of opportunity is given as a function from the consequence (gain) of
the beneficial event and the probability of its occurrence.

As an example, assume a situation in which a person (the trustor) con-
siders to lend the amount of $80 to another (the trustee) with the promise
of being repaid the amount with 50% interest, i.e. with a gain of $40. The
trust level is 0.9, i.e. the trustor believes there is a 0.9 probability that the
trustee will pay the $120, and that there is a 0.1 probability that the $80
will be lost. Using multiplicity as the risk and opportunity function, the
opportunity level is 0.9 · 40 = 36 and the risk level is 0.1 · 80 = 8. Since the
opportunity outweighs the risk, the trustor should accept the transaction.

Importantly, however, trust is only a belief held by the trustor, so the
estimated trust level may be wrong, and therefore also the estimated levels
of risk and opportunity. Trust is important precisely in situations in which
decisions must or should be made, even if there is lack of evidence about
the future behavior of the trustee. In order to precisely assess and evaluate
trust-based decisions, the belief of the trustor and the basis for this belief
must be considered.

We say that trust is well-founded if the trust held by the trustor equals
the trustworthiness of the trustee. By trustworthiness we mean the objective
probability by which the trustee performs a given action on which the welfare
of the trustor depends. It is only in case of well-founded trust that the trustor
can correctly estimate the involved risks and opportunities.

To continue the example, assume the trustworthiness of the trustor is
only 0.65. The actual opportunity level is then 0.65 ·40 = 26, and the actual
risk level is 0.35 · 80 = 28, i.e. the risk is higher than the opportunity.

The method for the capturing and development of policies for trust man-
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Figure 5.8: Modeling trust

agement is divided into three main stages, namely system modeling, trust
analysis and trust policy specification. The system models serve as a ba-
sis for the trust analysis and describe the behavior of system actors, the
decisions they make and the basis for these decisions. In particular, the
modeling describes decisions based on trust as well as the considerations
behind these decisions.

Subjective STAIRS [89] was selected for the purpose of system modeling.
The notation allows us to specify subjective beliefs about scenarios, as well
as actual (objective) scenarios, and also to show how the subjective beliefs
influence the choices made by actors.

Fig. 5.8 shows the modeling of a subjective belief of an entity R. The
keyword ssd in the upper left corner denotes the type of diagram (subjective
sequence diagram), and est is the chosen diagram name. Exactly one of the
lifelines in the diagram is annotated with the keyword subj, indicating the
actor whose beliefs are modeled.

The diagram models the belief held by R of the outcome of lending the
amount a of money to the actor E. The palt (probabilistic alternative)
operator specifies the probabilities of the various outcomes as subjectively
estimated by R. In this case R believes there is a probability p that E will
repay the loan amount a in addition to an interest i, as specified in the first
operand of the palt operator. Furthermore, R believes there is a probability
1− p that E fails to repay, in which case the amount a must be written off.

The outcomes of the scenario that is modeled affect an asset of R, which
is specified as R’s monetary values v. In the first outcome the value v

increases by the interest i, and in the second outcome the value decreases
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Figure 5.9: Formalizing a trust policy

by the loan amount a.

The diagram in Fig. 5.8 specifies the trust held by the trustor R in the
trustee E. The value p is the trust level, and the statement out p means
that the value can be referred to from other diagrams. Specifically, the
subjective diagrams and their trust values are used as input to objective
models describing the actual behavior of the system under analysis. Using
the objective models, the trust based decisions made by entities within the
system are described, as well as the impact of these decisions on the overall
behavior of the system and the risks and opportunities to which the system
is exposed. The reader is referred to Chapter 15 for further details about
the system modeling.

During the analysis stage, the well-foundedness of the trust relations are
evaluated and the involved risks and opportunities are assessed. Potential
alternatives to the current choices of behavior are also evaluated in order
to identify the optimal system behavior. The activities and output of the
analysis stage are described in detail in Chapter 15.

The optimal system behavior is the one that yields a minimized overall
level of risks and a maximized overall level of opportunities. Having identi-
fied the optimal choices of behavior during the second stage of the method,
these choices are formalized as a trust policy during the third and final stage.
The trust policy governs trust-based choices of behavior where the decisive
factor for each rule is the level of trust.

The trust policy is specified using Deontic STAIRS as exemplified in
Fig. 5.9. The trigger specifies the scenario under which the rule applies,
including the relevant levels of trust. The rule r1 states that if the actor
E (the trustee) requests a loan of amount a and the trust level is 0.9 or
higher, the actor R (the trustor) is obliged to lend the money. Notice that
the use of a guard in the trigger, where the expression est.p refers to the
relevant trust levels as specified in a subjective sequence diagram. The
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reason for formalizing such an obligation rule is that the trust analysis stage
concluded that the lending of the amount a under these levels of trust yields
an opportunity level that outweighs the risk level.

The rule r2 states that it is prohibited for R to lend the amount a to E

in case the trust level is lower than 0.8. This is because the risk in this case
is higher that the opportunity.

For the trust levels for which risks and opportunities even out, it may
be left to the trustor to make the decisions. In the example this can be
formalized by permission rules for the trust levels between 0.8 and 0.9 stating
that both lending the amount and refraining from lending the amount are
permitted. The use of such permission rules in trust policies is described
and exemplified in Chapter 15.





Chapter 6

Overview of Papers

The main results of the work presented in this thesis are documented in the
papers in Part II. In the following we give an overview of these research
papers, describing the topics of each paper and indicating how much of the
results are credited the author of this thesis.

6.1 Paper 1: Why Trust is not Proportional to

Risk

Authors: Bjørnar Solhaug, Dag Elgesem and Ketil Stølen.

Publication status: Published as [105].

Contribution: Bjørnar Solhaug was the main author, responsible for about
90% of the work.

Main topics: The paper gives a conceptual analysis of the notion of trust
and clarifies its relation to the notions of risk and opportunity. The
paper discusses notions of trust as presented within the disciplines of
economics and sociology and relates these notions to the domain of
trust management.

6.2 Paper 2: Specifying Policies Using UML Se-

quence Diagrams – An Evaluation Based on a

Case Study

Authors: Bjørnar Solhaug, Dag Elgesem and Ketil Stølen.

Publication status: Technical report A1230, SINTEF ICT, 2007. The
report presented in this thesis is the full version of the paper published
as [104].
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Contribution: Bjørnar Solhaug was the main author, responsible for about
90% of the work.

Main topics: The paper presents an evaluation of standard UML sequence
diagrams as a notation for policy specification. Policy rules in the form
of conditional permissions, obligations and prohibition were captured
on the basis of a case study. The evaluation of sequence diagrams as
a notion for formalizing these rules focuses on requirements to expres-
siveness and human interpretation.

Note: A few misprints in the published technical report have been corrected
in the version presented in this thesis.

6.3 Paper 3: Specification of Policies Using UML

Sequence Diagrams

Authors: Bjørnar Solhaug and Tor Hjalmar Johannessen.

Publication status: Published as [106].

Contribution: Bjørnar Solhaug was the main author, responsible for about
95% of the work.

Main topics: The paper gives a presentation of policy based management
of access control in the context of remote electronic authentication. A
conceptualization of policy rules is given, and the paper demonstrates
the informal capturing of relevant policy rules that are subsequently
formalized using Deontic STAIRS.

6.4 Paper 4: Compositional Refinement of Poli-

cies in UML – Exemplified for Access Control

Authors: Bjørnar Solhaug and Ketil Stølen.

Publication status: Technical report A11359, SINTEF ICT, 2009. The
report presented in this thesis is the full version of the paper published
as [107].

Contribution: Bjørnar Solhaug was the main author, responsible for about
90% of the work.

Main topics: The paper presents the syntax and semantics of Deontic
STAIRS, the policy specification language developed as a part of this
thesis. The notion of policy adherence is formalized, precisely defin-
ing what it means that a system satisfies a policy specification. A
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notion of policy refinement is formally defined, and the properties of
transitivity and modularity of refinement are proved.

6.5 Paper 5: Adherence Preserving Refinement of

Trace-set Properties in STAIRS: Exemplified

for Information Flow Properties and Policies

Authors: Fredrik Seehusen, Bjørnar Solhaug and Ketil Stølen.

Publication status: Published as [99].

Contribution: The paper was written in close collaboration between the
authors. Bjørnar Solhaug was responsible for about 45% of the work.

Main topics: The paper gives a presentation of the STAIRS approach to
system development with UML sequence diagrams and shows that
trace-set properties are preserved under refinement in STAIRS. Trace
properties are properties that can be falsified on single traces, and
include safety and liveness properties. Trace-set properties are prop-
erties that can only be falsified on sets of traces, and include informa-
tion flow properties and permission rules of policies. It is known that
trace-set properties are not preserved under the standard notion of
refinement. The paper demonstrates the potential of STAIRS in this
respect by relating STAIRS specifications to information flow proper-
ties and policies.

6.6 Paper 6: Preservation of Policy Adherence un-

der Refinement

Authors: Bjørnar Solhaug and Ketil Stølen.

Publication status: Technical report A11358, SINTEF ICT, 2009.

Contribution: Bjørnar Solhaug was the main author, responsible for about
90% of the work.

Main topics: The paper addresses the challenge of integrating the devel-
opment of policies with the development of systems to which the policy
applies. Such an integrated process is beneficial since it allows the re-
quirements imposed by a policy to be taken into account throughout
the development process. Fulfillment of policy requirements may be
established at any stage of the integrated development process, and at
any level of abstraction, by the verification of adherence. The paper
characterizes the conditions under which adherence is preserved under
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the combined development of policies and systems, and presents devel-
opment rules that guarantee adherence preservation under refinement.

6.7 Paper 7: A UML-based Method for the De-

velopment of Policies to Support Trust Man-

agement

Authors: Atle Refsdal, Bjørnar Solhaug and Ketil Stølen.

Publication status: Published as [88].

Contribution: Bjørnar Solhaug was one of two main authors, responsible
for about 45% of the work.

Main topics: The paper presents a method for capturing and formaliz-
ing trust policies the enforcement of which ensures that trust-based
decisions within systems minimizes the overall level of risks and max-
imizes the overall level of opportunities. The method is supported
by modeling languages for describing trust relations and their impact
on the behavior of systems. The models facilitate the evaluation of
well-foundedness of trust and of risks and opportunities. Based on the
evaluation, a trust policy is captured and formalized with an adequate
policy specification language.

Note: The published paper models the triggering scenario of policy rules
as the occurrence of an event. In the version presented in this thesis,
the specification of an event is replaced with the specification of an
interaction. This revision was done in order to align the notation with
final definition of the syntax of the policy specification language as
presented in this thesis, with no loss of or changes in the results. A
few misprints have also been corrected.



Chapter 7

Discussion

In this chapter we discuss and evaluate the contributions of this thesis. In
Section 7.1 we evaluate each of the invented artifacts against the success
criteria formulated in Chapter 2, and in Section 7.2 we discuss related work.

7.1 Fulfillment of the Success Criteria

7.1.1 The Policy Specification Language

1. The language should have the expressiveness to capture the deontic
modalities of permission, obligation and prohibition.

The fulfillment of this requirement is ensured by equipping the pol-
icy specification language with an explicit construct for each of the
deontic modalities. This is shown in the definition of the syntax in
Section 5.2.2 and in the presentation of Deontic STAIRS in Chap-
ter 12.

2. The language should have the expressiveness to capture conditional
scenarios.

This requirement is fulfilled since the trigger construct of the policy
specification language allows the specification of conditional scenarios.
The syntax is defined in Section 5.2.2 and presented in more detail in
Chapter 12.

3. The language should be intuitively understandable to end-users such as
decision makers, clients, developers and other stakeholders, including
personnel with little technical background.

The support for abstraction allows policies to be represented at var-
ious levels of detail, taking into account the viewpoint of particular
stakeholders. As such, abstraction contributes to understandability,
also for personnel with little technical background. The popularity
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of UML sequence diagrams for various uses [30, 111] may also indi-
cate that this type of notation is easy to use for most stakeholders.
A further conjecture is that a graphical notation is more intuitively
understandable than purely textual notations.

A proper evaluation of the requirement to understandability requires
thorough empirical investigations which have not been conducted dur-
ing the work on this thesis. The fulfillment of this success criterion
is, however, substantiated by demonstrating the formalization of high-
level, informal policy specifications in Chapter 11. The chapter de-
scribes a policy development case for access control based on electronic
authentication. The case addressed in Chapter 12 demonstrates the
formalization of access control policies and their development by policy
refinement.

The evaluation of standard UML sequence diagrams for policy speci-
fication presented in Chapter 10 showed that sequence diagrams as a
policy notation may not be easily understandable to end-users. The
identified weaknesses have been mitigated by language constructs of
Deontic STAIRS.

4. The language should allow policy specifications to ignore behavior that
is not relevant for the policy.

This requirement is satisfied by defining the fulfillment of policy sce-
narios in terms of the sub-trace relation. This allows the scenarios rel-
evant for the policy to be specified as abstractions of potential system
scenarios. This is explained in Section 5.3. The details and formaliza-
tions are presented in Chapter 12 and Chapter 14.

5. The language should be a conservative extension of standard UML.

The language constructs of the policy specification language that go
beyond the UML sequence diagram notation are the triggering con-
struct and the deontic modalities as shown in Section 5.2.2 in the
definition of the syntax. To the extent that standard UML constructs
are part of the syntax, they are used in accordance with the UML.
Deontic STAIRS is therefore a modest and conservative extension of
standard UML.

Details about the language and its relation to standard UML are pre-
sented in Chapter 11 through Chapter 13.

6. The language should be underpinned by a semantics that is unam-
biguous, allows formal analysis of policy specifications, and allows the
development of tool support.

The formal semantics of the policy specification language presented in
Chapter 12 through Chapter 14 ensures its unambiguity. As demon-



7.1. FULFILLMENT OF THE SUCCESS CRITERIA 81

strated by the formal proofs in these chapters, the denotational se-
mantics allows formal verification of properties such as transitivity
and modularity of refinement.

The development of tool support for policy specification and analysis
has been outside the scope of this thesis, but a denotational semantics
may nevertheless facilitate this objective. An operational semantics
may, however, be more suitable for tool developers [86]. Such a se-
mantics and tool support has been developed for STAIRS [73], and
we believe that this work, or at least parts of it, can be adapted to
Deontic STAIRS.

7. The semantics should be compositional, meaning that the semantics
of a composed diagram can be determined from the semantics of the
sub-diagrams and the composition operators.

This requirement is fulfilled since, for each composition operator, the
semantics of a composed specification is derived as a function from the
semantics of the sub-specification and the composition operator. This
is explained in Section 5.2.2 and presented in more detail in Chapter 12
through Chapter 14.

7.1.2 The Policy Adherence Relations

8. The notion of policy adherence should be intuitively understandable
to end-users such as decision makers, clients, developers and other
stakeholders, including personnel with little technical background.

A proper evaluation of this criterion requires thorough empirical in-
vestigations which have not been conducted during the work on this
thesis. Experience from presentations of the work to several potential
end-users from various backgrounds, however, indicates that the spec-
ifications of conditional scenarios as permitted, obliged and prohibited
and what it means to satisfy these are intuitively understood.

In a practical setting of policy development, analysis and enforcement,
the end-users should be supported by tools and methods facilitating
the testing and verification of adherence. The use of Deontic STAIRS
should therefore not depend on the end-users understanding the for-
malization of the notion of policy adherence.

9. The adherence relations should capture the properties of the deontic
modalities as axiomatized in Standard Deontic Logic.

The fulfillment of this requirement follows from the definition of ad-
herence and is shown by formal proofs in Chapter 12 of the relation
between the deontic modalities of the policy specification language.
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10. The notion of adherence of a system implementation to a policy spec-
ification should be independent of the system platform.

The fulfillment of this requirement is ensured by defining adherence of
a system to a policy specification by referring only to the traces the
system may potentially produce, not assuming any other knowledge
about the system. This is explained in Section 5.3, whereas the formal-
ization of the adherence relations is presented in Chapter 12 through
Chapter 14.

7.1.3 The Policy Refinement Relations

11. The notions of policy refinement should be intuitively understandable
to end-users such as decision makers, clients, developers and other
stakeholders, including personnel with little technical background.

As for the notion of policy adherence, a thorough empirical investi-
gation of the fulfillment of this criterion has not been conducted and
is left for future work. We believe, however, that the idea of policy
refinement as a process of strengthening the policy specification and
making it more low-level is intuitively understandable. The develop-
ment of policies under the refinement paradigm is demonstrated for
an access control case in Chapter 12.

In a practical setting of stepwise and modular policy development,
the end-users should be supported by pragmatic methods that guide
the development process and ensure correctness of refinement. Tool
support should also be provided for testing and verification of policy
refinement. Policy development using Deontic STAIRS should there-
fore not depend on the end-users understanding the formalization of
the notion of policy refinement.

12. The policy refinement relations should ensure that all requirements
from the abstract policy specification are preserved in the refined policy
specification.

The fulfillment of this requirement is formally proved in Chapter 12
and Chapter 14 by showing that adherence to a refined policy specifi-
cation implies adherence to all more abstract policy specifications.

13. The policy refinement relations should support the stepwise develop-
ment of policy specifications.

Support for stepwise development of policy specifications is ensured
by transitivity of the policy refinement relation. The property of tran-
sitivity is formally proved in Chapter 12 and Chapter 14.

14. The policy refinement relations should support modular development
of policy specifications.
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The fulfillment of this requirement is shown in Chapter 12 by for-
mal proofs of monotonicity of the composition operators with respect
to policy refinement. Monotonicity of a composition operator with
respect to refinement implies that when the operands are refined sepa-
rately, the composition of the result is a valid refinement of the compo-
sition of the abstract operands. Modularity properties for the notion
of policy refinement presented in Chapter 14 are also established.

7.1.4 The Method for the Development of Trust Manage-

ment Policies

15. The method should be applicable and understandable to end-users.

For end-users to be able to easily understand the method, the de-
scription of the method should be refined, and guidelines for how to
operationalize its various tasks should be provided.

The application of the method as presented in this thesis is, however,
demonstrated for a banking case in Chapter 15. The method has fur-
thermore been applied in a real setting for analyzing and evaluating
trust in a validation authority service for digital certificates. The an-
alysts, i.e. the end-users of our method, had some background in risk
analysis. The experiences from the trial are at the time of writing
under evaluation.

16. The method should offer description techniques that are understand-
able to all relevant stakeholders, including end-users, decision makers,
engineers and analysts.

The languages supporting the method are Subjective STAIRS for sys-
tem modeling and Deontic STAIRS for trust policy specification. De-
ontic STAIRS is discussed with respect to this requirement under suc-
cess criterion 3 above.

The method and its specification languages were presented to potential
end-users and stakeholders as part of the evaluation. An evident find-
ing was that even relatively small and simplified models using Subjec-
tive STAIRS were hard to understand without thorough explanations
and guidance. This indicates that other and more intuitive descrip-
tion techniques should be developed for a better support for the system
modeling stage, possibly in combination with Subjective STAIRS.

17. The method should support the modeling of the trust-based decisions
within a system, including the entity that makes the decision (the
trustor), the level of trust held by the trustor, and the basis upon which
the trustor determines this level of trust.
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Subjective STAIRS has the expressiveness to model the potential choices
of system behavior and their probabilities as shown in [89] and in Chap-
ter 15 of this thesis. Furthermore, when system behavior results from
trust-based decisions, this can be explicitly specified along with the
trustor, the trust level and the basis upon which the trustor makes its
estimations. This requirement is therefore fulfilled.

18. The method should support the evaluation of the well-foundedness of
trust.

The trust modeling conducted as part of the method specifies the sub-
jective probability estimates made by actors within the system, i.e. the
trust levels as explained in Chapter 15. The modeling of the system
behavior specifies the actual (objective) probability for scenarios to oc-
cur, and well-foundedness of trust can be evaluated by comparing the
subjective and objective probabilities. This requirement is therefore
fulfilled by the method.

19. The method should support the evaluation of the risks and opportunities
associated with the trust-based decisions.

This criterion is fulfilled since the method involves the identification
of both the beneficial events and the harmful events associated with
trust relations, as well as the probabilities for these events to occur
and their impact on assets in terms of gain and loss, respectively. The
levels of risk and opportunity are derived functionally from these data.

20. The method should support the capturing and formalization of trust
policies.

A trust policy is captured by comparing alternative choices of trust-
based behavior and identifying the choices that are most beneficial
with respect to risks and opportunities. The formalization of the trust
policy is supported by Deontic STAIRS as explained and demonstrated
in Section 5.5 and in Chapter 15. This requirement is therefore ful-
filled.

21. The method should be based on well-defined notions of trust, risk and
opportunity, and the relations between the notions should be precisely
defined.

This requirement is fulfilled by the establishment in Chapter 9 of a
conceptual foundation in which all the relevant notions and the rela-
tions between them are clarified and precisely defined.
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7.2 Related Work

This section discusses work that is related to the work presented in this
thesis. In Section 7.2.1 we address various approaches to system specifi-
cation and development using notation comparable to Deontic STAIRS. In
Section 7.2.2 we address existing approaches to refinement of policy specifi-
cations. The reader is also referred to the related work section of the papers
presented in Part II of the thesis.

7.2.1 Specifications Using Interactions

UML sequence diagrams extends the ITU recommendation message sequence
charts (MSCs) [47], and both MSCs and a family of approaches that have
emerged from them, e.g. [39, 40, 62, 66, 101], could be considered as alter-
natives to notations for policy specification using interactions.

An MSC describes a scenario by showing how components or instances
interact in a system by the exchange of messages. Messages in MSCs are,
as for UML sequence diagrams, ordered by weak sequencing, which yields a
partial ordering of events. Several operators are defined for the composition
of MSCs, such as weak sequencing, parallel composition, and alternative
executions. ITU has also provided a formal operational semantics of MSCs
[46] based on work by Mauw and Reniers [77, 78].

The specification of policy rules as defined in this thesis requires the
expressiveness to distinguish between legal and illegal behavior, and to dis-
tinguish between behavior that must be conducted and behavior that should
be offered as a potential alternative. Illegal behavior can with MSCs be cap-
tured by the specification of a guard that evaluates to false, but there are
no explicit operators for specifying behavior as illegal, such as the UML neg

operator. More importantly, the distinction between obliged and permitted
behavior go beyond the standard MSC language. There is furthermore no
support for the specification of conditional scenarios which means that trig-
gering scenarios cannot be specified. MSCs are also not supported by a well
defined notion of refinement.

In [66], a variant of MSCs is provided a formal semantics and is supported
by a formal notion of refinement. MSCs are interpreted as existential, uni-
versal or negated (illegal) scenarios, which is related to the specification of
permissions, obligations and prohibitions, respectively, in Deontic STAIRS.
There are, however, no explicit constructs in the syntax for distinguishing
between these interpretations. Conditional scenarios with a triggering con-
struct are supported, facilitating the specification of liveness properties, but
the composition of the triggering scenario and the triggered scenario is that
of strong sequencing. This can be unfortunate in the specification of dis-
tributed systems in which entities behave locally and interact with other
entities asynchronously.
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Four different refinement relations for MSCs are defined in [66]. The
first is binding of references which allows a reference to an empty MSC (rep-
resenting complete underspecification) at the abstract level to be replaced
with a reference to a filled in, and thus more specific, MSC at the refined
level. The second is property refinement which removes traces, i.e. refine-
ment by reduction of underspecification. The third is message refinement
which means to substitute an interaction for a single message. The fourth is
structural refinement which means to replace a single instance (lifeline) with
a set of instances. The second and fourth notions of refinement are simi-
lar to the notions of refinement that are proposed in STAIRS and Deontic
STAIRS. In Chapter 13 we show that policy adherence is preserved under
refinement of STAIRS specifications. The corresponding property does not
hold in the work presented in [66], where it is shown that fulfillment of an
MSC under the existential interpretation is not preserved under property
refinement of system specifications.

The expressiveness of live sequence charts (LSCs) [24, 40] to capture
existential, universal and forbidden scenarios can be utilized for specifying
permissions, obligations and prohibitions, respectively. The lack of explicit
constructs for specifying forbidden scenarios is, however, unfortunate with
respect to user friendliness. Conditionality is, moreover, not supported for
existential diagrams, which means that diagrams corresponding to our per-
missions cannot be specified with triggers. LSCs are also not supported by
a precise or formal notion of refinement.

The semantics of LSCs is that of partial ordering of events defined
for MSCs [47]. However, the semantics of LSCs defines the beginning of
precharts and the beginning of main charts as synchronization points, mean-
ing that all lifelines enter the prechart simultaneously and that the main
chart is entered only after all lifelines have completed their respective activ-
ities in the prechart. As for the work on MSCs in [66], this yields a strong
sequencing between the prechart and main chart, which is not in accordance
with the weak sequencing of MSCs and UML sequence diagrams.

The discussion of LSCs with respect to policy specification carries over
to modal sequence diagrams (MSDs) [39]. As for LSCs the notation is based
on the universal/existential distinction, and the semantics is basically the
same.

The triggering scenarios of triggered message sequence charts (TMSCs)
[101] can be utilized for the specification of policy rules. There is, however,
no support for distinguishing between permitted, obligated and prohibited
scenarios; a system specification defines a set of valid traces, and all other
traces are invalid.
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7.2.2 Policy Refinement

Although a variety of languages and frameworks for policy based manage-
ment has been proposed the last decade or so, policy refinement is still in
its initial phase and little work has been done on this issue. After being
introduced in [4] the goal-based approach to policy refinement has emerged
as a possible approach and has also later been further elaborated [6, 92, 93].

In the approach described in [4], system requirements that eventually are
fulfilled by low-level policy enforcement are captured through goal refine-
ment. Initially, the requirements are defined by high-level, abstract policies,
and so called strategies that describe the mechanisms by which the system
can achieve a set of goals are formally derived from a system description
and a description of the goals. Formal representation and reasoning are
supported by the formalization of all specifications in event calculus.

Policy refinement is supported by the refinement of goals, system entities
and strategies, allowing low-level, enforceable policies to be derived from
high-level, abstract ones. Once the eventual strategies are identified, these
are specified as policies the enforcement of which ensures the fulfillment
of the abstract goals. As opposed to our approach, there is no refinement
of policy specifications. Instead, the final polices are specified with Ponder
[23], which does not support the specification of abstract policies that can be
subject to refinement. The goal-based approach to policy refinement hence
focus on refinement of policy requirements rather than policy specifications.

The same observations hold for the goal-based approaches described in
[6, 92, 93], where the difference between [4, 6] and [92, 93] mainly is on
the strategies for how to derive the policies to ensure the achievement of a
given goal. The former two use event calculus and abduction in order to
derive the appropriate strategies, whereas the latter two use automated state
exploration for obtaining the appropriate system executions. All approaches
are, however, based on requirements capturing through goal refinement, and
Ponder is used as the notation for the eventual policy specification.

In [6] a policy analysis and refinement tool supporting the proposed
formal approach is described. In [4], the authors furthermore show that the
formal specifications and results can be presented with UML diagrams to
facilitate usability. The UML is, however, used to specify goals, strategies,
etc., and not the policies per se as in our approach. In our evaluation of
the UML as a notation for specifying policies [104] we found that sequence
diagrams to a large extent have the required expressiveness, but that the
lack of a customized syntax and semantics makes them unsuitable for this
purpose. The same observation is made in attempts to formalize policy
concepts from the reference model for open distributed processes [51] using
the UML [1, 70]. Nevertheless, in this thesis we have demonstrated that with
modest extensions, policy specification and refinement can be supported.





Chapter 8

Conclusion

This chapter concludes Part I of the thesis by summarizing the results and
pointing out directions for future work.

8.1 Summary

The steady growth of the information society throughout the world imposes
new and increased challenges with respect to the management of electronic
networks and services, as well as the management of the related risk and se-
curity issues. Policy based management of information systems has emerged
as an approach to these challenges, in which requirements to systems are
fulfilled through the enforcement of adequate policy rules. An important
feature of policies is that they allow systems to be dynamically changed by
modifying the policy, leaving the underlying implementation of the system
unchanged [102].

This thesis contributes to the domain of policy based management by
proposing a policy specification language with support for policy capturing,
policy abstraction and refinement, and policy analysis. The contribution is
manifested in the three artifacts of a policy specification language, formal
notions of policy adherence, and formal notions of policy refinement.

The policy specification language, called Deontic STAIRS, is defined as a
modest and conservative extension of the UML sequence diagram notation,
and its formalization is based on the STAIRS approach to system devel-
opment using sequence diagrams. The extension of the UML consists of
a triggering construct which allows the specification of conditional scenar-
ios, and constructs for specifying permissions, obligations and prohibitions.
As demonstrated in this thesis, this extension provides the UML with cus-
tomized support for the specification of policies.

The policy specification language proposed in this thesis has been de-
veloped with the aim of supporting human interpretation and communi-
cation. Policies are derived from business goals, service level agreements,

89



90 CHAPTER 8. CONCLUSION

trust relationships, security requirements, etc. During the phases of policy
capturing, formalization and implementation, various stakeholders with var-
ious backgrounds are involved, and measures should be taken to avoid mis-
understandings and miscommunications. An important feature of Deontic
STAIRS for facilitating human interpretation is the support for abstraction.
Abstraction allows details about system functionality and architecture that
are irrelevant from a certain viewpoint to be ignored. The proposed notions
of policy refinement precisely characterize what it means that one specifica-
tion is a correct representation of another specification at a different level
of abstraction.

The policy refinement relations also facilitate the development of policy
specifications by supporting a stepwise and modular development process.
Stepwise development means that a policy specification can be carried from
the initial, abstract and high-level to the final, concrete and low-level under
any number of refinement steps. Modularity means that a policy specifica-
tion can be refined by refining separate parts of the specification individually.
These two features together allow the problem of policy development to be
broken down into small and manageable problems.

A further advantage of abstraction is that it may facilitate efficiency of
analysis and verification, as well as early discovery of design flaws. However,
for analysis to be meaningful at an abstract level, the results must be pre-
served under refinement. Otherwise, the analysis must be conducted again
after each step of refinement. This problem has been addressed in this thesis
by establishing results of preservation of policy adherence under refinement.

The formalization of the notion of policy adherence yields a precise char-
acterization of what it means that a system or a system specification satisfies
a policy specification. This is important since it precisely and unambigu-
ously characterizes the correct enforcement of policy specifications. The
notion of policy adherence also yields a precise notion of policy consistency;
a policy specification is inconsistent if the set of systems that adhere to the
policy specification is empty.

Finally, the policy specification is underpinned by a formal, denotational
semantics. This is important since it defines a precise and unambiguous
meaning of policy specifications, and it also allows the formalization of no-
tions such as policy adherence and policy refinement. The formal semantics
furthermore allows rigorous analysis of policy specifications and verification
of properties of the policy specification language, and it facilitates the de-
velopment of tool support.

The policy specification language proposed in this thesis is generic in
the sense that it is applicable for various domains, such as security, access
control, services and trust. In order to demonstrate the applicability of the
language we have particularly addressed the domain of policy based trust
management. A method for the development of policies to support trust
management has been developed, in which the policy specification language
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is applied in the formalization of trust policies.

8.2 Future Work

This thesis is concerned with the development of languages to support policy
capturing, specification and analysis, as well as facilitating these activities
by proposing notions of abstraction and refinement. An interesting topic for
future work is to address the issue of policy implementation and enforcement.

In [100], a method is presented for the specification of high-level security
policies that can be enforced by run-time monitoring mechanisms. The only
type of policy rules relevant in this approach is prohibition rules, and there
is also no notion of policy trigger. The approach is therefore less general
than Deontic STAIRS, and the rules can be specified using standard UML
sequence diagrams. The method can nevertheless be considered as a starting
point for the development of enforcement mechanisms for Deontic STAIRS
specifications.

Policy conflicts or inconsistencies are inherent to policy based manage-
ment of large distributed systems since rules may be specified by various
managers, policies are implemented and enforced in a distributed manner,
several rules may apply to the same set of entities and behavior, etc. [74].
The notion of policy consistency is precisely captured in this thesis, and
a direction for future work is to investigate and develop methods for con-
flict detection and resolution. Existing approaches to this problem, such as
[31, 74], should be considered.

Semantically the sequence diagrams specifying the trigger and the body
of a policy rules are each represented by a set of traces. In the UML stan-
dard, however, a sequence diagram is explained in terms of a pair of trace
sets, one set of allowed traces and one set of forbidden traces. This bisec-
tion is also formalized in the STAIRS approach, and should be considered
for Deontic STAIRS. This would yield a more precise characterization of the
behavior specified by policy rules.

As an example, assume a permission rule is specified for defining user
access to a given service provided the user is authenticated through a secure
protocol. The specification of the protocol will then serve as the policy trig-
ger. Assume further that there are three different authentication protocols
under consideration, namely a1, a2 and a3. At the initial, abstract level it
may be decided that a1 should be acceptable for authentication. At this
level, no decision has been made regarding a2 and a3. With support for the
bisection of traces into two sets, we can then categorize the protocol a2 as
unacceptable for triggering the permission. Still, no decision has been made
regarding a3, but through refinement a3 can be specified as acceptable or
unacceptable. The protocol a2 should never be redefined as acceptable since
it has been discarded as unacceptable.
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Notice, importantly, that operating with this bisection of traces in the
specification of policy rules does not imply the specification of forbidden
behavior. Specifying an authentication protocol a2 as negative in the trig-
ger of a permission rule, for example, does not mean that this behavior
should never be conducted. It only means that a2 is not acceptable as a
condition for allowing the behavior specified as permitted in this particular
rule. Customized constructs should therefore be introduced in order to avoid
confusion with standard UML in which negative traces are inadmissible.

The refinement of a policy rule is in this thesis defined as reduction of un-
derspecification in terms of trace set inclusion. Enriching the expressiveness
to allow the bisection between the two trace sets opens for richer notions of
refinement as investigated in the context of STAIRS [96]. Such an increased
expressiveness and richer notions of refinement may be useful, but possibly
at the cost of user friendliness and support for human understanding and
communication between stakeholders. This potential clash of interests must
therefore be carefully evaluated.

An important issue of development methods that has been outside the
scope of this thesis is that of complexity. The complexity metrics for model-
ing languages and the methods the languages support presented in [90] can
be used for evaluating the complexity of the framework for policy develop-
ment proposed in this thesis. The authors claim that the metrics can be
used to compare methods, and substantiate that one method is preferred
over another, since “the relative complexity of methods and techniques. . . is
expected to affect the learnability and ease of use of a method” [90]. In ad-
dition to usage, the complexity of methods may affect the development costs
[32]. The complexity of verification or testing of refinement, adherence and
consistency is also an important and interesting direction for future work.

The development of tool support is interesting as tools facilitate policy
specification, development and analysis, thereby increasing the practical ap-
plicability of the approach. A prototype tool has been developed for STAIRS
for generating the semantics of sequence diagrams, checking the correctness
of refinement steps and generating tests [73]. A similar tool should be devel-
oped for supporting specification and development of policy specifications.
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Abstract

Trust is inherently related to risk, but for trust assessment
to be integrated with the management of the risks involved
in trust based cooperation, the exact relation must be well
understood. Existing literature on trust management is nei-
ther clear nor unambiguous on this issue. This paper dis-
cusses notions of trust as presented within the disciplines
of sociology and economics for the purpose of motivating
trust management. A critical survey of state of the art liter-
ature on trust management is provided, where weaknesses
and ambiguities with respect to clarifying the notion of trust
are discussed. An analysis and explanation of the exact re-
lationship between risk and trust is presented, and implica-
tions of the subjectivity of trust relations are accounted for.

1. Introduction

The term trust management was coined in 1996 by Matt
Blaze who refers to it as a systematic approach to manag-
ing security policies, credentials and trust relationships for
the purpose of making security critical decisions regarding
authorization and delegation of access rights [5, 4]. Trust
management has since then been the subject of increased
attention, with the expense of today being a label for a di-
versity of approaches. In a more recent paper, trust manage-
ment is described as an activity in the “intersection between
sociology, commerce, law and computer science” [14].

There is nevertheless a shared ground to the various ap-
proaches, viz. the relation between trust on the one hand
and security and risk on the other. Information security con-
cerns the preservation of confidentiality, integrity and avail-
ability [13]. In short, this means, respectively, to ensure that
unauthorized users cannot access information, that informa-
tion is kept accurate and complete, and that information is
kept accessible to authorized users. A risk can be under-
stood as the probability of the occurrence of an (unwanted)
incident [12] with a negative impact on an asset, i.e. some-

thing of value. The level of risk is given as a function from
the consequence of the incident and the probability of its oc-
currence [2]. A security risk is the probability of an incident
resulting from a security breach.

The diversity of approaches to trust management stems
in part from differences in the context in which trust is man-
aged and in part from differences in how trust management
should be applied. This simply indicates that there are many
different security domains in which trust plays a crucial role
and should be dealt with systematically. The diversity that
stems from different understandings of the very notion of
trust, on the other hand, is of another character.

In a situation of trust there is always the possibility of de-
ception or betrayal. The trusting party has certain expecta-
tions about the future behavior of the trusted party, however
knowing that the trusted party has the freedom to disappoint
the expectations. There is hence an inevitable relation be-
tween trust and risk; without risk it does not make sense to
talk about trust [7, 19]. The exact relation between the two
concepts is not clearly and unambiguously accounted for,
though, and this has led to a more fundamental confusion
about what trust management is all about. There is also the
question about the extent to which trust at all contributes to
the understanding and management of security needs. Risk
management is quite well understood, and it is obvious that
some of the existing approaches to managing trust can be
understood in terms of risk management. In those cases
trust is at best redundant, but may also contribute negatively
by blurring the issues and adding to the confusion.

The objectives of this paper are on a conceptual level and
on trust management foundations. We do not address trust
problems for the IT domain per se, but we believe that the
problems we discuss must be resolved in order to reach a
proper understanding of trust within the IT domain.

We will in this paper first capture a notion of trust that
can be transferred into the trust management domain by
reviewing existing approaches within sociology and eco-
nomics. In Section 3 we provide a critical survey of existing
attempts to relate the notions of trust and risk, and point
out weaknesses in these approaches. Section 4 presents



our own suggestions for clarifying the exact relationship be-
tween trust and risk. In Section 5 we explain the notion of
well-founded trust and discuss issues involved in misplac-
ing trust. Finally, in Section 6, we conclude.

2. Understanding Trust

Trust is understood very differently in the literature on
the subject, which to a large extent is due to the many as-
pects of trust. A psychologist is likely to operate with an
understanding that to some degree differs from the under-
standing of trust promoted by a sociologist. This is not to
say that the one is wrong and the other right, it is more a
question of identifying aspects of trust that are relevant for
the particular domain. So is the case for trust management.

Trust management can be characterized as a special case
of risk management with particular focus on authentication
of and cooperation with actors the identity and/or intentions
of which may be uncertain. The objective is, on the basis of
trust assessments, to make decisions about actual or poten-
tial interactions with these actors.

This characterization of trust management is from the
perspective of the trusting party. From the perspective of
the trusted party, trust management is about increasing or
maintaining, and correctly representing, its own trustwor-
thiness [14]. In this paper, as in most of the literature, we
will focus on the perspective of the trusting party.

The aspects of trust relevant to the trust management do-
main are foremost found within sociology and economics.
Yet, approaches to trust management motivate the relevance
of trust differently, an issue we will return to subsequently.

Our point of departure is works by Gambetta [8] and
Williamson [24]. They both address the question of co-
operation, which is highly relevant for trust management.
Gambetta’s definition of trust is much referred to in the
trust management literature, see e.g. [1, 6, 14, 20], and
his focus is on the motives actors may have for coopera-
tion. Williamson analyzes many of the trust issues raised
by Gambetta and shows that trust within impersonal rela-
tions, i.e. those not associated with relations of family, love,
affection, friendship and the like, is best understood as the
result of calculative reasoning. The results of Williamson
are useful both as a clarification of aspects of the notion of
trust and as a basis for trust management.

2.1. Trust as a Basis for Cooperation

Trust is a relationship between two entities, a trustor and
a trustee where the former places trust in the latter. A par-
ticular relationship is valid in a specific set of contexts. I
may for example trust my doctor to provide the correct di-
agnosis, but not to determine what is wrong with my bro-
ken car. Gambetta states that (emphasis original) “trust (or,

symmetrically, distrust) is a particular level of the subjective
probability with which an agent assesses that another agent
or group of agents will perform a particular action, both be-
fore he can monitor such an action (or independently of his
capacity ever to be able to monitor it) and in a context in
which it affects his own action” [8].

The crucial question for the trustor is whether or not to
engage in a cooperation with the trustee, and this depends
on the extent to which the trustor believes that the trustee
will behave in a certain way. The level of trust is hence de-
termined subjectively based on the evidence available to the
trustor about the intentions of the trustee and the constraints
regulating the trustee’s choices of action.

There is of course an objective probability that the trustee
will perform a particular action. This probability may not be
known to the trustor, but it is in her interest to estimate this
probability as accurately as possible. We shall say that well-
founded trust is one in which the trustor knows the proba-
bility. As we will argue below, this knowledge is required
for an exact risk estimation.

Following Gambetta, trust is a threshold point located on
a probabilistic distribution between 0 and 1, where 0 corre-
sponds to complete distrust and 1 to complete trust. When
the probability is 0.5 the evidence available to the trustor
gives no indication as to what is the intention of the trustee.
Furthermore, “trust is particularly relevant in conditions of
ignorance or uncertainty with respect to unknown or un-
knowable actions of other” [8] (emphasis original).

It seems here like Gambetta makes no distinction be-
tween ignorance and uncertainty. We believe it is a mistake
not to make this distinction, and that it is a mistake of a kind
that has contributed to obscure the relation between the no-
tions of trust and risk. Our point is that there is an important
difference between knowing that the probability for the oc-
currence of an event is 0.5 and being ignorant about it. In
the case of well-founded trust, the trustor knows the risks
and is in a position in which she can calculate the conse-
quences of her choices of action. In the case of ignorance,
she will either be in a situation in which there is lack of evi-
dence and hence a lack of a basis upon which she can make
decisions, or she will do her risk calculation and make deci-
sions based on false information. In the latter case the risks
will obviously be wrongly estimated.

We do follow Gambetta in that trust indeed is an issue
in cases of ignorance; if we had a complete overview of
all possible contingencies and their respective probabilities,
trust would not be an issue. Where we differ from Gambetta
is that he requires the level of trust to be located at the top
or bottom end of the probability distribution for ignorance
to be ruled out, whereas we stress the importance of well-
foundedness.

The more constrained the actions of others, the easier it
is to reach a well-founded estimate of their trustworthiness.



Gambetta puts this by stating that the domain of trust is one
in which “agents have a degree of freedom to disappoint
our expectations” [8]. Should heavy constraints remove this
freedom, there would be no need for trust. We shall use the
term assurance [6, 21] to refer to the various constraints
decreasing the need for and relevance of trust. These may
be laws or legal contracts, coercion, social norms, etc.

Gambetta analyzes trust in the context of decisions about
whether or not to engage in a cooperation, and the level of
trust is the determining factor. Although determining, be-
fore the a decision is made this factor must be related to
the consequence of misplacing trust. Gambetta illustrates
this with an example borrowed from Axelrod [3]: “to walk
about in the trench in sight of the enemy requires an ex-
tremely high degree of trust that the enemy will observe
the implicit truce, and the costs of being wrong may prove
much more serious than those of lying low”. Hence, the
more severe the consequence, the more demand on the value
of the probability.

So far we have mostly addressed the question of decep-
tion in relation to trust. Equally important is the reason or
motivation for someone to trust someone else and cooper-
ate with him, viz. the opportunities that may be opened for.
We will use the term opportunity as the dual to the notion
of incident. Whereas the latter has a negative impact on an
asset, the former has a positive one.

The value of a risk follows functionally from the conse-
quence of the incident and the probability of its occurrence.
The upper part of Fig. 1 shows a class diagram for the no-
tion of risk. The class diagram for the dual to a risk, which
we will refer to as a prospect, is given in the lower part of
the figure. The prospect value is derived as a function from
the positive consequence of an opportunity and the proba-
bility of the occurrence of the opportunity.

RiskConsequence

Probability

IncidentAsset

Risk
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Probability

OpportunityAsset

Prospect
value

Figure 1. Risk and prospect

Gambetta observes that the cost of refraining from en-
gaging in cooperation may be unacceptably high. This is
partly due to the possible loss of opportunities. The deci-
sion making within the context of trust and cooperation is
hence an exercise in calculating risks and prospects and act-
ing on the basis of the derived results.

2.2. Trust as Calculative Reasoning

Williamson’s discussion of trust [24] is from the perspec-
tive of transaction cost economics (TCE). Two important as-
sumptions on which TCE is based are bounded rationality
and opportunism. The former refers to the limited capacity
of people to memorize and calculate; there is no way nei-
ther to grasp all the possible contingencies at once, nor to
determine the consequences of the information we do pos-
sess. Opportunism refers to what Williamson calls “self-
interest seeking with guile” [24]. Not only do actors pur-
sue their own interest, they may do this deceitfully and take
advantage of circumstances that give them a chance to ex-
ploit others. The result of the two assumptions is to “orga-
nize transactions so as to economize on bounded rationality
while simultaneously safeguarding them against the hazards
of opportunism” [24].

With respect to trust, Williamson states that TCE “refers
to contractual safeguards, or their absence, rather than trust,
or its absence” [24]. In our own terms this is to say that the
issue is to decide upon which transactions to do on the ba-
sis of the current assurance, not the basis of our trust in the
other party. The crucial point is that if the relations of inter-
est are of a calculative character, they should be described
in calculative terms. In other words, trust is a diffuse notion
of mixed meanings that should be avoided if possible.

It should be stressed that Williamson is concerned with
impersonal relations of trust and that it is in this context that
trust can be seen as a redundant notion that is better under-
stood in terms of cost/benefit and calculated risk. The sit-
uation in which the affected parties can decide upon which
transactions to make in a calculative manner is one in which
they “(1) are aware of the range of possible outcomes and
their associated probabilities, (2) take cost-effective actions
to mitigate hazards and enhance benefits, (3) proceed with
the transaction only if net gains can be projected, and, (4) if
X can complete the transaction with any of several Ys, the
transaction is assigned to that Y for which the largest net
gain can be projected” [24].

Needless to say, this situation is quite an ideal one as the
first requirement is not easily obtained. Bounded rationality
is, however, one of the assumptions of the analysis, and the
point is to understand decision making with respect to co-
operation as a calculative exercise and in this way show that
the notion of trust as captured by Gambetta [8] is redundant.

We believe that Williamson contributes to the clarifica-
tion of the notion of trust, in particular within the domain of
trust management where the relevant relations generally are
those of an impersonal character and where there is a need
to make calculated assessments and decisions in relation to
risks. Williamson does not, however, address the problem
stressed by Gambetta that trust is particularly relevant in
conditions of ignorance. It is imperative to have a strategy



for how to deal with information shortage, and it is not ob-
vious that the better solution is to do calculative reasoning
on the basis of available information as if this information
was complete.

There is nevertheless an agreement between the two in
that risk is not all there is to trust. There is an aspect of
prospect to it and the challenge is to not miss opportunities
while simultaneously avoiding incidents to occur.

2.3. Managing Trust

The aim of the above subsections was to capture a no-
tion of trust that can be transferred into and handled by the
domains of risk and trust management. The works by Gam-
betta [8] and Williamson [24] motivate and justify the trust
management activity of assessing trustworthiness, calculat-
ing risks and making rational choices on this basis.

An obvious discussion, which is outside the scope of this
paper, is the extent to which the notions of trust as handled
within trust management reflect the aspects of trust as is ex-
pressed more generally within the discipline of sociology.
Some trust models emphasize that the very absence of con-
scious considerations is what characterizes trust and, fur-
thermore, that there is no situation in which an individual
can choose whether to trust or not. Trust does simply not
fit into the rational choice framework, and is something that
cannot be managed in the same way as for example risks are
handled within risk management [11].

The remainder of this paper assumes a notion or an as-
pect of trust that fits into the framework of risk manage-
ment. In the following sections we will elaborate on the
precise relationship between trust and risk.

3. Existing Elucidations

It is not surprising that trust has become a subject within
the domains of risk and security management. It is crucial
to be able to correctly assess trust such that security critical
decisions can be made on a well-founded basis. The exact
relation between risk and trust is less obvious by judging
from the literature on trust management.

Jøsang and Tran [16] emphasize the importance of mak-
ing trust assessments of potential transaction partners for
the purpose of minimizing risks. The basic idea seems to be
that the more trustworthy a potential partner, the less risk
involved in doing transactions with him. By defining a risk
acceptance level, we should be able to determine whether or
not to transact with a potential partner whom we trust to a
specific degree, but neither a framework for such a decision
making is provided, nor an explanation of the exact relation
between trust and risk. It is in particular not obvious, as
we will argue below, that high trustworthiness necessarily
implies low risk.

Grandison and Sloman [9] address trust issues for inter-
net applications, and also they observe that there is a rela-
tion between trust and risk, yet state that “there has been
very little work on using risk management frameworks for
trust management or on the analysis of the exact relation-
ship between risk and trust”. What they do suggest, how-
ever, is that the “level of trust has an approximate inverse
relationship to the degree of risk”. But it is certainly so that
if one party trusts another party to a very high degree, she is
willing to place high values at stake in transactions involv-
ing him. On the other hand, if she barely trusts him at all,
she will place very low values at stake and thus avoiding
risk. This inverse relation is hence not apparent.

In a later paper [10], Grandison and Sloman argue like-
wise by stating that “higher risk implies less trust”. Since
they define risk as “a probability of failure” they may con-
sistently say that there is such an inverse relation between
trust and risk, but defining risk without including the dam-
age of the failure gives a notion of risk that is not very use-
ful. This definition is furthermore somewhat surprising as
they do remark that “risk evaluation may depend on factors
such as value of a transaction”.

Broadly speaking, risk management, see e.g. [2], seeks
to identify risks and to determine whether those risks should
be accepted, reduced or removed. Povey [22] understands
trust management as seeking “to identify the circumstances
under which we are prepared to accept risks that may be ex-
posed by relying on certain entities“. By identifying risk as
the common element of trust management and risk manage-
ment, he claims that we may hold trust as a form of risk ac-
ceptance. The idea is that “you are prepared to accept risks
if you trust the entities that can expose them” [22]. These
claims witness that the understanding of how trust relates to
risk is not clearly accounted for. Firstly, given a risk that is
so severe that it will put a whole enterprise out of business,
how can this risk be accepted even if the one introducing it
is trusted? Secondly, does it make sense at all to say that
someone introducing such extreme risks is trusted?

We will not go into details on diverse further approaches
to this issue, only mention that there is a number of other
influential contributions to the area of trust and trust man-
agement that are unclear about the precise relation between
trust and risk, e.g. [18, 20, 23, 24]. This observation is
not to question of the substance of these contributions, it is
rather an indication of a need for a clarification. Before we
provide our own suggestion, however, we need to mention
the closely related work by Jøsang and Presti [15].

The purpose of their paper is very much the same as the
purpose of this. They observe, as do Grandison and Sloman
[9], that current trust systems and models generally fail to
explicitly capture the relation between trust and risk. Also
they seem to acknowledge the idea that there is an inverse
relationship between the two notions. Despite this miscon-



ception, though, they do provide definite clarifications.
In their analysis they consider transactions with two pos-

sible outcomes, gain or loss. Importantly, they observe that
the probabilities for gain, p, and loss, 1 − p, is not enough
for deciding upon whether or not to transact. The value at
stake must be balanced against both p and the gain factor,
i.e. the number of times the value at stake will be multiplied
in case of a successful transaction. An agent is modeled by
its particular risk attitude which determines for each trans-
action, given by the probability for gain, the gain factor and
the value at stake, whether or not to accept the transaction.
When the outcome of the transaction is determined by the
choices of actions of another agent, the trustee, the ques-
tion is to what extent this agent is trustworthy. By defining
trust level as the subjective probability by which the trustee
will ensure a positive outcome, a potential transaction is de-
scribed by the trust level, the gain factor and the value at
stake. The trustee is then trusted for the transaction in case
the trust level is greater than or equal to the required proba-
bility expressed by the risk attitude.

Within the modeling by Jøsang and Presti, trust is not
the determining factor in the decision making: The fun-
damental basis for making decisions involving risk is the
individual risk attitude. For each potential transaction de-
pending on another party, the question of trust is a question
of whether this party is trusted enough.

A matter that is not accounted for in the paper by Jøsang
and Presti is that trust is a subjective probability estimate.
This fact has implications for the management of trust since
decision making should be on a well-founded basis. Sub-
jective estimation will potentially have a margin of error
introducing difficulties that should be handled.

4. Relating Trust and Risk

We will for the purpose of this paper adapt the formula-
tion by Jøsang et al. [14], which is based on the definition
provided by Gambetta [8], and define trust as follows:

Definition (Trust): Trust (or, symmetrically, distrust) is
the subjective probability by which one party (the trustor)
expects that another party (the trustee) performs a given ac-
tion on which its welfare depends.

The important property of trust as expressed by this def-
inition is the aspect of belief, i.e. trustor’s subjective prob-
ability estimation. We define the level of trust to be the be-
lieved probability, so the trust level may vary from 0 (com-
plete distrust) to 1 (complete trust).

Trustworthiness is a notion referring to the actual proba-
bility by which the trusted party will perform as expected:

Definition (Trustworthiness): Trustworthiness is the
objective probability by which the trustee performs a given
action on which the welfare of the trustor depends.

Well-founded trust is the case in which the trustor knows
the trustworthiness of the trustee. It can be argued that in
this case the trustor does not really trust. The situation can
be compared to flipping a coin: You know that the probabil-
ity for the coin to end up heads is 0.5, you do not trust it to
do so. We may say that in cases of well-founded trust, trust
reduces to calculative risk.

We will focus on the perceived or estimated trustworthi-
ness of a potential cooperation partner as being the basis for
the trustor’s decision as to whether or not to cooperate. Like
Gambetta, we assume that trust is a threshold point located
on the upper part of the probabilistic distribution. This is
illustrated by Fig. 2. The horizontal axis is the subjective
probability, i.e. the level of trust, whereas the vertical axis
is the objective probability, i.e. the level of trustworthiness.
The t on the horizontal axis marks the trust threshold, so
there is trust whenever the subjective probability is greater
than t. The remaining elements of Fig. 2 will be explained
stepwise below.
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Figure 2. Trust levels

Notice, importantly, that we do not assume, as do e.g.
Jøsang and Presti [15] and Marsh and Dibben [20], that
the trust threshold is a cooperation threshold. It may in
many situations be reasonable to avoid a cooperation with a
trusted party as will be explained.

The cases in which the level of trust is less than t divides
into two. In the area around 0.5 on the horizontal axis the
trustee may choose any action as far as the trustor believes.
She neither trusts nor distrusts him. In the lower area she
believes that the trustee will act deceitfully. There is then a
threshold point for distrust, which is marked with a d on the
horizontal axis.

A crucial observation now is that a trust level ≥ t (resp.
≤ d) is not enough for engaging in cooperation (resp. avoid-
ing cooperation). As pointed out by Gambetta, the cost of
deception may vary, and an extremely high cost requires a
very high probability. This is where we need to understand



the exact relation between trust and risk.
Recall that a risk is defined by the probability and the

consequence of an incident. The risk value is given by the
function r : P × C → RV, where P is the set of probability
values [0,1], C is the set of consequence values and RV is
the set of risk values.

In a trust relationship where p is the trust value, the sub-
jective probability for deception is 1 − p. Let us use the
market for rubber as described by Kollock [17] as an exam-
ple. At the time of sale of rubber it is impossible to tell the
quality of the product, and the purchaser must determine the
trustworthiness of the vendor, i.e. the probability that the
vendor will provide quality goods. Assume now that p ≥ t.
Should she buy the rubber? The answer to that depends on
the risk she is willing to take. Assume that the maximum
risk she accepts is of value R and that she is offered to buy
the rubber for the price of c. She will then buy the rubber
if R < r(1 − p, c). Clearly, if p is close to 1, i.e. trust is
very high, the risk is low. But the risk is low also if the
consequence value c closes to 0.

The trust level is hence but one of two factors that must
be present in order to calculate the risk. Generally, the risk
value of such a transaction is given by applying the risk
function: r(1−trust value, stake)

What is generally missing in existing accounts on the
relation between trust and risk, Jøsang and Presti [15] be-
ing an exception, is the consequence part of risk. It is not
enough to consider trust only and then say that trust is risk
acceptance, trust is inverse to risk, or the like. The cru-
cial thing about trust assessment is to decide upon the up-
per value you are willing to invest or put at stake in a par-
ticular transaction or cooperation. More decisive than the
trust threshold is then the threshold for risk acceptance. If
a vendor is selling something that is suspiciously cheap, he
might not be considered very trustworthy. But even if he
is distrusted, he might be able to sell his products since the
purchasers run low risks. The probability of the risk is ex-
tremely high, but the consequence is extremely low.

Fig. 3 illustrates the relationship between risk on the one
hand and trust and stake on the other hand. This is an ex-
ample in which there are three risk values, low, medium and
high, each given as a function from trust and stake values.
We see that in this case, the risk value is low for all trust
values if the stake is close to 0. Likewise, if the stake is suf-
ficiently high, the risk is considered high independently of
the estimated trust value. The risk is generally lower when
the trust value is high, but the risk value cannot be deter-
mined without considering the value at stake.

Suppose, now, that Fig. 3 models the risk attitude of a
given trustor (the stakeholder). Assuming that she accepts
all risks that are low, we can determine her requirements to
the trustworthiness of the trustee. If, for example, the value
at stake in a transaction is s2 she must trust the trustee with
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Figure 3. Risk and trust

a value ≥ t2. Symmetrically, if the trust value is already
determined to be t2, she will do the transactions in which
the stake is ≤ s2.

Assuming that the high risks are unacceptable, she will
avoid all transactions in which the trust value is t1 and the
value at stake is ≥ s1. In the same way, if the stake is s1, all
transactions in which the trust value is ≤ t1 are unaccept-
able.

By these observations, we see there is no need to identify
trust and distrust thresholds. Not only are the notions sim-
ply irrelevant, they are also misleading if they are identified
with cooperation thresholds: Someone that is extremely de-
ceitful may then, by definition, be categorized as trusted,
whereas someone that is extremely honest and truthful may,
symmetrically, be categorized as distrusted.

We must not forget in all this talk about risk that there
is an important positive side to trust, viz. opportunity and
prospect. To place trust in someone is to run a risk, but for
a purpose. To purchase rubber is to do risky business, but it
also gives the opportunity to sell refined products with net
profit. Recall that a prospect is defined by the probability
and the (positive) consequence of an opportunity. A pur-
chaser of rubber must define her risk acceptance level in the
light of the estimated prospects involved.

Our definition of trust given above is what Jøsang et al.
refer to as reliability trust [14]. They point out that this
kind of trust is context independent in the sense that it is a
measure of the perceived reliability of another party, inde-
pendent of situations in which the trustor might choose to
enter into a state of dependency. They observe, as we did
above, that the value of what is at stake, i.e. the possible
damage, must be taken into account in each specific situa-
tion. For each specific situation in a specific context there
need to be present what they refer to as decision trust, viz.
“the extent to which a given party is willing to depend on
something or somebody in a given situation with a feeling



of relative security even though negative consequences are
possible” [14]. Decision trust is supposed to cover elements
such as utility and risk attitude. As an example they say that
a person may distrust an old rope for climbing from the 3rd
floor of a building during a fire exercise (reliability), but
probably trust the rope in a real fire (decision).

As we see it, there is no need for the notion of decision
trust. When the trustworthiness in the sense of our defini-
tion is determined, the rest is risk management. In fact, we
claim that decision trust is more or less the result of risk
management and that what Jøsang et al. is missing to state
here is simply that trust is not always enough as a basis for
the decision to cooperate. This issue is better accounted for
in the paper by Jøsang and Presti [15].

5. Well-Founded Trust

Decision making is an important aspect of trust relation-
ships, but in order to make decisions, the available infor-
mation should be as accurate and complete as possible. In
cases of complete information trust is well-founded, and
this is where the trustor wants to be. In Fig. 2 the diago-
nal, dashed line marks well-foundedness, i.e. situations in
which the subjective probability equals the objective proba-
bility. It is important of course that the trustor knows that
her trust is well-founded. A trust level that is estimated
on the basis of incomplete or false information may by ac-
cident equal the objective probability, but this is not well-
foundedness as the aspect of ignorance is still present.

To the extent that the trustor is ignorant about the dis-
crepancy between the believed and actual probability, there
is an inconclusiveness about or a miscalculation of the in-
volved risk. The subjective aspect of trust is thus undermin-
ing the risk estimation and management.

Fig. 2 illustrates situations in which the probability is
wrongly estimated. In the area below the diagonal there is
misplaced trust to various degrees: The assumed trustwor-
thiness is higher than the actual one. The further the dis-
tance from the diagonal, the greater the misplacement. The
danger of misplacing trust is not that there is a risk to it.
As we have seen, risk is an intrinsic part of trust, also well-
founded trust. The danger of misplacing trust is that there is
more risk present than the trustor believes. Take for exam-
ple the situation marked with a b in Fig. 2. In this case the
trustor trusts the trustee since the subjective probability is
greater than t. The trustworthiness, however, is lower than
t and the chance of deceit is quite high.

The area above the diagonal corresponds to situations in
which the assumed trustworthiness is lower than the actual
one. It is perhaps less dangerous to misplace distrust than
to misplace trust since it does not lead to unknown risks.
Misplacing distrust should, however, be avoided since it can
lead to loss of opportunities. Situation a in Fig. 2 is the case

in which the trustee is distrusted while actually being trust-
worthy with a value greater than t. The trustor might then
unfortunately avoid cooperating with a potentially benefi-
cial cooperation partner.

Our discussion on well-foundedness and discrepan-
cies between subjective and objective probability relates
strongly to Marsh and Dibben’s discussion on the notions
of trust, untrust, distrust and mistrust [20]. In our terminol-
ogy their notion of trust is well-founded belief in that the
trustworthiness is greater than t, whereas distrust is well-
founded belief in that the trustworthiness is less than d. Un-
trust refers to the levels of trust below the threshold point t:
It is not necessarily distrust, it is rather a level of trust where
the trustor is more or less indifferent. We find it suitable to
refer to untrust as the interval between d and t on the hori-
zontal axis, i.e. a trust attitude that is neither very positive
nor very negative. Mistrust is what we have referred to as
misplaced trust. This is the case in which trust is ≥ t while
trustworthiness is < t. Surprisingly Marsh and Dibben do
not introduce the notion dual to mistrust, viz. misplaced
distrust. It is furthermore possible to talk about misuntrust
which is an estimated trust value greater than d and less than
t that is either too high or too low. In cases of misuntrust
the trustor will adopt an indifferent attitude towards a po-
tential transaction partner that in reality is either deceitful
or benign.

We agree with Marsh and Dibben in the importance of
understanding the difference between these various notions
of trust. By judging from the literature on trust management
it is of particular importance to understand the implication
of misplacing trust or distrust with respect to calculating
risks and making decisions. Not only is the literature quite
unclear about the precise relation between trust and risk, it
does also not address the problem of misplacement. If trust
is held to be a subjective notion, a belief, the implications
of this should be dealt with.

This paper contributes both by clarifying the relation be-
tween trust and risk, emphasizing the importance of distin-
guishing between the subjective and objective aspects of
trust relations, and by shedding new light on the notions
introduced by Marsh and Dibben [20].

6. Conclusion

Risk is an intrinsic aspect of trust, but we have seen that
the precise relation between the two notions has not been
well understood in the literature on trust management. In
this paper we have defined trust in terms of the probability
that the trustee will not act deceitfully and then associated
the trust value with the probability element of a risk. The
decision as to whether or not to cooperate with the trustee is
then not primarily determined by the estimated trustworthi-
ness. The decisive element is the level of risk the trustor is



willing to accept as balanced against the prospects involved.
The risk acceptance level is then for each potential transac-
tion compared to both the estimated trustworthiness of the
transaction partner and the value that is at stake. Transac-
tions may hence be carried out even though the trustee is
not very trustworthy.

From these observations, we see that trust is generally
neither proportional nor inverse proportional to risk. Rather,
as higher trustworthiness means lower probability of an in-
cident, trust is inverse to the probability of a risk and pro-
portional to the value the trustee is willing to stake, i.e pro-
portional to the consequence of a risk. The risk can hence
not be determined from the trust value alone.

Risk management involves decision making, and for this
to be possible the risks must be quite accurately estimated.
Luhmann [11] proposes that an important aspect of trust is
that it exceeds information; because of the inherent subjec-
tive aspect of trust there is generally present an inconclu-
siveness about the actual risk level involved within a trust
relation. To avoid this inconclusiveness, trust must be well-
founded. The problem, however, is not only how to achieve
well-foundedness, it is also how to verify well-foundedness.
A possible solution is to reduce the need for trust by re-
placing it with assurance, i.e. an “incentive structure that
encourages benign behavior” [21].

If the ultimate goal of trust management is to en-
able the development of mutually beneficial cooperation
[6], the focus should be on identifying and evaluating
the basis for cooperation. Trust can be such a basis,
however a potentially deceitful one. Ironically, then, for
trust to be manageable it should be replaced with assurance.
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Abstract

This report provides a case study based evaluation of UML sequence
diagrams as a notation for policy specification. Policy rules are defined
on the basis of deontic logic, and we provide these with a trace based
semantics interpreted over Kripke structures. This gives a semantics
along the line of the UML trace semantics for sequence diagrams, which
is utilized in the evaluation. The focus is on requirements with respect
to expressivity, utility and human readability.

1 Introduction

The UML 2.0 [17] is currently the de facto standard for the modeling and
specification of information systems. Policy frameworks, see e.g. [21] for a
survey, are increasingly being adopted as a means of managing such systems
with respect to security, ICT services and networks, business processes, etc.
An obvious issue to investigate is to what extent UML is suitable for the
specification of policies for the management of these systems.

Sloman’s [20] definition of a policy is much referred to and suggests that
policies are rules governing the choices in the behavior of a system. The
system may consist of human or automated actors, or a combination of
the two, in addition to a set of resources, such as information and services.
Moreover, there may be a number of users external to the system whose
access to the system resources should be constrained.

Policy rules can be understood as normative statements about system
behavior, particularly when the actors to which a policy applies are human.
A policy rule may for example state that all employees are obliged to lock
their computers whenever they leave their working station. However, hu-
mans obviously have the choice whether to comply with the rule or not.
Incentive structures may be implemented for the purpose of encouraging
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normative behavior, but these will not necessarily eliminate the potential,
undesired behavior.

The same can be the case for automated actors outside the control of
the system owner or designer. Automated actors within the system, on the
other hand, usually do not have the option of disobeying policies. However,
the normative aspect is still present in the sense that the potential behav-
ior or the functionality of the actors go beyond what is prescribed by the
policy. This is a key feature of policies as they “define choices in behavior
in terms of the conditions under which predefined operations or actions can
be invoked rather than changing the functionality of the actual operations
themselves” [21]. By separating the policy from the system, the behavior
of the system can be governed by modifying the policies only, leaving the
underlying implementation of the system unchanged [20].

Thus, the system itself with all its potential behavior provides one per-
spective, while the policy constraining the behavior of the system provides
another. This report evaluates the suitability of deploying UML 2.0 sequence
diagrams for policy specification.

The next section provides a classification of the type of policy rules we
aim at formalizing in this report, as well as a trace based semantics for each
type of rule. Policy rules are interpreted in terms of traces in compliance
with the explanation of UML sequence diagrams in the standard [17]. We
therefore provide a policy rule semantics along the line of sequence diagram
semantics. Section 3 describes our target of evaluation, i.e. the parts of
UML on which we will focus in the evaluation. In Section 4 we present our
evaluation method. In Section 5 we give a set of success criteria describing
the requirements that should be satisfied by the UML sequence diagrams
as a policy specification language. In Section 6 we use class diagrams to
specify an eLearning scenario for which a policy will be provided. Section 7
and Section 8 suggest how particular policy rules for the eLearning scenario
can be specified using UML sequence diagrams. Based on the case study,
Section 9 discusses the strengths and challenges of applying sequence dia-
grams for this purpose by evaluating whether the given success criteria are
fulfilled. In particular, the semantics of the specifications in Section 7 and
Section 8 are compared to the semantics for the policy rules given in Sec-
tion 2. Finally, in Section 10, we discuss some of the existing approaches
to the specification of policies, specifically some of those using UML, before
concluding in Section 11.

2 Policy Classification

The various existing approaches to classify policies may differ somewhat
both in the definition of a policy and in the classification of types of policy
rules. Differences usually depend on the purpose, scope, target, etc. of the
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policy framework in question. A common feature, however, is that a policy
in some sense constrains the potential behavior of a system; it is a set of
rules that determine choices between alternatives of behavior.

A reasonable way of classifying policies is to operate with the tripar-
tition of policy rules into obligations, permissions and prohibitions, based
on deontic logic [24]. Several of the existing approaches to policy specifica-
tion and classification have language constructs that correspond with these
deontic types [1, 4, 11, 20, 22, 26]. This way of categorizing policy rules
is furthermore proposed in standardization works by ISO/IEC and ITU-T on
open distributed processing [10].

In addition to prescribing constraints on behavior, a policy must express
the conditions under which the various policy rules apply. We shall refer to
these conditions as policy triggers and we distinguish between event triggers
and state triggers. An event triggered policy applies by the occurrence of a
given event, whereas a state triggered policy applies in a given set of states.
A policy trigger may be a combination of the two, i.e. the occurrence of a
specific event in a given set of states. A similar way of classifying policy
triggers is proposed by Sloman [20].

A policy must furthermore specify the actors to which the rules apply,
i.e. the actors the behavior of which is constrained by the policy. These
actors will be referred to as the addressee of the policy.

Given a behavior, a trigger and an addressee, we define the three different
types of policy rules as follows:

Obligation: An obligation states that whenever the policy trigger executes
or applies, the addressee is required to conduct the behavior.

Permission: A permission states that whenever the policy trigger executes
or applies, the addressee is allowed to conduct the behavior.

Prohibition: A prohibition states that whenever the policy trigger executes
or applies, the addressee is forbidden from conducting the behavior.

Figure 1 shows a class diagram describing the elements of a policy and
the relations between them.

2.1 Trace semantics for deontic modalities

We will in the following establish a trace based semantics for deontic modal-
ities. The semantics will later be used as a means to decide whether the UML

sequence diagrams are sufficiently expressive to capture these modalities.
Standard deontic logic (SDL), see e.g. [16], builds upon propositional

logic and provides a semantics in terms of Kripke structures of possible
worlds. A possible world w describes a possible state of affairs, and for
each proposition p in the language, either p holds or the negation ¬p holds,
denoted �w p and �w ¬p, respectively. Assuming a set of possible worlds W
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Figure 1: Policy classification

describing a set of different states of affairs, the binary relation A defines for
each world w ∈ W the set of worlds that is acceptable in w. Awv denotes
that v is an acceptable world in w, and Aw denotes the set of worlds that is
acceptable in w, i.e. Aw = {v : Awv}.

Let OBp denote “it is obligatory that p”. The semantics of this statement
is that if �w OBp, then �v p for all acceptable worlds v ∈ Aw. The semantics
of the statement PEp denoting “it is permitted that p” is that if �w PEp,
then there is at least one acceptable world v ∈ Aw such that �v p. The
semantics of the statement PRp denoting “it is prohibited that p” is that if
�w PRp, then there is no acceptable world v ∈ Aw such that �v p.

We shall not pay attention to the axioms and rules that define the syntax
of SDL in this report, apart from noticing the axiom OBp → PEp which states
that everything that is obliged is also permitted. The validity of this axiom,
i.e. that it holds in every possible world in all Kripke structures for SDL, is
ensured by the requirement that the acceptability relation A on the Kripke
structures is serial. Seriality states that for each possible world w, there is
at least one acceptable world, i.e. Aw �= ∅.

Notice that there is an alternative Kripke semantics for SDL in which
the possible worlds are ordered by degree of ideality with respect to which
the satisfiability of deontic expressions is defined. The semantics presented
above is a special case of such a semantics, namely one in which there are only
two degrees, acceptable and unacceptable. The latter variant is sufficient
for the purposes of this report.

The various deontic modalities can in SDL be expressed in terms of each
other as shown by the definitions PEp ↔ ¬OB¬p and PRp ↔ OB¬p. Figure
2 illustrates the semantics. The squares depict the acceptable worlds and the
propositional statements inside the squares describe what must be satisfied
in these worlds for the deontic statements to be true.

We use the term trace to denote an execution history describing how
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Figure 2: Truth conditions for deontic statements

behavior evolves over time. A possible world is a description of a possible
state of affairs which can be uniquely identified by the complete history
leading up to that state of affairs. That is to say, each world w ∈ W

uniquely corresponds to a specific trace. The relation A between worlds in
the semantics for SDL captures the set of acceptable worlds in a given world
w. Since a policy specifies allowed and obligated behavior, the acceptable
worlds Aw follows w in time. This means that all states of affairs v ∈ Aw

is given by a trace such that the trace describing w is a prefix. We use the
notation t1

�t2 to denote the trace given by the concatenation of the traces
t1 and t2. If t1 is finite, t1

�t2 is the trace where t1 is the prefix and t2 is
the suffix and the length equals the sum of the length of t1 and t2. If t1 is
infinite, t1

�t2 equals t1.
A possible world v ∈ Aw then corresponds to the trace w�t where t is

the trace describing the history evolved from w to v. It should be noticed
that interpreting interactions over Kripke structures like this requires the
structures to be forward branching with no loops.

A policy trigger describes the conditions under which a policy rule ap-
plies. In terms of the SDL semantics, the trigger refers to a set of possible
worlds. Given that we interpret of a possible world as a trace, a policy trig-
ger refers to a property of a trace, and the corresponding policy rule applies
to all traces for which the property holds. If W is a set of possible worlds and
T is a policy trigger specified as a propositional logical expression, WT ⊆ W

denotes the set of possible worlds for which the trigger holds.
By moving from one possible world w to another world v ∈ Aw, some

sort of behavior has been conducted. Since the trace describing w is a prefix
of the trace describing v, the behavior conducted from w to v is given by
the trace for v with the prefix removed.

With this interpretation of possible worlds and the relation between them
in terms of traces, we are provided a Kripke semantics for deontic constraints
that can be used in the evaluation of UML interactions.

A policy rule refers to a certain behavior. Generally, the specification
is to a certain degree abstracted or underspecified, which means that the
behavior can be conducted in various concrete ways. Each of the concrete
specifications is described by a trace of events, so a given behavior corre-
sponds to a set of traces.
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Now, assume a policy rule for the set of worlds W , with a trigger T

and a behavior B, where B is the set of traces each of which represents a
concrete way of conducting the behavior. The trace based SDL semantics
for the various modalities is then given as follows:

Permission: ∀w ∈ WT : ∃v ∈ Aw : ∃b ∈ B : v = w�b

Obligation: ∀w ∈ WT : ∀v ∈ Aw : ∃b ∈ B : v = w�b

Prohibition: ∀w ∈ WT : ∀v ∈ Aw : ¬∃b ∈ B : v = w�b

3 Target of Evaluation

The target of evaluation is UML [17] sequence diagrams. Sequence diagrams
specify interactions, which describe how messages are sent between entities
for the purpose of performing a behavior. We evaluate to what extent they
are suitable as a notation for the specification of policy rules. A central
question is to what extent sequence diagrams are capable of capturing the
various deontic constraints. OCL is in this context used to impose constraints
on the execution of interactions. Since OCL is a constraint language, it is
a natural candidate for expressing aspects of policies, and some existing
approaches have used OCL for this purpose, e.g. [1, 4, 18].

We use class diagrams to describe the static properties of the system
for which policy rules are specified. They are discussed only in relation to
interactions for policy rule specification, and are outside the focal point of
the evaluation.

The UML 2.0 specification [17] provides an informal description of the
trace semantics of interactions. A trace is a sequence of events occurrences
ordered by time describing how entities interact for the purpose of conduct-
ing some system behavior. Interactions define a set of allowed traces and a
set of forbidden traces, expressing desired and undesired behavior, respec-
tively. This semantics is formalized with STAIRS [8, 19] which will serve as
the semantic basis for interactions in our evaluation.

Within the STAIRS framework, interactions characterize traces as pos-
itive, negative or inconclusive. If a trace is positive, the execution of the
trace is valid, legal or desirable. Correspondingly, a negative trace means
that the execution is invalid, illegal or undesirable. A trace is inconclusive if
it is categorized as neither positive nor negative. This means that the trace
is irrelevant for the interaction in question. By specifying policy rules using
sequence diagrams and interpreting them in terms of the STAIRS semantics,
we provide a policy specification that can be compared to the policy rule
semantics given in Section 2 above.

In the following section we describe how the evaluation will be conducted,
and we give a set of criteria that the relevant parts of UML should satisfy in
order to be a suitable notation for policy specification.
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4 Evaluation Method

Our evaluation of sequence diagrams as a language for policy specification
is conducted over the following steps:

1. A carefully selected scenario is used as a case study for policy capturing

2. The success criteria are formulated

3. Sequence diagrams are deployed for specifying policies for the case
study scenario

4. The result of the latter step is evaluated against the success criteria

The case study on which the evaluation is based is the Metacampus
eLearning Enterprise Network described in a TrustCoM deliverable [6]. This
eLearning scenario is well documented and was deployed during the Trust-
CoM project [23] for the purpose of testing and demonstrating the project’s
proposed framework for trust and contract management. As the scenario
concerns real world issues, we are provided realistic management problems
that can be addressed by means of policy frameworks.

The specific policy rules for the eLearning scenario that are described in
this report were captured through a systematic analysis arranged as a series
of workshops involving people of various backgrounds, including security,
law and computer science. The analysis was facilitated by the reuse of both
the documentation of the eLearning scenario and the documentation of risk
issues related to the scenario [15, 25]1.

5 Success Criteria

In Section 7 and Section 8 we try to use UML sequence diagrams to specify
policies of relevance for the selected case. Subsequently this attempt is
evaluated against the following nine success criteria.

C1: Permissions may be expressed by sequence diagrams.

C2: Obligations may be expressed by sequence diagrams.

C3: Prohibitions may be expressed by sequence diagrams.

The sequence diagram notation is not a policy specification language,
and there are no explicit sequence diagram constructs available for specify-
ing the deontic modalities of obligation, permission and prohibition. The
testing of the extent to which sequence diagrams meet criteria C1 through

1The mentioned deliverables [6, 15, 25] are available as downloads on the TrustCoM
homepage [23].
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C3 then amounts to examine to what extent there are language constructs
available that allow specifications, possibly annotated with OCL expressions,
the semantics of which corresponds to the semantics of deontic modalities
as presented in Section 2.

C4: The formalizations under criteria C1 through C3 respect the axioms
and definitions of SDL.

Standard deontic logic [16] is a normal modal logic distinguished by the
axiom OBp → PEp stating that everything that is obliged is also permitted.
The formalization of the deontic modalities in sequence diagrams should
preserve the property expressed by this axiom, as well as the definitions
PEp ↔ ¬OB¬p and PRp ↔ OB¬p.

C5: Sequence diagrams allow the composition of deontic expressions.

A policy is built up by a set of policy rules. If each rule of a policy
is specified as a sequence diagram, it should be possible to compose the
resulting set of diagrams into one specification that represents the policy.

C6: Sequence diagrams allow the specification of both event and state trig-
gers, as well as the combination of the two.

The policy triggers specifies the conditions under which the policy rules
apply. In order to successfully express policies, we must be able to accom-
pany the specification of a deontic statement with the specification of the
relevant trigger.

C7: Policies may be expressed in the spirit of UML

By criterion C7 we mean that the various elements of a policy are nat-
urally and intuitively reflected by notions and constructs of UML sequence
diagrams. Specifically, the elements of the class diagram of Figure 1 should
have their corresponding language constructs within the sequence diagram
notation.

C8: Sequence diagrams allow the specification of policies in a manner suit-
able for engineers developing and maintaining systems that should
adhere to the policies.

This criterion is related to the pragmatics of the language, i.e. who are
supposed to use the language and for which purposes. Maintainers, designers
and other personnel that are responsible for modeling and implementing
policies are facilitated by a language in which the various elements of a policy
rule are easily captured. The specifications should be easily understandable
in that the practitioners can, for each rule, recognize what kind of deontic
constraint is represented, who or what the addressee is, what is the trigger
and what is the behavior.
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C9: Sequence diagrams allow the specification of policies in a manner that
is easy to understand for both decision makers and for the addressees
of a policy.

As the previous criterion, this addresses the pragmatics of policy specifi-
cations. Senior employees, chief executive officers and other decision makers
are typically of non-technical background, and a suitable policy specification
language should make allowance for this. The same is the case when the
addressees of a policy are the employees of an organization or an enterprise.
At a high organizational level, a policy is usually a document in natural
language. A specialized language for policy specification should compared
to natural language structure, arrange and present the relevant pieces of
information in a better way.

The pragmatics is a crucial aspect, since if the language is hard to un-
derstand and does not facilitate policy specification it will be of low value
even though the expressivity and the semantics are as desired.

6 The eLearning Scenario

In this section we use UML class diagrams for the specification of the struc-
ture of and the relationships between the entities involved in an eLearning
scenario.

The case study scenario concerns a small to medium sized enterprise
(SME) network specializing in providing tailored eLearning services to end-
users [6, 15, 25]. An end-user connects to an eLearning portal which will offer
access to a large variety of modularized and personalized learning resources.
For each tailored learning path (tailored package of learning content), a
virtual organization (VO) is established for the provisioning of the eLearning
services.

The actors involved are the end-users, the learning content providers
(LCPs) and the eLearning portal operator (PO). The PO provides the inter-
face towards the end-users and is responsible for the construction of tailored
learning paths that meet the customer needs and requirements. The training
consultant (TC) is a software owned by the PO that identifies learning paths
based on the customer needs and the learning resources made available by
the LCPs. An LCP is typically a university or the like and provides modules
that may serve as parts of learning paths. Each module consists of learning
content in some form, e.g. pdf or video files.

Figure 3 shows the context of the analysis. The AS part describes the
elements that are involved in the establishment of VOs for the purpose of
providing aggregated services (AS) to the end-users.

A given LCP must be accepted as a member of the SME eLearning network
before it can provide its services by participating in the eLearning VOs. The
PO is the party contracting with the LCPs and is as such responsible for
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and in control of which LCPs are to be allowed to enter the network. We
will address the relations between the PO and one particular LCP, referred
to as NoContent. NoContent is assumed to currently being a potential
cooperation partner, and the objective is to specify a policy on the behalf
of the PO regulating future interactions with NoContent.

Both the PO and NoContent are organizations that have a number of
employees, are structured into departments and that have some machines,
i.e. automated software or hardware actors, providing automated services.
A general specification of an organization is given in the class diagram of
Figure 4. Observe that an organization is an actor that has other actors,
possibly sub-organizations, as members.

Actor

Server

Machine

Department

OrganizationEmployee *

*

*

*

1..*

Figure 4: Organization

We will specify a policy held by the PO for the purpose of protecting its

12



core assets. The asset on which we will focus is the TC and its associated
learning content ontology owned by the PO. In order to match an end-
user’s learning needs and requirements with the available learning content
provided by the LCPs, the TC categorizes the learning content according to
the ontology.

The TC and the ontology are crucial both for the establishment and
the ongoing conduct of the eLearning services, and therefore they consti-
tute highly sensitive information that is very valuable to the PO. Protective
measures must be established and maintained to ensure the integrity and
confidentiality of this information, but at the same time the collaborating
LCPs must be provided access so that they can present their services and
resources in a meaningful way. The LCPs must also ensure that the selection
of LCPs in the tailoring of learning paths is executed in a fair manner. Figure
5 shows a class diagram capturing the elements of the PO relevant for the
policies that will be specified in the sequel.

OrganizationMachine Employee

TC PO PO
employee

1..*

Ontology SW
engineer

SW
department

Department

1..*

Server

PO
server

po

dep

eng

Figure 5: The portal operator

The class diagram of Figure 6 shows the relevant elements of NoCon-
tent. The Boolean attribute nda of NoContent employee indicates for each
employee whether he or she has signed a non disclosure agreement with the
PO concerning information on the TC and the ontology.

7 Specifying State Triggered Policies

A state triggered policy rule applies in a given set of states, viz. the trig-
gering states. In this section we suggest how sequence diagrams and OCL

invariants can be utilized to express state triggered policies.
Figure 7 shows in a generic way our approach to specify state triggered

policies. The interaction use refers to the behavior relevant to the policy
rule, and the lifelines show the entities involved in the behavior. The ad-
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Organization

NoContent NoContent 
employee

nda:Boolean

1..*

NoContent 
senior 

employee

Employee

Figure 6: NoContent

dressee is always involved in the behavior in addition to any number of other
entities, here represented by one lifeline for illustrative purposes. An OCL

invariant placed in an attached note imposes constraints on the interaction
in accordance with some policy rule.

The triggering state can be represented as a guard on behavior or as an
invariant in the attached OCL expression. These are Boolean expressions the
truth value of which determines whether the execution of the interaction use
behavior is legal.

Designated as required, allowed or 
prohibited using OCL invariants

sd state trigger

: Addressee

ref behavior

: B

trigger

Figure 7: State triggered policy rule

7.1 State Triggered Permissions

A state triggered permission expresses that in a given set of states, the
addressee is allowed to conduct the given behavior. We will in this subsection
specify permissions that constrain the access to the TC and the ontology.

The first concern is the access to the learning content ontology. The
following informal statement specifies to whom and under what condition the
access is granted: Access to read the ontology is granted to senior NoContent
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employees in a non-disclosure agreement with the PO and to PO employees.
The purpose of this rule is to prevent the ontology from being publicly
known.

The ontology is stored on a server, see Figure 5, and the access to the
ontology will be restricted by restricting the access to this server. Since there
are two different addressees, one of which is granted a conditional access,
we will split the statement into two as shown in Table 1.

Modality Behavior Trigger Addressee

Permission Read from State: All PO employee
PO server

Permission Read from State: Accessor in NoContent
PO server NDA with PO senior employee

Table 1: Permissions

The categorization of the elements of the policy rules is done according
to the policy classification in Section 2. In both these cases, the rules are
state triggered. Since the PO employee access is granted in all states, the
state trigger is in that case equivalent to true.

Figure 8 shows the UML specification. The sequence diagram specifies
the ReadServer interaction which involves the PO server and some anonymous
actor. The attached OCL invariant ensures that the actors are of the type
that are permitted to read from the PO server.

The OCL operation oclIsTypeOf applies to all objects. For any object o,
the expression o.oclIsTypeOf(t) evaluates to true if and only if o is of type t.

sd PermissionReadServer

client: 
Actor

ref ReadServer

server:
PO server

client.oclIsTypeOf(PO employee) or
(client.oclIsTypeOf(NoContent senior employee) and client.nda)

opt

Figure 8: Access to read the ontology

This sequence diagram characterizes the traces produced by the Read-

Server interaction as positive whenever the client is of the required type. By
placing the ReadServer within the combined fragment opt, we ensure that
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the execution of these traces are optional since the trace in which the Read-

Server is skipped is also positive. As defined in Section 2, a permission only
requires that the behavior is allowed, which means that specifying the be-
havior as optional is somewhat stronger than required. In practice, however,
it is usually reasonable to interpret a permission as optional.

In a policy specification, the prohibitions and permissions together char-
acterize the allowed behavior. There are three approaches to capture the
allowed behavior. We need to consider all three separately, since the se-
lection of approach may have implications for how policy rules should be
specified.

Firstly, we may assume that everything is prohibited unless explicitly
specified as permitted. We shall call this approach ’prohibition by default’.
Secondly, we may assume that everything is permitted unless explicitly spec-
ified as prohibited, and refer to this as ’permission by default’. The third
approach is to explicitly specify all behavior as either permitted or prohib-
ited. The selection of which approach to adopt usually depends on the type
of system in question. However, this is an issue we will not pursue in this
report. The problem of detecting and resolving policy conflicts and inconsis-
tencies that may arise by using the third approach is also outside the scope
of this report.

What we need to address is that if the approach is not prohibition by
default, the policy specification must ensure that only the actors explicitly
allowed to access the PO server are granted access. In this case the constraint
is given as an OCL invariant, i.e. a Boolean expression that must evaluate to
true for the interaction to execute. The traces in which the client is not a PO

employee or a NoContent senior employee in NDA are thus negative. This
means that the permission specification we suggest in Figure 8 implicitly is
also a prohibition.

Notice finally that class diagrams that specify the system to which a
policy applies can be used to capture the inheritance of permissions, obliga-
tions and prohibitions: The specialization relation serves as an inheritance
relation by the fact that all instances of a class inherits from all of its parent
classes. This is closely related to role hierarchies that describe aggregation
of access rights within role-based access control (RBAC) [5]. The permission
we have specified in Figure 8 thus as well applies to SW engineer.

The next permission rule concerns the access to do configurations on the
TC software. The functionality of the TC is critical, both in terms of ensuring
that the learning paths suggested to the end-user match the end-users needs
and requirements, as well as to ensure that the selection of LCPs is executed
fairly, i.e. that no LCP is discriminated.

Informally, the permission policy rule is stated as follows: Access to
configure the TC is granted to PO employees that are software engineers. TC

configuration may occur between 10 p.m. and 4 a.m. only. The latter clause
is added to ensure that configurations are not made during office hours. The
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elements of the policy is given in Table 2.

Modality Behavior Trigger Addressee

Permission Configure State: Time between PO employee that
TC 10 p.m. and 4 a.m. is SW engineer

Table 2: Permission

Figure 9 shows the sequence diagram in which this policy rule is ex-
pressed. The state trigger is expressed as a time constraint. Time con-
straints is a part of the notation for sequence diagrams, and an equivalent
to this is not available within OCL. In this case, OCL is used only to capture
the addressee of the policy rule.

sd ConfigureMachinePermission

actor: 
Actor

ref ConfigureMachine

machine:
Machine

t{10pm < t < 4am}

actor.oclIsTypeOf(SW engineer)

opt

Figure 9: Access to configure the TC

By placing the ConfigureMachine interaction within an opt, the trace in
which the actor skips this interaction is positive. The other positive traces
are as intended, viz. those in which ConfigureMachine is executed when actor

is of type SW engineer and the time is within the required interval.
Since the policy rule is expressed by invariants, all traces in which the

invariants evaluate to false are negative. Thus, the permission specification
implicitly is a prohibition as well. It is therefore irrelevant whether the
adopted approach is prohibition by default or not.

7.2 State Triggered Obligations

A state triggered obligation expresses that in a given set of states, the ad-
dressee is required to conduct the given behavior. This subsection suggests
how a state triggered obligation can be specified using sequence diagrams
and OCL.
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Since the functionality of the TC is critical to the PO, a requirement on
software testing is imposed. Informally, the statement is as follows: When
the TC has been configured, the PO software personnel is responsible for
running tests on the TC software. The addressee of this obligation is the SW

department of the PO organization, see Figure 5. Their responsibility is to
assign the task to one or several of their software engineers. Table 3 shows
the structure of this obligation rule.

Modality Behavior Trigger Addressee

Obligation Testing of TC State: TC SW department
configuration finalized

Table 3: Obligation

Essentially, this obligation states that one particular behavior, viz. soft-
ware configuration, requires another behavior to follow, viz. software testing,
i.e. the obligation imposes a relationship between behaviors. We will specify
the given obligation as an OCL invariant, and in order to do so, we assume
the TC has a Boolean attribute configured that evaluates to true when the
configuration is finalized.

Figure 10 suggests how this obligation can be specified. The OCL expres-
sion refers to navigations over associations in the class diagram of Figure
5. Navigations over associations result in collections like sets, bags and se-
quences, and a property of a collection is accessed by using an arrow ’->’
followed by the name of the property. In Figure 10, the exists operation
is used. Given that s is a set, the expression s->exists(Boolean-expression)

evaluates to true if the Boolean expression holds for at least one element of
s.

sd TestMachineObligation

tester:
Actor

machine:
TC

ref TestMachine

if machine.configured
then machine.po.dep.eng->exists(e | e = tester)
else true
endif

assert

Figure 10: Obligation

The OCL invariant is defined according to what Castejón and Bræk [3]
refer to as a role binding policy. It states the conditions under which there
must be at least one software employee that is bound to the role of tester in
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the TestMachine interaction and therefore conducts the required behavior.
Although it is not clear from the UML semantics, we assume that the in-
stantiation of a role or a lifeline implies the participation in the interaction,
i.e. it is not possible to be bound to a role in a sequence diagram without
conducting the specified activities. The same assumption is made in [1]. By
this assumption, all the traces in which a software engineer plays the tester

role when machine.configured evaluates to true are positive.
The negative traces are those in which machine.configured evaluates to

true and there is no software engineer in the tester role. The assert op-
erator furthermore characterizes all traces, except those corresponding to
TestMachine, as negative at this point of the execution.

Notice that the else clause is set to always evaluate to true. In this case
this means that there are no constraints on the TestMachine interaction
when configurations have not been conducted; the traces corresponding to
TestMachine are positive when machine.configured evaluates to true.

7.3 State Triggered Prohibitions

A state triggered prohibition expresses that in a given set of states, it is
forbidden for the addressee to conduct the given behavior. We will in this
subsection address a separation of duty policy rule. Rules for separation
of duty define mutually exclusive sets of permissions and can be defined as
prohibitions.

We have already specified policy rules with respect to the configuration
and testing of the TC. The following requirement attend to the combination
of the two activities: If the TC has been configured, the software shall be
tested by a software engineer who is different from the one that conducted
the configuration. The structure of this statement is shown in Table 4.

Modality Behavior Trigger Addressee

Prohibition Both configure and test TC State: All SW engineer

Table 4: Prohibition

The combination of the two behaviors is expressed in the sequence di-
agram of Figure 11. There are two lifelines representing tester and conf,
where conf is the entity configurating the TC. Both roles are of type Ac-

tor, and there is nothing in the interaction specification that prevents one
Actor instance to play both roles simultaneously. The attached OCL invari-
ant, however, ensures that the instances must be different. The interaction
hence categorizes all traces in which conf and tester are instanced by the
same entity as negative.

Implicitly, this diagram specifies a permission also, since the interactions
are allowed to execute should the OCL expression evaluate to true. It is
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sd ProhibitionConfigureAndTest

conf:
Actor

machine:
TC

ref ConfigureMachine

tester: 
Actor

ref TestMachine

conf <> tester

Figure 11: Prohibition

therefore irrelevant whether the approach is permission by default.
Notice, incidentally, that policy rules for ConfigureMachine and TestMa-

chine are given above. These can be made explicit here by replacing the
references to them in Figure 11 with references to ConfigureMachinePermis-

sion, cf. Figure 9, and TestMachineObligation, cf. Figure 10, respectively.

8 Specifying Event Triggered Policies

An event trigger can be represented as a receive event on the addressee
lifeline. Figure 12 suggests a generic specification of event triggered policies.
The challenge is to find suitable ways of relating the receive trigger event
and the given behavior.

In addition to the addressee, there may be one or several other roles
involved in the interaction. For illustrative purposes, we have in Figure 12
shown one additional lifeline, although there can be arbitrarily many.

sd event trigger

: Addressee

ref

trigger()
Designated as required, allowed or 
prohibited

behavior

: B

Figure 12: Event triggered policy
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8.1 Event Triggered Permissions

Event triggered permissions can be expressed by placing the relevant behav-
ior immediately after the triggering event as illustrated in Figure 13.

sd permission

: Addressee

trigger()

ref behavior

: B

Figure 13: Event triggered permission

The interaction characterizes all traces resulting from the concatenation
of the event trigger and a trace corresponding to the behavior as positive.
This way of specifying permissions is sufficient when the approach is pro-
hibition by default. If the approach is that all behavior is to be explicitly
specified as permitted or prohibited, we need to specify the set of traces
corresponding to the behavior as negative if they do not follow immediately
after the event triggering the permission. This can be done by simply using
the neg operator with the behavior as the operand.

8.2 Event Triggered Obligations

sd obligation

: Addressee

trigger()

assert
ref behavior

: B

Figure 14: Event triggered obligation

Event triggered obligations can be expressed by placing the required be-
havior within an assert fragment. This will specifically designate all other
behavior than the prescribed one as prohibited when the execution reaches
the beginning of the assert construct. This means that the traces corre-
sponding to the concatenation of the triggering event and the traces repre-
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senting the execution of the behavior are positive, while all other traces are
negative. Figure 14 suggests how an obligation can be specified using assert.

As a concrete example of an event triggered obligation, we specify the
obligation expressed in Table 3 as shown in Figure 15. In the section 7.2, this
obligation was specified as state triggered and referred to a Boolean attribute
of the TC. Here we rather assume that the SW department is alerted by the
TC whenever a configuration has been conducted.

sd obligationTest

: SW 
department

configured

ref testMachine

: TC

assert

Figure 15: Event triggered obligation

8.3 Event Triggered Prohibitions

The neg operator is the obvious construct for expressing event triggered
prohibitions, and shown in Figure 16. The semantics for the interaction is
a set of negative traces corresponding to the trigger event followed by the
traces produced by executing the behavior interaction. The only allowed
trace in this case is one consisting of the reception of the trigger event only.

sd prohibition

: Addressee

trigger()

neg
ref behavior

: B

Figure 16: Event triggered prohibition

If behavior is permitted by default it is sufficient to specify prohibitions
alone. If all behavior is to be explicitly categorized as one or the other,
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the behavior must be specified as permitted when the event triggering the
prohibition does not occur.

9 Discussion

In this section we evaluate the results of the previous three sections against
the success criteria provided in Section 5.

9.1 Permissions

The first success criterion states that permissions may be expressed by se-
quence diagrams. Section 7.1 and Section 8.1 show our attempts to spec-
ify state triggered and event triggered permissions, respectively. With the
trigger in place, the specifications are given as sequence diagrams that char-
acterize the traces corresponding to the relevant behavior as positive, as
exemplified in Figure 9 and Figure 13.

The trace based interpretation of a permission over Kripke structures is
that if a behavior is permitted in world w, then ∃v ∈ Aw : ∃b ∈ B : v = w�b,
where B is the set of traces represening the behavior. A sequence diagram
characterizing the set B as positive, as do our permission specifications
suggested above, corresponds to this interpretation.

By characterizing B as positive, none of these traces can consistently be
characterized as negative, so the SDL implication PEp → ¬PRp holds.

Consider, now, the SDL implication PEp → ¬OB¬p. If this does not
hold in our specifications, the trace set B can be characterized as positive
while consistently using assert on the complement of B. The latter, however,
characterizes B as negative, which is inconsistent with the permission. Thus.
the implication holds.

Observe, importantly, that for the state triggered permission we have
suggested, the specifications are stronger than what is required. An OCL

invariant on an interaction must evaluate to true for the interaction to exe-
cute. In cases in which it evaluates to false, the traces corresponding to the
interaction are characterized as negative, which means that a state triggered
permission implicitly also specifies a prohibition. In Figure 9, the traces cor-
responding to ConfigureMachine are negative should actor be of a type other
than as required by the invariant.

In terms of our SDL trace semantics, this means that if a state triggered
permission PEp holds in the set of worlds WT ⊆ W , the implicit prohibition
PRp is triggered in the complementary set of worlds W \ WT .

An invariant is an assertion, and this can in some cases be desirable,
but generally the user should be free to specify permissions independently
of prohibitions and vice versa.
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9.2 Obligations

Criterion C2 states that obligations may be expressed by sequence diagrams.
Our suggestions to specify state and event triggered obligations are given
in Section 7.2 and Section 8.2, respectively. As exemplified in Figure 10
and Figure 15, obligations are captured by applying the assert operator on
the interaction use representing the relevant behavior. This characterizes
the traces corresponding to the behavior as positive, and all other traces as
negative.

The interpretation of obligations over Kripke structures is that if a be-
havior is obligatory in world w, then ∀v ∈ Aw : ∃b ∈ B : v = w�b, where
B is the set of traces representing the behavior. Since the assert operator
ensures that the traces corresponding to the behavior are the only contin-
uations allowed at that point in the execution, our obligation specifications
match the desired semantics.

As the complement of the set of traces representing the behavior is char-
acterized as negative, we see that the SDL implication OBp → PR¬p holds.
Moreover, since these traces are characterized as negative, no element of
this complementary set can consistently be characterized as positive. This
means that OBp → ¬PE¬p also holds. It is furthermore easy to see that the
SDL axiom OBp → PEp holds.

9.3 Prohibitions

The third success criterion states that prohibitions may be expressed by
sequence diagrams. Figure 11 in Section 7.3 suggest how a state triggered
prohibition can be specified by an OCL invariant on a sequence diagram
where the latter expresses the behavior relevant for the prohibition. This
specification characterizes the traces corresponding to the behavior as nega-
tive when the invariant evaluates to false. Figure 16 in Section 7.3 specifies
an event triggered prohibition in which the traces corresponding to the be-
havior are characterized as negative by the neg operator.

The trace based interpretation of a prohibition over Kripke structures
is that if a behavior is prohibited in world w, then ∀v ∈ Aw : ¬∃b ∈ B :
v = w�b, where B is the set of traces representing the behavior. A se-
quence diagram characterizing the set B as negative, as do our prohibition
specifications, corresponds to this interpretation.

Since B is negative, no element of B can consistently be characterized
as positive, so the SDL implication PRp → ¬PEp holds. By characterizing
B as negative, the set of positive traces is a subset of the complement of B.
Thus the implication PRp → OB¬p also holds.

A state triggered prohibition implies a permission in the same way that
a state triggered permission implicitly specifies a prohibition, as observed
in Section 9.1 above: If the OCL invariant evaluates to true, the traces
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corresponding to the behavior are characterized as positive. Interpreted
over Kripke structures, this means that if a state triggered prohibition PRp

holds in the set of worlds WT ⊆ W , the implicit permission PEp is triggered
in the complementary set of worlds W \ WT .

9.4 SDL Axioms and definitions

Criterion C4 states that the formalization under criteria C1 through C3
respects the axioms and definitions of SDL.

In Section 2.1 we emphasized one axiom and two definitions. As argued
in Section 9.2, the axiom schema OBp → PEp is preserved by our policy
notation. The fact that the definitions PEp ↔ ¬OB¬p and PRp ↔ OB¬p

are preserved follows as a corollary to the six other implications proven in
Section 9.1 through Section 9.3.

9.5 Composition of Deontic expressions

Criterion C5 states that sequence diagrams allow the composition of deontic
expressions. The natural candidate for composing policy rules expressed in
sequence diagrams is combined fragments such as par for parallel composi-
tion, seq for sequential composition and alt for interaction alternatives. An
example of sequential composition is given in Figure 11 in Section 7.3. As
explained there, the sequential composition of ConfigureMachinePermission,
cf. Figure 9, and TestMachineObligation, cf. Figure 10, gives a set of traces
where each trace is the sequential composition of one trace from the first
interaction and one trace from the second. The set of composed traces ad-
heres to both of the separate policy rules, and further deontic constraints
can be imposed on the composition as shown in Figure 11.

Composition of policy rules can also be done at the level of OCL expres-
sions by combining to different constraints. Assume that personnel apart
from SW engineers, e.g. SW consultants, were allowed to configure the TC,
cf. Figure 9. This can be specified by extending the OCL expression to
actor.oclIsTypeOf(SW engineer) or actor.oclIsTypeOf(SW consultant).

We have in our case study suggested two ways of composing policy rules.
Ideally we should be able to separately specify policy rules that can be
composed into a policy without much overhead. However, if there are several
policy rules that separately refer to the same behavior and lifelines, care must
be taken. Consider again the permission to configure the TC given in Figure
9. If SW engineer access and SW consultant access were specified separately,
the one characterizes ConfigureMachine as positive when the client is SW

engineer and the other characterizes ConfigureMachine as positive when the
client is SW consultant. The problem is that by using an OCL invariant in
these cases, the first characterizes the second as negative and vice versa. In
the general case, several deontic constraints can hence not consistently be
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specified separately.
For the composition of a set of permissions where each permission is

optional and have the same addressee, the STAIRS xalt operator can be uti-
lized. STAIRS distinguishes between the two choice operators alt and xalt

for potential and mandatory choice, respectively. In a composition using
alt, the positive traces of each operand specifies legal behavior, but a system
adhering to the specification needs to ensure only that at least one of the
choices are available. Given a set of permissions, however, each of these
must be implemented. The xalt operator capture this. Not only do the
positive traces of each operand specify legal behavior; an implementation of
the specification must ensure that all of the choices are available.

9.6 Policy triggers

The sixth criterion states that sequence diagrams allow the specification of
both event and state triggers, as well as the combination of the two. Our
suggested solution in Section 7 and Section 8 was to refer to state triggers
by means of OCL invariants and represent event triggers by a receive events
on lifelines.

In terms of the trace semantics for interactions formalized with STAIRS, a
system state can be represented by the trace describing the complete system
history of events leading up to that state. Our event trigger refers to the
states the trace of which lead up to this event, while the state trigger refers to
more general properties of traces, for example that a given set of sub-traces
are present in some specific order. This interpretation corresponds directly
to the interpretation of triggers over Kripke structures as provided in Section
2. Sequence diagrams and OCL hence do have the required expressivity in
this respect.

9.7 Policy specification in the spirit of UML

Criterion seven states that policies can be expressed in the spirit of UML,
meaning that the elements of a policy as we have defined them have their nat-
ural and intuitive correspondences within the sequence diagram notions and
constructs. More precisely, a language customized for policy specification
should be equipped with constructs that matches policy trigger, addressee,
and deontic modality.

The notion of event trigger corresponds well with the UML notion of
event which is an occurrence in time that can be represented by the sending
or reception of a message on a lifeline. As shown in Figure 12, we suggest
to represent event triggers as a receive event on the lifeline representing the
addressee.

A UML state is a condition or situation of an object, and a set of states
can be combined into a composite state. States and composite states relate
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closely to our notion of a state trigger, which is why we have chosen to
represent them as such. Examples are provided throughout Section 7 above.

The notion of addressee refers to a set of actors in the system whose
behavior is constrained by the policy. An addressee is in our specifications
represented with a lifeline which is a role that can be instantiated by a
set of objects. Although there is no direct correspondence to the notion of
addressee in UML, the lifeline is a close match.

Finally, we have the deontic modalities. Sequence diagrams are not
designated for capturing deontic constraints, so at this point there are no
direct correspondences. Using the combined fragments assert and neg for
obligations and prohibitions, respectively, is nevertheless quite intuitive.

9.8 Utility for policy specification

The eighth criterion states that sequence diagrams allow the specification
of policies in a manner suitable for engineers developing and maintaining
systems that should adhere to the policies.

As compared to natural language, a policy specified in UML sequence
diagrams may be more easily carried over to the implementation level, but
the value of this must be balanced against potential difficulties in both
specifying and understanding a policy given in sequence diagrams.

An engineer should be able to recognize the various elements of a policy
rule, shown in Figure 1. In some cases it is not obvious which type of deontic
modality is represented, cf. Figure 9 and Figure 11. The former is supposed
to capture a permission and the latter a prohibition, but as we have observed,
both of them express a permission and a prohibition simultaneously. This
is unfortunate not only because it is at the cost of understandability, but
also because it reduces the flexibility to specify permissions independent of
prohibitions and vice versa.

As to the policy triggers, we concluded in Section 9.6 above that sequence
diagrams have the required expressivity. In our suggested policy rule speci-
fications, the event triggers are quite easily recognized as they represent the
first event of the interactions. However, there is nothing in the event per se
that distinguishes it as a policy trigger, which clearly is a disadvantage for a
policy specification language that is supposed to capture policy rules as we
have defined them. State triggers as represented in OCL are even less recog-
nizable. In the permissions specified in Figure 10, for example, we cannot
immediately tell where the triggers are represented. Nor can we easily tell
the triggers and the addressees apart.

The addressee is always represented by a lifeline, but given a sequence
diagram specifying a policy rule it is not always obvious which of the lifelines
represents the addressee. In Figure 9, the addressee is represented by the
lifeline of an anonymous actor, and the annotated OCL expression must be
consulted in order to precisely understand to which set of actors the policy
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rule refers. This clearly makes both specification and human interpretation
of policies difficult.

The continuous use of OCL for specifying state triggered policy rules
in Section 7 represents a general disadvantage. They easily become quite
complicated, cf. Figure 10, which make them tedious and hard to read. The
specification of OCL expressions is moreover error-prone.

9.9 Understandable to non-technicians

Criterion C9 states that sequence diagrams allow the specification of policies
in a manner that is easy to understand for both decision makers and for the
addressees of a policy. Decision makers must give their approval for the
policy, and to do that they obviously need to understand what is presented
to them. The same is the case for human addressees that are supposed to
comply with the policy.

In both cases, those who are presented the policy specification generally
have no technical background. Nevertheless, they should be able to read
and understand the specification with little or no guidance.

UML sequence diagrams have many facilities that can be utilized for the
purpose of making easily understandable representations of information. As
discussed in the previous subsection, however, the fact that the specifications
of policy rules do not have explicit constructs that correspond to the various
elements of a policy rule is an obvious weakness. At points where an engineer
has difficulties in interpreting a policy rule, as discussed for criterion C8, a
non-technician is unlikely to comprehend the specification without much
guidance. Specifically for OCL, which is purely non-graphical and tedious
to read, some background in programming, first-order logic or set theory is
required.

A general observation that summarizes much of the evaluation of this
section is that the main obstacle to readability and understandability for
non-technicians is the fact that a policy specification in sequence diagrams
is not intuitively recognized as such.

10 Related Work

Live sequence charts (LSC) [7] relate closely to the STAIRS formalism, and
could serve as an alternative for interpreting policy rules. The facility of
precharts that specifies a behavior the conduct of which forces a following
behavior to be conducted can be utilized for capturing policy triggers. LSC

furthermore provides constructs for differing between behavior that must
be conducted in all system runs and behavior that must be conducted in
at least one run, which relates to the deontic modalities of obligations and
permissions, respectively. The STAIRS formalism is, however, closer to the
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UML standard, and the assert and xalt operators can be further examined
with respect to capturing obligations and permissions.

The last decade has experienced increased focus on policy based man-
agement, and various languages has been proposed for the specification of
policies. Requirements to a language vary depending on the pragmatics of
the language, i.e. who are supposed to use the language and for what pur-
poses. Most of the existing languages, see e.g. [21], are developed either for
the purpose of specifying policies for being implemented on computerized
systems or in order to do formal analysis of specifications, and requirements
to readability for human are not core issues.

Koch and Parisi-Presicce [12] evaluate the UML as a policy specification
language where the requirements are readability, understandability and de-
tection of potential policy conflicts. The first two requirements correspond
closely to success criteria C8 and C9 in Section 4 of this report. Their con-
jecture is that a visual notation supports comprehensibility, but a thorough
examination and evaluation of this issue is left for future work. Their eval-
uation is moreover limited to RBAC [5] although they refer to policies as a
means to manage the general behavior of complex systems. The scope of
their analysis is hence more narrow than our.

The reference model for open distributed processing [10] (RM-ODP) estab-
lishes concepts for the specification of distributed systems, including a notion
of policy that operates with the tripartition of policy rules into permissions,
obligations and prohibitions. Efforts have been made for the purpose of
analyzing and formalizing these concepts [1, 2, 13, 14].

Blanc et al. [2] propose ways of using the UML to specify RM-ODP con-
cepts, but the specification of policies is left for future work. They suggest
OCL, but in their paper the policies are represented informally by notes in
natural language.

Aagedal and Milošević [1] also propose representations of RM-ODP con-
cepts in UML. With respect to policy specification, they suggest OCL pre-
conditions for the capture of permissions and prohibitions. The pre-condition
is represented by the reference to a Boolean attribute on an object and serves
as a guard on the relevant behavior. A permission is specified with the pre-
condition pre: Boolen-expression, so the behavior is allowed when the ex-
pression evaluates to true. A prohibition is specified with the pre-condition
pre: not(Boolean-expression), and the behavior is hence not allowed when
the expression evaluates to true.

Principally there is no difference between permissions and prohibitions
by using pre-conditions like this; in both cases the specification allows a
certain behavior when the guard evaluates to true and prohibits the behavior
otherwise. This is a shortcoming to the specification that corresponds to the
state triggered permissions and prohibitions we suggested in Section 7, but
the issue is not discussed in [1].

As an example of an obligation, Aagedal and Milošević suggest an OCL
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invariant. This is of the form of a role binding policy similar to the one we
expressed in Figure 10 in this report.

Linington et al. [14] relate the RM-ODP notion of policy to deontic logic.
They address the issue that SDL express the static picture of a normative
situation, and hence does not capture the dynamics of interacting actors.
Based on [9], possible worlds are structured into a forward branching tree
similar to our interpretation of traces over Kripke structures in Section 2. A
deontic statement then partitions the tree into paths that do and paths that
do not satisfy the statement. In [13], Linington discusses the specification
of policies as defined in RM-ODP using the UML. He argues that most of the
information held by a policy can be expressed within the UML, however that
policy declaration is an aspect of the development process that go beyond
the scope of UML.

Castejón and Bræk [3] discuss policy specification in relation to service
oriented architecture. In their approach, services are specified using UML

collaborations, and a policy framework is suggested for the governing of the
execution of services. The policies are, however, informally depicted using
notes, so the UML is not deployed for expressing policy rules.

11 Summary and Future Work

This report investigates the suitability of using sequence diagrams for policy
specification. A policy framework is built up of normative statements, and
SDL is a well established tool that has been used over decades for the purpose
of representing and reasoning about normative statements. By basing our
policy definition and semantics upon SDL and interpreting Kripke structures
in terms of traces, we have provided a formal explanation of policy rules
that allows a precise evaluation of policy specification in sequence diagrams.
Since the case study was conducted as a thorough analysis of a realistic
and well established scenario, we furthermore ensured that the evaluation
addressed real world issues.

The trace semantics can be used for the interpretation of various UML

diagrams, including state machines, interaction overview diagrams, sequence
diagrams and communication diagrams. Sequence diagrams generalize all
the other diagrams in the sense that for any UML specification with a trace
semantics, a sequence diagram with the same semantics can be specified. By
this observation, the results of our evaluation with respect to expressivity
are valid for all the mentioned UML diagrams.

Sequence diagrams have excessive flexibility and expressivity with re-
spect to characterizing interactions as positive or negative, and, as our eval-
uation in Section 9 showed, we were able to express close to all the various
types and elements of policy rules. To what extent sequence diagrams are
suitable for policy specification is hence not so much a question of expressiv-
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ity. The problem is rather on pragmatical issues such as utility for designers
and maintainers, readability and understandability to non-technicians. The
reason for these pragmatical shortcomings lies very much in the fact that the
deontic modalities of our policy rules do not conform with the spirit of UML;
sequence diagrams are not designed for the purpose of policy specification.

The success criteria given in Section 5 can be seen as requirements that
should be satisfied by any language supposed to express policy rules as we
have defined them. Our future objective is to develop a customized policy
specification language that meets these requirements. We will take advan-
tage of the expressivity of sequence diagrams with the STAIRS formalism as
the starting point. By first establishing within STAIRS a precise understand-
ing and representation of policies, we will, inspired by sequence diagrams,
establish a more suitable notation.

Composition of policy rules is for feasibility reasons an important con-
cern. We have addressed this issue here, but work remains with respect to
identifying suitable and effective ways of specifying and composing policy
rules, while avoiding pitfalls such as introducing inconsistencies that can be
hard to detect.

The activity of capturing and specifying policies for an organization usu-
ally starts at a high organizational level where overall goals, ethical stan-
dards, legal constraints, etc. are considered. A policy specification language
should allow policies to be expressed at this level of abstraction. Once the
high level policy is captured, there is a need to carry this down in the orga-
nizational structure and make it more concrete for the various departments,
employees and information systems. The notion of refinement refers to this
activity. Refinement is conducted stepwise, where each step brings the spec-
ification to a more concrete level, closer to realizability and enforcement.

STAIRS formally defines refinement relations, and these should be con-
sidered in future work on establishing a notion of policy refinement. The
STAIRS notions of refinement furthermore support compositional refinement,
and are transitive. Such a refinement relation for policy specifications en-
sures on the one hand that a process of stepwise concretization of a policy
ends up in a realization that refines the initial high level specification. On
the other hand, a policy can be specified in a modular fashion, reflecting log-
ical or physical organizational structures such as various departments and
platforms.

This report first and foremost provides an evaluation of sequence dia-
grams for policy specification. At the same time, however, we have raised
several questions and put forward matters that should be addressed in the
development of a customized policy specification language. Our findings
here combined with the STAIRS formalism for interaction specification and
its precise definitions of refinement and composition provides a well-founded
basis for future endeavors.
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Abstract

Policy based management is an approach to administer and control
distributed systems in a dynamic and flexible way. An important fea-
ture of policies is that they allow systems to be dynamically changed
in order to meet new or different requirements without changing the
underlying implementation of the system. A policy rather specifies the
conditions under which predefined operations can be invoked. This
paper presents Deontic STAIRS, a customized notation for specifying
policies using UML sequence diagrams. The notation is not tailored for
a specific type of policies, thus supporting the specification of policies
for various purposes, such as security, access control, services and trust.
The paper exemplifies the capturing and formalization of a policy for
access control based on electronic authentication in a telecommunica-
tion scenario.

1 Introduction

Policy based management, see e.g. [1] for a survey, has the last decade
or so emerged as a means to implement an adaptive and flexible approach
to administer and control distributed systems with respect to issues such
as services, networks, security and trust. An important motivation for the
use of policies for systems management is that they allow systems to be
dynamically changed in order to meet new or different requirements, without
stopping the system and without changing the underlying implementation.
This is captured in our definition of a policy, adopted from [2], namely that
a policy is a set of rules governing the choices in the behavior of a system.

At the same time, the Unified Modeling Language (UML) [3] has been
established as the de facto industrial standard for the modeling and speci-
fication of information systems. However, the UML offers little specialized
support for the specification and analysis of policies. In this paper we present
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Deontic STAIRS, a notation customized for specifying policies using UML
2.1 sequence diagrams. The notation is defined as a modest extension of the
UML, and is based on the STAIRS approach to system development with
UML sequence diagrams [4].

Sequence diagrams capture dynamic/behavioral aspects of information
systems, and since policies express constraints on system behavior, sequence
diagrams are a suitable candidate for policy specification. The development
of a sequence diagram notation customized for policy specification is desir-
able also because it facilitates the analysis of the relation between a policy
specification and a system specification, where the latter is represented with
standard UML sequence diagrams. Since our extension of the sequence di-
agram notation is conservative with respect to the UML standard, people
that are familiar with the UML should be able to understand and use the
notation.

Deontic STAIRS is not tailored for a specific type of policy, thus al-
lowing the specification of policies for access control, service level, security
management, trust management, etc. For specific domains a special purpose
policy language, e.g. XACML [5] for access control, will typically have tai-
lored constructs for its domain. A general purpose language such as Deontic
STAIRS is, however, advantageous as it offers techniques for policy captur-
ing, specification, development and analysis across domains and at various
abstraction levels.

In this paper we use an example demonstrating the specification of policy
rules for access control based on electronic authentication (e-authentication)
of remote users in a telecommunication scenario. In the next section we give
a general characterization of policies by conceptualizing the various elements
of a policy. In Section 3 we introduce the e-authentication example and
briefly present the standard UML sequence diagram notation. In Section 4
we show the initial, informal capturing of policy rules for access control
in a structured table format. These policy rules are then formalized using
Deontic STAIRS in Section 5. Section 6 characterizes and explains more
closely our extensions of the UML sequence diagram notation. In Section 7
we address the relation between policies and systems and explain what it
means that a system satisfies a Deontic STAIRS policy specification. Finally,
in Section 8, we conclude.

2 Policy Concepts

A key feature of policies is that they “define choices in behavior in terms of
the conditions under which predefined operations or actions can be invoked
rather than changing the functionality of the actual operations themselves”
[1]. This means that the potential behavior of the system generally spans
wider than what is prescribed by the policy, i.e. the system can potentially
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Figure 1: Policy concepts

violate the policy. A policy can therefore be understood as a set of normative
rules defining the ideal, acceptable or desirable system behavior.

With a deontic approach to policy capturing and specification, policy
rules are represented as conditional normative rules in the form of permis-
sions, obligations and prohibitions. This classification is based on standard
deontic logic [6], and several of the existing approaches to policy specifi-
cation have language constructs of such a deontic type [7, 8, 9, 10]. This
categorization is furthermore used in the ISO/IEC standardized reference
model for open, distributed processing [11].

Taken together, the above definition of a policy and description of pol-
icy rules yield a characterization of the ingredients or constructs that are
required in order to capture the relevant elements of a policy. This char-
acterization is depicted in the UML class diagram of Fig. 1. The diagram
shows the elements of a policy and how they are related.

The class diagram depicts that a policy is a nonempty set of policy rules.
A policy rule is a permission, an obligation or a prohibition (which we refer
to as the modality of the rule), and imposes a constraint on some behavior.

Since a policy defines the conditions under which operations or actions
can be invoked, policy rules are conditional rules. This is depicted in the
class diagram by the notion of trigger. The trigger specifies the conditions
under which the policy rule applies, and these conditions can be certain
system behavior or certain system states. A policy trigger can also be given
as a combination of the two, in which case the rule applies by the occurrence
of certain behavior in certain states. Furthermore, the trigger can be omitted
in the specification of a policy rule. In that case the rule applies under all
circumstances and is referred to as a standing rule.
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sd subscribe

User RA

register(id)

credential

prove(id)

CSP

subscribe(id)

token

Figure 2: A registration authority (RA) identity proofs the user, after which
the user becomes a subscriber to a credential service provider (CSP). Be-
ing a subscriber, the user can later authenticate to systems by means of a
credential and a token issued by the CSP.

3 Electronic Authentication

To illustrate language constructs and central notions we use a running ex-
ample throughout the paper addressing the issue of authorizing access to an
information system on the basis of e-authentication of remote users. We use
a somewhat simplified e-authentication model based the NIST guideline [12],
where e-authentication is defined as “the process of establishing confidence
in user identities electronically presented to an information system”.

For a user to be able to authenticate to an information system, the user
must be a subscriber to a credential service provider (CSP) whose services
are used by the system. The CSP is a trusted entity that issues tokens and
(electronic) credentials to subscribers. A credential is a digital document
(e.g. a public key certificate) that binds an identity to a token and is used
in authentication. A token (e.g. a private key or a password) is possessed
by the subscriber. The authentication of a subscriber to a system amounts
to proving through a secure protocol the possession and control of the token
by the subscriber.

Authentication begins with the user applying to a registration authority
(RA) to become a subscriber to a CSP. This is illustrated in the sequence
diagram subscribe in Fig. 2. The RA receives the application to register
along with documentation of the user’s id. After the successful identity
proofing, the RA notifies the CSP which in turn issues a credential and a
token to the user which now has become a subscriber to the SCP.

Fig. 2 shows the most basic constructs of UML sequence diagrams. The
keyword sd to the upper left denotes the type of diagram and is followed
by a chosen name for the diagram. Each of the entities participating in the
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interaction is represented by a dashed, vertical line called a lifeline, where
the box at the top of the line contains the name of the entity. The interaction
between the entities is represented by messages which are depicted by arrows
from one lifeline to another (or to itself).

In addition to what is shown in Fig. 2, UML sequence diagrams are
equipped with a set of composition operators for combining diagrams, most
notably seq for weak sequencing, alt for specifying alternatives, par for paral-
lel composition, and loop for several sequential compositions of one diagram
with itself. The reader is referred to [4, 13] for further details about the
sequence diagram notation and its formalization in STAIRS.

4 Policy Capturing Using Tables

In this section we show the initial, informal capturing of some relevant policy
rules for access control based on e-authentication. Before we address the
specific rules we continue the e-authentication example.

Once a user has become a subscriber to a credential service provider,
he or she can use the issued credential to authenticate to an information
system. This may begin with the user sending its credential to a server
within the system. The server can then confirm that the credential is issued
and validated by the given CSP, and that the credential has not expired.
Successful authentication thereafter requires that the user proves through a
secure authentication protocol that he or she controls the token binding the
credential to the user’s identity.

The relying party can use authenticated information to make decisions
with respect to access control and authorization. In the following we give
examples of policy rules that govern such decisions where we assume that
the services that are provided are banking services over the internet.

Depending on the type or purpose of a policy, the initial capturing of
the policy rules may be conducted on the basis of for example risk analyses,
security requirements, service level agreements or trust relations. Before the
formalization, implementation and enforcement of a policy it may be useful
to capture and specify policy rules in an informal, yet structured way. Such
an informal structuring of a policy can be conducted using the table format
shown in Table 1. In this table each of the policy rule elements of the class
diagram of Fig. 1 is represented by a column. A row in the table describes a
policy rule and is identified by a unique name, the rule ID. Such a table as a
whole is then a representation of a policy to be formalized and implemented.

A very basic banking service to remote users is to provide access to
the user’s account balance. This is a service that should be available to
authenticated users and is therefore captured as a permission rule. In the
table format, this rule is specified with the rule ID “balance” in Table 1.

For this permission rule to apply, i.e. for the rule to trigger, the system
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Rule ID Triggering be-
havior

Triggering state Modality Constrained
behavior

balance The user
securely au-
thenticates to
the banking
server

The credential
has not expired

Permission The user re-
trieves its
account bal-
ance

denial The user fails
to securely
authenticate
to the banking
server

N/A Prohibition The user re-
trieves its
account bal-
ance

logFailure The user fails
to securely
authenticate
to the banking
server

N/A Obligation The server logs
the transaction
data and the
user credential

Table 1: The table format for the initial capturing of a policy, where each
row represents a rule and each column corresponds to an element of the
conceptual model depicted in Fig. 1.

behavior of secure user authentication must occur. Additionally the cre-
dential held by the user cannot have expired. These two conditions for the
rule to trigger are captured by the triggering behavior and the triggering
state, respectively, specified in the “balance” row of Table 1. Notice that
the triggering state is specified by a proposition; a system state fulfills the
trigger if the proposition evaluates to true in that state.

In the specification of access control policies, a possible strategy is to
deny all services for which there are no explicit permissions, i.e. to hold
all services as prohibited by default. In many cases it may, however, be
useful to be able to explicitly specify prohibitions. With respect to the user
access to account balance, for example, this should be prohibited in case of
authentication failure.

The rule with ID “denial” in Table 1 captures this prohibition. Notice
that there is no state trigger specified for this rule since it suffices that the
authentication protocol fails for user access to be denied. Additionally a
second prohibition rule could be specified for the case in which the user
credential has expired.

For the purpose of enhancing the security of the system the relying party
may wish to log significant transactions. The rule with ID “logFailure” in
Table 1 states that in case of failure of the user to authenticate to the server,
the server is obliged to log the transaction data as well as the user credential.

The collection of the rows of a policy table represents the rules that make
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sd authenticate

User Server

identity(credential)

authenticationOK

sd getBalance

User Server

getBalance

balance{not(credential 
expired)}

Figure 3: The sequence diagram authenticate specifies the successful authen-
tication of a user to the banking server. The sequence diagram getBalance
specifies user retrieval of its account balance from the banking server.

up the policy that is captured during the initial phase. In our example we
have shown only three rules, but further rules could be captured, e.g. for
specifying the conditions under which a user credential should be disabled, or
rules for access to more critical services in which a stronger e-authentication
is required. For the purpose of this paper of introducing the Deontic STAIRS
notation and demonstrating its use, the three above policy rules suffice.

5 Policy Specification Using Deontic STAIRS

In this section we show the formalization in Deontic STAIRS of the pol-
icy rules informally captured in the previous section. The formalization
demonstrates that Deontic STAIRS has the expressiveness to capture the
information of each cell for each row of a policy table. This also shows that
the notation has language constructs corresponding to each element of the
conceptual model in Fig. 1.

Two of the cells in each row describe system behavior of relevance for a
rule, namely the triggering behavior and the constrained behavior. In De-
ontic STAIRS system behavior is described as interactions using standard
UML sequence diagrams. For the permission rule “balance” represented in
Table 1 the triggering behavior is specified by the sequence diagram authen-
ticate in Fig. 3, whereas the constrained behavior is specified by the diagram
getBalance.

Notice that we have omitted the specification of the authentication pro-
tocol in the diagram authenticate since these details are irrelevant for the
purposes of this paper. The interested reader is referred to e.g. [14].

The triggering state is captured by a constraint within the specification
of the triggering behavior. In UML constraints are Boolean expressions,
i.e. expressions that evaluate to true or false, written in curly brackets as
illustrated in the diagram authenticate of Fig. 3. A system state satisfies
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rule balance

User Server

permission

trigger

ref authenticate

ref getBalance

Figure 4: The Deontic STAIRS diagram balance formalizes the permission
rule “balance” captured in Table 1.

the constraint, i.e. fulfills the triggering state, if the expression evaluates to
true in that state.

Having captured the triggering behavior, triggering state and the con-
strained behavior, the permission rule is formalized with the Deontic STAIRS
diagram balance of Fig. 4.

rule denial

User Server

prohibition

trigger
identity(credential)

authenticationFailed

ref getBalance

Figure 5: The Deontic STAIRS diagram denial formalizes the prohibition
rule “denial” as captured in Table 1.

The keyword rule at the top left denotes that the diagram specifies a
policy rule. This keyword is followed by a chosen name for the rule. For
convenience the chosen name should correspond to the rule ID from the
policy table.
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The diagram consists of two parts, a trigger and a body. The trigger
specifies the conditions under which the rule applies and is denoted by the
keyword trigger. The body specifies the behavior that is constrained by the
rule and is denoted by a keyword specifying the modality of the rule, in this
case permission.

The ref construct of UML sequence diagrams specifies a so called interac-
tion use, which is a reference to another diagram. This facilitates modularity
and reuse of specifications; equivalently the interaction use can be replaced
with the content of the referred diagram. As explained above, the diagram
authenticate specifies the conditions under which the rule with ID “balance”
applies, whereas the diagram getBalance specifies the constrained behavior.
All together the diagram balance of Fig. 4 thereby specifies each element of
the rule “balance” as captured in Table 1.

The prohibition rule “denial” is formalized in Deontic STAIRS with the
diagram denial of Fig. 5. The keyword prohibition captures the modality of
the rule, and the interaction of the trigger specifies the triggering behavior.
Since the constrained behavior of “denial” is identical to the constrained
behavior of “balance” we simply refer to the previously specified interaction
with the ref construct.

The diagram logFailure formalizes in the same way the rule “logFailure”
captured in Table 1. The keyword obligation captures the modality of the
rule, and we see that the constrained behavior of logging the transaction
data and the user credential is specified as an interaction between the server
and the system log.

authenticationFailed

rule logFailure

User Server

obligation

trigger

log(transactionData)

Log

log(credential)

identity(credential)

Figure 6: The Deontic STAIRS diagram logFailure formalizes the obligation
rule “logFailure” as captured in Table 1.

The diagrams of this section exemplifying Deontic STAIRS are all quite
simple since the purpose of this paper is to present the basic constructs
of Deontic STAIRS and to demonstrate the suitability of formalizing pol-
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Policy: A policy is with Deontic STAIRS specified as a set of policy rule diagrams

Policy rule: A policy rule is specified with the Deontic STAIRS diagram denoted
by the keyword rule

Permission: This modality of a rule is represented by the Deontic STAIRS key-
word permission

Obligation: This modality of a rule is represented by the Deontic STAIRS key-
word obligation

Prohibition: This modality of a rule is represented by the Deontic STAIRS key-
word prohibition

Constrained behavior: Represented by a UML sequence diagram denoted by
the keyword representing the modality of the constraint

Trigger: Represented by a UML sequence diagram denoted by the keyword trigger

Triggering behavior: Represented by the interaction of the sequence diagram
specifying the trigger

Triggering state: Represented by a UML guard in the sequence diagram speci-
fying the trigger

Figure 7: Relating each each concept of the class diagram of Fig. 1 to
language constructs in Deontic STAIRS.

icy rules. Generally, however, the triggering behavior and the constrained
behavior can be specified as sequence diagrams of any size, and can be com-
posed by using the UML composition operators such as alt, seq, par and
loop.

6 How Deontic STAIRS Extends UML

In this section we characterize and discuss more closely the extensions of
UML that define Deontic STAIRS. In particular we explain why precisely
these extensions are required for being capable of properly specifying policies
using sequence diagrams.

The language constructs of Deontic STAIRS are summarized in Fig. 7
by linking each of the policy concepts of Fig. 1 to the language constructs.
The extensions of the UML sequence diagram notation defining Deontic
STAIRS are basically the construct trigger for specifying conditionals and the
constructs permission, obligation and prohibition for specifying the modality
of deontic constraints.

The expressiveness to specify conditionals is important for properly spec-
ifying policy rules, and with the designated trigger construct this is straight-
forward in Deontic STAIRS. In relation to a system for which a policy spec-
ification applies, the trigger of a policy rule does not require the triggering
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behavior to be fulfilled by the system. Rather it requires the if the trig-
gering behavior occurs, the rule imposes a constraint on system behavior.
In standard UML, on the other hand, sequence diagrams can only specify
behavior that should or should not occur. Since triggers may be omitted
in the specification of a policy rule, the specification of such unconditional
requirements to system behavior is also supported in Deontic STAIRS by
standing policy rules.

The constructs for specifying deontic modalities facilitate the explicit
characterization of behavior as permitted, obliged or prohibited. In standard
UML, sequence diagrams can specify behavior that is valid and behavior that
is invalid. The latter is similar to the specification of prohibited behavior in
Deontic STAIRS and requires that the given behavior should never occur.

In a sense both obligations and permissions in Deontic STAIRS spec-
ify valid behavior, but with a distinction that cannot be captured in stan-
dard UML. Obligations require that the corresponding behavior must oc-
cur, whereas permissions require that the corresponding behavior must be
offered as a potential alternative. This means that permitted behavior must
be offered as a choice, yet allowing alternative behavior to be conducted
or chosen instead. This distinction is important for properly capturing the
various types of policy rules and as such represents a crucial element in the
extension of the sequence diagram notation that defines Deontic STAIRS.

7 Relating Policy Specifications to Systems

In this section we explain the semantics of the policy specifications and show
how policy specifications relate to systems to which the policies apply.

Semantically a standard UML sequence diagram is represented by traces
of events ordered by time. Events occur on lifelines and are either the
transmission of a message or the reception of a message. The transmission
of a message is ordered before the corresponding reception of the message,
and events are ordered downwards along each lifeline.

Consider, for example, the obligation rule logFailure of Fig. 6. The inter-
action specifying the triggering behavior is the sequence of the two messages
identity(credential), abbreviated i(c), and authenticationFailed, abbreviated
a. A transmit event is denoted by ! and a receive event is denoted by ?, so
the trace representing the triggering behavior is 〈!i(c), ?i(c), !a, ?a〉.

When relating a policy specification to an implemented system, we need
to create a model of the system. Such a model can be the set of possible
system executions, where a system execution is represented by a trace de-
scribing the sequence of events that occur during the execution. Adherence
of a system to a policy specification means that the system executions sat-
isfy the rules of the policy specification. Since policy rules are conditional, a
policy rule imposes a constraint on a system execution only if the execution

11



fulfills the policy trigger. Furthermore, when specifying a policy we consider
only the system entities and the system behavior of relevance for the policy,
which means that the system may have behavior that is not mentioned in
the policy specification. For a system trace to fulfill a trace of a policy rule,
the latter need therefore only be a sub-trace of the former.

Assume, for example, that at some point during a system execution the
following sequence of events occurs.

〈. . . , !r, !d, ?d, !i(c), ?r, ?i(c), !a, ?a, !l(t), !f, !l(c), ?l(t), ?l(c), ?f, . . . 〉

Since the trace 〈!i(c), ?i(c), !a, ?a〉 representing the trigger of the obliga-
tion rule logFailure is a sub-trace of the given system trace, i.e. the four
events occur in the same order, the system traces fulfills the trigger.

At the point of the occurrence of the event ?a in the given system trace,
the obligation rule therefore applies and imposes a constraint on the continu-
ation of the system trace. It is easily verified that the continuation fulfills the
obliged behavior specified in logFailure. This means that the given system
execution adheres to this policy rule.

More precisely, system adherence to a policy specification means that the
system adheres to each rule of the specification. Adherence to an obligation
rule means that if the rule is triggered at some point during a system exe-
cution, all possible continuations of the system execution fulfill the obliged
behavior. Adherence to a prohibition rule means that none of the possible
continuations fulfill the prohibited behavior. Finally, adherence to a per-
mission rule means that there must exist at least one possible continuation
that fulfills the permitted behavior, meaning that the system must offer the
permitted behavior as a potential choice.

Standard UML sequence diagrams also specify requirements to system
executions and are in the same way represented by traces in the semantics.
As we have seen, however, these requirements are not conditional. The
traces representing a sequence diagram are rather describing behavior that
the system should or should not have. Standard sequence diagrams are
furthermore normally interpreted as describing exactly the traces of events
that must occur in order to fulfill the specified behavior, i.e. there is no
notion of other, irrelevant behavior that may be interleaved.

This interpretation of Deontic STAIRS specifications is formalized with
the adherence relation [13] and is together with the customized constructs of
trigger and deontic modalities important for facilitating policy specification;
through the capturing and formalization of a policy we need only consider
the relevant issues, such as security, trust and service level. Furthermore,
together with the support for specifying conditional requirements, this inter-
pretation facilitates the specification of policy rules that applies for several
systems or several implementations of a system.
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8 Conclusion

In this paper we have presented Deontic STAIRS, a customized notation
for specifying policies using UML 2.1 sequence diagrams. The notation is
defined as a modest and conservative extension of UML, allowing the spec-
ification of conditional deontic rules in the form of permissions, obligations
and prohibitions.

The UML is the de facto standard for the modeling and specification of
information systems. Customizing the UML for specific purposes may be
advantageous since the knowledge about the UML is widespread, but there
is a potential pitfall: If UML constructs are not used in accordance with the
UML standard, the customized language may easily be used erroneously.
This pitfall is avoided in the development of Deontic STAIRS, so people
that are familiar with the UML should be able to understand and use the
notation.

Basing a policy specification language on the UML has also the advan-
tage that the graphical appearance facilitates communication between per-
sonnel of different backgrounds, such as decision makers, security personnel
and developers.

Furthermore, providing the UML with support for specifying policies
facilitates the analysis of the relation between a policy specification and the
specification of a system for which the policy applies, where also the latter
is given in UML. STAIRS is an approach to system development with UML
sequence diagrams, and in [15] the notion of adherence of a STAIRS system
specification to a Deontic STAIRS policy specification is formalized.

Deontic STAIRS is a generic approach to policy specification, meaning
that the notation supports the specification of policies of various types. In
[13] and [16] Deontic STAIRS is presented within the domains of access con-
trol and trust management, respectively. In this paper we have exemplified
the formalization of policy rules in the setting of e-authentication and ac-
cess control in a telecommunication scenario. The initial capturing of the
policy rules is in this example conducted by an informal structuring of the
rules in a table format. In the table format several details about the system
architecture, system entities, system functionality, etc. are not taken into
account, so the formalization of the rules in Deontic STAIRS may repre-
sent a shift that brings the policy specification closer to implementation and
enforcement.

In a practical setting of formalizing and developing a policy specification
there is usually a process in which the most important issues are taken into
account during the initial phases, and as the process evolves more details
are considered, rules may be strengthened and other rules may be added.
This process can be conducted by several iterations with backtracking to the
policy table where rules are modified and added, before the formalization
in Deontic STAIRS is modified and extended accordingly. A development
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process based on such iterations may, however, be unfortunate if it requires
constant redesign of the specification and if it is not precisely understood
what it means that one policy specification is a strengthening of another.

Iterations with backtracking and redesign is avoided when the develop-
ment process is supported by a well defined notion of refinement, precisely
capturing what it means to strengthen a policy specification and increase the
level of details. In [13] the notion of refinement of specifications in Deontic
STAIRS is formalized, allowing rules to be added, rules to be strengthened
and new details to be taken into account in a stepwise and incremental man-
ner. Refinement in Deontic STAIRS ensures that a correct enforcement of
the final specification implies the enforcement of all the previous specifica-
tions throughout the development process.

In summary this means that with Deontic STAIRS we are provided not
only a customized notation for specifying policies, but also support for a
stepwise and incremental development of specifications, facilitating the pro-
cess from the initial policy capturing down to the final specification to be
enforced.
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Abstract

The UML is the de facto standard for system specification, but
offers little specialized support for the specification and analysis of
policies. This paper presents Deontic STAIRS, an extension of the
UML sequence diagram notation with customized constructs for pol-
icy specification. The notation is underpinned by a denotational trace
semantics. We formally define what it means that a system satisfies a
policy specification, and introduce a notion of policy refinement. We
prove that the refinement relation is transitive and compositional, thus
supporting a stepwise and modular specification process. The approach
is exemplified with access control policies.

Key words: Policy specification, policy refinement, policy adherence,
UML sequence diagrams, access control

1 Introduction

Policy based management of information systems has the last decade been
subject to increased attention, and several frameworks, see e.g. [24], have
been introduced for the purpose of policy specification, analysis and enforce-
ment. At the same time the UML 2.1 [17] has emerged as the de facto stan-
dard for the modeling and specification of information systems. However,
the UML offers little specialized support for the specification and analysis
of policies.

Policy specifications are used in policy based management of systems.
The domain of management may vary, but typical purposes are access con-
trol, security and trust management, and management of networks and ser-
vices. Whatever the management domain, the purpose is to control behav-
ioral aspects of a system. This is reflected in our definition of a policy,
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adopted from [23], viz. that a policy is a set of rules governing the choices
in the behavior of a system.

A key feature of policies is that they “define choices in behavior in terms
of the conditions under which predefined operations or actions can be in-
voked rather than changing the functionality of the actual operations them-
selves” [24]. This means that the capabilities or potential behavior of the
system generally span wider than what is prescribed by the policy, i.e. the
system can potentially violate the policy. A policy can therefore be un-
derstood as a set of normative rules about a system, defining the ideal,
desirable or acceptable behavior of the system. In our approach, each rule
is classified as either a permission, an obligation or a prohibition. This clas-
sification is based on standard deontic logic [15], and several of the existing
approaches to policy specification have language constructs of such a deontic
type, e.g. [1, 4, 11, 23]. This categorization is furthermore implemented in
the ISO/IEC standard for open distributed processing [10].

The contribution of this paper is firstly an extension of the UML sequence
diagram notation suitable for specifying policies. In [25] we evaluated UML
sequence diagrams as a notation for policy specification, and argued that
although the notation to a large extent is sufficiently expressive, it is not
suitable for policy specification. The reason for this lies heavily in the fact
that there are no constructs for expressing deontic modalities. In this paper
we propose a customized notation, referred to as Deontic STAIRS, which is
underpinned by the denotational trace semantics of the STAIRS approach
to system development with UML sequence diagrams [7, 21]. The notation
is not tailored for a specific type of policy, thus allowing the specification of
policies for access control, security management, trust management, etc. In
this paper the approach is exemplified with access control policies, whereas
the work presented in [18] demonstrates the suitability of the notation to
express trust management policies.

Secondly, this paper contributes by introducing a notion of policy ad-
herence that formally defines what it means that a system satisfies a policy
specification.

As pointed out also elsewhere [3, 19], although recognized as an impor-
tant research issue, policy refinement still remains poorly explored in the
literature. This paper contributes thirdly by proposing a notion of policy
refinement that supports an incremental policy specification process from
the more abstract and high-level to the more concrete and low-level. We
show that the refinement relation is transitive, which is an important prop-
erty as it allows a stepwise development process. We also show that each of
a set of composition operators is monotonic with respect to the refinement
relation. In the literature this is often referred to as compositionality, and
means that a policy specification can be refined by refining individual parts
of the specification separately.

Through refinement more details are added, and the specification is typ-
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ically tailored towards an intended system (possibly including an enforce-
ment mechanism). The set of systems that adhere to the policy specification
thereby decreases. We show that the refinement relation ensures that if a
system adheres to a concrete, refined policy specification, it also adheres to
the more abstract specifications. Enforcement of the final specification thus
implies the enforcement of the specifications from the earlier phases.

For specific domains a special purpose policy language, e.g. XACML [16]
for access control, will typically have tailored constructs for its domain. A
general purpose language such as Deontic STAIRS is, however, advantageous
as it offers techniques for policy capturing, specification, development and
analysis across domains and at various abstraction levels.

The next section introduces UML sequence diagrams and the STAIRS
denotational semantics. In Section 3 we propose the customized syntax and
semantics for policy specification with sequence diagrams. Section 4 for-
malizes the notion of policy adherence, whereas policy refinement is defined
and analyzed in Section 5. Related work is discussed in Section 6 before we
conclude in Section 7. For sake of readability of the main sections of the
paper, a set of formal definitions are presented separately in Appendix A,
whereas the full proofs of results are presented in Appendix B.

This paper is the full technical report on the results published in [26].

2 UML Sequence Diagrams and STAIRS

In this section we introduce the UML 2.1 sequence diagram notation and
give a brief introduction to the denotational semantics as defined in the
STAIRS approach. STAIRS formalizes, and thus precisely defines, the trace
semantics that is only informally described in the UML 2.1 standard.

UML interactions describe system behavior by showing how entities in-
teract by the exchange of messages. The behavior is described by traces
which are sequences of event occurrences ordered by time. Several UML
diagrams can specify interactions, and in this paper we focus on sequence
diagrams where each entity is represented with a lifeline. To illustrate lan-
guage constructs and central notions, we use a running example throughout
the paper in which the interaction between a user U and an application A is
defined. The diagram M to the left in Fig. 1 is very basic and has only two
events, the sending of the message login(id) on U (which we denote !l) and
the reception of the same message on A (denoted ?l). The send event must
occur before the receive event. The semantics of the diagram M is given by
the single trace of these two events, denoted 〈!l, ?l〉.

The diagram W to the right in Fig. 1 shows the sending of the two
messages l and r from U to A, where r denotes read(doc). The order of
the events on each lifeline is given by their vertical positions, but the two
lifelines are independent. The semantics for each of the messages is as for
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login(id)
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login(id)

read(doc)

Figure 1: Sequence diagrams

the message in diagram M , and the semantics of W is given by weak se-
quencing of the two messages. Weak sequencing takes into account the
independence of lifelines, so the semantics for the diagram W is given by
the set {〈!l, ?l, !r, ?r〉, 〈!l, !r, ?l, ?r〉}. The two traces represent the valid in-
terpretations of the diagram; the sending of l is the first event to occur, but
after that both the reception of l and the sending of r may occur.

The UML sequence diagram notation has further constructs for combin-
ing diagrams, most notably alt for specifying alternatives, par for parallel
composition, and loop for several sequential compositions of one diagram
with itself.

The traces of events defined by a diagram are understood as representing
system runs. In each trace a send event is ordered before the corresponding
receive event, and H denotes the trace universe, i.e. the set of all traces that
complies with this requirement. A message is in the STAIRS denotational
semantics given by a triple (s, tr, re) of a signal s, a transmitter tr and a
receiver re. The transmitter and receiver are lifelines. L denotes the set of
all lifelines and M denotes the set of all messages. An event is a pair of
kind and message, (k,m) ∈ {!, ?}×M. By E we denote the set of all events,
and we define the functions k. ∈ E → {!, ?}, tr. , re. ∈ E → L to yield the
kind, transmitter and receiver of an event, respectively.

The functions �, S© and T© are for concatenation of sequences, filtering
of sequences and filtering of pairs of sequences, respectively. Concatenation
is to glue sequences together, so h1

� h2 is the sequence that equals h1 if h1

is infinite. Otherwise it denotes the sequence that has h1 as prefix and h2

as suffix, where the length equals the sum of the length of h1 and h2.
By E S©a we denote the sequence obtained from the sequence a by remov-

ing all elements from a that are not in the set of elements E. For example,
{1, 3} S© 〈1, 1, 2, 1, 3, 2〉 = 〈1, 1, 1, 3〉.

The filtering function T© is described as follows. For any set of pairs of
elements F and pair of sequences t, by F T©t we denote the pair of sequences
obtained from t by truncating the longest sequence in t at the length of the
shortest sequence in t if the two sequences are of unequal length; for each
j ∈ {1, . . . , k}, where k is the length of the shortest sequence in t, selecting
or deleting the two elements at index j in the two sequences, depending on
whether the pair of these elements is in the set F . For example, we have
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that {(1, f), (1, g)} T© (〈1, 1, 2, 1, 2〉, 〈f, f, f, g, g〉) = (〈1, 1, 1〉, 〈f, f, g〉).
Parallel composition (‖) of trace sets corresponds to the pointwise inter-

leaving of their individual traces. The ordering of the events within each
trace is maintained in the result. Weak sequencing (�) is implicitly present
in sequence diagrams and defines the partial ordering of the events in the
diagram. For trace sets H1 and H2, the formal definitions are as follows.

Definition 1. Parallel composition.

H1 ‖ H2

def
= {h ∈ H | ∃s ∈ {1, 2}∞ : π2(({1} × E) T© (s, h)) ∈ H1 ∧

π2(({2} × E) T© (s, h)) ∈ H2}

Definition 2. Sequential composition.

H1 � H2

def
= {h ∈ H | ∃h1 ∈ H1, h2 ∈ H2 : ∀l ∈ L : e.l S©h = e.l S©h1

� e.l S©h2}

{1, 2}∞ is the set of all infinite sequences over the set {1, 2}, and π2 is
a projection operator returning the second element of a pair. The infinite
sequence s in the definition can be understood as an oracle that determines
which of the events in h that are filtered away. The expression e.l denotes
the set of events that may take place on the lifeline l. Formally

e.l
def
= {e ∈ E | (k.e = ! ∧ tr.e = l) ∨ (k.e = ? ∧ re.e = l)}

The semantics of a sequence diagram is defined by the function [[ ]] that
for a sequence diagram d yields a set of traces [[d]] ⊆ H representing the
behavior described by the diagram.

Definition 3. Semantics of sequence diagrams.

[[e]]
def
= {〈e〉} for any e ∈ E

[[d1 par d2]]
def
= [[d1]] ‖ [[d2]]

[[d1 seq d2]]
def
= [[d1]] � [[d2]]

[[d1 alt d2]]
def
= [[d1]] ∪ [[d2]]

For the formal definition of further constructs and the motivation behind
the definitions, see [7, 21].

3 Specifying Policies

In this section we present Deontic STAIRS, a customized notation for spec-
ifying policies with sequence diagrams. The notation is defined as a conser-
vative extension of UML 2.1 sequence diagrams in the sense that the UML
sequence diagram constructs of Deontic STAIRS are used in accordance with
the standard [17]. We furthermore define a denotational trace semantics.
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Figure 2: Policy rules

The notation constructs are illustrated by the examples of policy rules
depicted in Fig. 2. We consider a policy that administrates the access of
users U to an application A.

A policy rule is defined as a sequence diagram that consists of two parts,
a trigger and a deontic expression. The trigger is a scenario that specifies
the condition under which the given rule applies and is captured with the
keyword trigger. The body of the deontic expression describes the behavior
that is constrained by the rule, and the keywords permission, obligation and
prohibition indicate the modality of the rule. The name of the rule consists
of two parts, where the former part is the keyword rule, and the latter part
is any chosen name for the rule.

The rule access to the left in Fig. 2 is a permission stating that by the
sending of the message loginOK from the application to the user, i.e. the
id of the user has been verified, the user is permitted to retrieve documents
from the system. In case of login failure, the rule bar to the right in Fig. 2
specifies that document retrieval is prohibited, i.e. the user is barred from
accessing the application.

Generally, a diagram specifying a policy rule contains one or more life-
lines, each representing a participating entity. There can be any number
of entities, but there must be at least one. In the examples we have for
simplicity shown only two lifelines, U and A. We also allow the trigger to be
omitted. In that case the rule applies under all circumstances and is referred
to as a standing rule.

By definition of a policy, a policy specification is given as a set of rules,
each specified in the form shown in Fig. 2.

The extension of the sequence diagram notation presented in this sec-
tion is conservative with respect to the UML standard, so people that are
familiar with UML should be able to understand and use the notation. All
the constructs that are available in the UML for specification of sequence
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diagrams can furthermore freely be used in the specification of the body of
a policy rule.

Semantically, the triggering scenario and the body of a rule are given
by trace sets T ⊆ H and B ⊆ H, respectively. Additionally, the semantics
must capture the deontic modality, which we denote by dm ∈ {pe, ob, pr}.
The semantics of a policy rule is then given by the tuple r = (dm, T,B).
Notice that for standing rules, the trigger is represented by the set of all
traces, i.e. T = H. Since a policy is a set of policy rules, the semantics of a
policy specification is given by a set P = {r1, . . . , rm}, where each ri is the
semantic representation of a policy rule.

4 Policy Adherence

In this section we define the adherence relation →a that for a given policy
specification P and a given system S defines what it means that S satisfies
P , denoted P →a S. We assume a system model in which the system is
represented by a (possibly infinite) set of traces S, where each trace describes
a possible system execution. In order to define P →a S, we first define what
it means that a system adheres to a rule r ∈ P , denoted r →a S.

A policy rule applies if and when a prefix h′ of an execution h ∈ S

triggers the rule, i.e. the prefix h′  h fulfills the triggering scenario T . The
function  is a predicate that takes two traces as operand and yields true iff
the former is equal to or a prefix of the latter. Since the trace set T represents
the various executions under which the rule applies, it suffices that at least
one trace t ∈ T is fulfilled by h′ for the rule to trigger. Furthermore, for h′

to fulfill t, the trace t must be a sub-trace of h′, denoted t � h′.
For traces h1, h2 ∈ H, if h1 � h2 we say that h1 is a sub-trace of h2 and,

equivalently, that h2 is a super-trace of h1. Formally, the sub-trace relation
is defined as follows.

Definition 4. h1 � h2

def
= ∃s ∈ {1, 2}∞ : π2(({1} × E) T© (s, h2)) = h1

The expression h1 � h2 evaluates to true iff there exists a filtering such
that when applied to h2 the resulting trace equals h1. For example, 〈a, b, c〉�
〈e, a, b, e, f, c〉. For a trace set H and traces h and h′ we define the following.

Definition 5.

H � h
def
= ∃h′ ∈ H : h′

� h

h′
�/ h

def
= ¬(h′

� h)

H�/ h
def
= ¬∃h′ ∈ H : h′

� h

Since a sequence diagram is represented by a set of traces H, it suffices
that a trace h is a super-trace of at least one element of H for h to fulfill the
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sequence diagram. This is captured by the expression H � h. Formally, the
triggering of a rule (dm, T,B) by a trace h ∈ S is then defined as follows.

Definition 6. The rule (dm, T,B) is triggered by the trace h iff T � h.

To check whether a system S adheres to a rule (dm, T,B) we first need to
identify all the triggering prefixes of traces of S. Then, for each triggering
prefix, we need to check the possible continuations. As an example, con-
sider the system S = {h1, h2, h3}. Assume that h1 and h2 have a common
prefix ha that triggers the rule, i.e. h1 and h2 can be represented by the
concatenations ha

� hb and ha
� hc, respectively, such that T �ha. Assume,

furthermore, that the system trace h3 does not trigger the rule, i.e. T�/ h3.
The three runs can be structured into a tree as depicted in Fig. 3.

Adherence to a policy rule intuitively means the following. The system
adheres to the permission (pe, T,B) if at least one of the traces hb and hc

fulfills B; so a permission requires the existence of a continuation that fulfills
the behavior. The system adheres to the obligation (ob, T,B) if both of hb

and hc fulfill B; so an obligation requires that all possible continuations
fulfill the behavior. The system adheres to the prohibition (pr, T,B) if
neither hb nor hc fulfill B; so a prohibition requires that none of the possible
continuations fulfill the behavior. Notice that to fulfill the behavior given
by the trace set B, it suffices to fulfill one of the traces since each element
of B represents a valid way of executing the behavior described by the rule
body. As for the trace h3, since the rule is not triggered, the rule is trivially
satisfied.

h1 h2 h3

hb

ha

hc

Figure 3: Structured traces

Adherence to policy rule r of system S, denoted r →a S is defined as
follows, where h|k is a truncation operation that yields the prefix of h of
length k ∈ N.

Definition 7. Adherence to policy rule of system S:

– (pe, T,B) →a S
def
= ∀h ∈ S : ∀t ∈ T : t � h ⇒

∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ({t} � B) � h′

– (ob, T,B) →a S
def
= ∀h ∈ S : ∀t ∈ T : t � h ⇒ ({t} � B) � h

– (pr, T,B) →a S
def
= ∀h ∈ S : ∀t ∈ T : t � h ⇒ ({t} � B)�/ h

8



With these definitions of adherence to policy rule of a system S, we
define adherence to a policy specification P as follows.

Definition 8. P →a S
def
= ∀r ∈ P : r →a S

Example 1. As an example of policy rule adherence, consider the permis-
sion rule access to the left in Fig. 2 stating that users U are allowed to
retrieve documents from the application A after a valid login. Semantically,
we have access = (pe, T,B), where T is the singleton set

{〈(!, (loginOK,A,U)), (?, (loginOK,A,U))〉}

and B is the singleton set containing the sequence of events depicted to the
left in Fig. 4.

Trace of rule access Partial trace of S

(!, (read(doc),U,A)) · · ·
(?, (read(doc),U,A)) (!, (login(id),U,A))
(!, (doc,A,U)) (?, (login(id),U,A))
(?, (doc,A,U)) (!, (query(id),A,SA))

(?, (query(id),A,SA))
(!, (valid(id),SA,A))
(?, (valid(id),SA,A))
(!, (loginOK,A,U))
(?, (loginOK,A,U))
(!, (read(doc),U,A))
(?, (read(doc),U,A))
(!, (doc,A,U))
(?, (doc,A,U))
(!, (store(doc’),U,A))
(?, (store(doc’),U,A))
· · ·

Figure 4: Traces of rule and system

To the right in Fig. 4 we have shown a partial trace of S in the case
that access →a S. The user U sends a login message to the application
A, after which the application sends a query to the security administrator
SA to verify the id of the user. At some point in the execution the events
(!, (loginOK,A,U)) and (?, (loginOK,A,U)) triggering the rule occur. The
user then retrieves a document and finally stores a modified version. Since
there exists a filtering of the system trace that equals the trace representing
the body of the permission rule, the system adheres to the rule. Other
system traces with the same triggering prefix need not fulfill the trace of the
rule since the rule is a permission.

9



The definition of policy adherence is based on the satisfiability relation
of deontic logic which defines what it means that a model satisfies a deontic
expression. Standard deontic logic is a modal logic that is distinguished by
the axiom OBp ⊃ PEp, stating that all that is obligated is also permitted.
The next theorem states that this property as well as the definitions OBp ≡
¬PE¬p (p is obligated iff the negation of p is not permitted) and OBp ≡
PR¬p (p is obligated iff the negation of p is prohibited) of deontic logic are
preserved by our definition of adherence.

Theorem 1.

– (ob, T,B) →a S ⇒ (pe, T,B) →a S

– (ob, T,B) →a S ⇔ (¬pe, T,¬B) →a S

– (ob, T,B) →a S ⇔ (pr, T,¬B) →a S

Notice that the use of negation in the theorem is pseudo-notation. The
precise definitions are as follows.

Definition 9.

– (¬pe, T,¬B)→a S
def
= ∀h ∈ S : ∀t ∈ T : t � h ⇒

¬∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ¬(({t} � B) � h′)

– (pr, T,¬B) →a S
def
= ∀h ∈ S : ∀t ∈ T : t � h ⇒ ¬(({t} � B)�/ h)

The first clause of Theorem 1 follows immediately from the definition of
adherence, whereas the second and third clause are shown by manipulation
of quantifiers, negations and set inclusions.

Generally, the inter-definability axioms of deontic logic linking obliga-
tions to permissions are not adequate for policy based management of dis-
tributed systems since permissions may be specified independently of obliga-
tions and by different administrators. An obligation rule of a network con-
figuration policy, for example, does not imply the authorization to conduct
the given behavior if authorizations are specified in the form of permission
rules of a security policy.

However, an obligation for which there is no corresponding permission
represents a policy conflict which must be resolved for the policy to be en-
forceable. A policy specification P is consistent, or conflict free, iff there
exists a system S such that P →a S. Theorem 1 reflects properties of
consistent policy specifications, and if any of these properties are not sat-
isfied there are occurrences of modality conflicts, and the policy cannot be
enforced.

There are five types of modality conflicts. First, obligation to conduct
the behavior represented by the set of traces B, while the complement B

(defined by H\B) is also obligated; second, prohibiting B while prohibiting
the complement B; third, prohibiting B while obligating B; four, permitting
B while obligating B; five, prohibiting B while also permitting B.
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In policies for distributed systems conflicts are likely to occur since dif-
ferent rules may be specified by different managers, and since multiple policy
rules may apply to the same system entities. The problem of detecting and
resolving policy conflicts is outside the scope of this paper, but existing
solutions to resolving modality conflicts, see e.g. [14], can be applied.

5 Policy Refinement

We aim for a notion of refinement that allows policy specifications to be
developed in a stepwise and modular way. Stepwise refinement is ensured
by transitivity, which means that a policy specification that is the result of a
number of refinement steps is a valid refinement of the initial, most abstract
specification. Modularity means that a policy specification can be refined
by refining individual parts of the specification separately.

Refinement of a policy rule means to weaken the trigger or strengthen the
body. A policy specification may also be refined by adding new rules to the
specification. Weakening the trigger means to increase the set of traces that
trigger the rule. For permissions and obligations, the body is strengthened
by reducing the set of traces representing the behavior, whereas the body
of a prohibition is strengthened by increasing the set of prohibited traces.
The refinement relation �tr for the triggering scenario, and the refinement
relations �pe, �ob and �pr for the body of permissions, obligations and
prohibitions, respectively, are defined as follows.

Definition 10. Refinement of policy trigger and body:

– T �tr T ′ def
= T ′ ⊇ T

– B �pe B′ def
= B′ ⊆ B

– B �ob B′ def
= B′ ⊆ B

– B �pr B′ def
= B′ ⊇ B

Obviously, these relations are transitive and reflexive. The relations
are furthermore compositional, which means that the different parts of a
sequence diagram d can be refined separately. Compositionality is ensured
by monotonicity of the composition operators with respect to refinement as
expressed in the following theorem. The instances of the relation � denote
any of the above four refinement relations.

Theorem 2. If d1 � d′
1

and d2 � d′
2
, then the following hold.

– d1 seq d2 � d′
1

seq d′
2

– d1 alt d2 � d′
1

alt d′
2

– d1 par d2 � d′
1

par d′
2

11



The theorem follows directly from the definition of the composition op-
erators. Since the refinement relations are defined by the subset and the
superset relations, the theorem is proven by showing that the operators �,
∪ and ‖ on trace sets (defining sequential, alternative and parallel composi-
tion, respectively) are monotonic with respect to ⊆ and ⊇. For seq and ⊆,
the result

[[d′1]] ⊆ [[d1]] ∧ [[d′2]] ⊆ [[d2]] ⇒ [[d′1]] � [[d′2]] ⊆ [[d1]] � [[d2]]

holds since the removal of elements from [[d1]] or [[d2]] yields a reduction of set
of traces that results from applying the� operator. The case of monotonicity
of � with respect to ⊇ is symmetric. The argument for par, i.e. monotonicity
of ‖, is similar to seq, whereas the case of the union operator ∪ defining alt

is trivial.
We now define refinement of a policy rule as follows.

Definition 11.

(dm, T,B)� (dm′, T ′, B′)
def
= dm = dm′ ∧ T �tr T ′ ∧ B �dm B′

It follows immediately from reflexivity and transitivity of the refinement
relations �tr and �dm that the refinement relation � for policy rules is
also reflexive and transitive.

A policy is a set of rules, and for a policy specification P ′ to be a re-
finement of a policy specification P , we require that each rule in P must be
refined by a rule in P ′.

Definition 12. P � P ′ def
= ∀r ∈ P : ∃r′ ∈ P ′ : r � r′

Theorem 2 addresses composition of interactions within a policy rule r.
At the level of policy specifications, composition is simply the union of rule
sets P . It follows straightforwardly that policy composition is monotonic
with respect to refinement, i.e. P1 � P ′

1
∧ P2 � P ′

2
⇒ P1 ∪ P2 � P ′

1
∪ P ′

2
.

Refinement of policy specifications is furthermore transitive, i.e. P1 � P2 ∧
P2 � P3 ⇒ P1 � P3.

Development of policy specifications through refinement allows an ab-
stract and general view of the system in the initial phases, ignoring de-
tails of system behavior, design and architecture. Since the specification is
strengthened through refinement and more detailed aspects of the system
are considered, the set of systems that adhere to the policy specification de-
creases. However, a system that adheres to a concrete, refined specification
also adheres to the initial, abstract specification. This means that if a policy
specification is further refined before it is enforced, the enforcement ensures
that the initial, abstract specification is also enforced. This is expressed in
the next theorem.

12



Theorem 3. Given a system S and policy specifications P and P ′, if P � P ′

and P ′ →a S, then P →a S.

Policy composition and refinement do not rely on the assumption that
the rules are mutually consistent or conflict free, which means that incon-
sistencies may be introduced during the development process. However,
potential conflicts are generally inherent in policies for distributed systems
[14]. Development of policy specification with refinement is in this respect
desirable since conflicts and other errors are generally easier to detect and
correct at abstract levels.

Example 2. In the following we give an example of policy specification
refinement. Let, first, P1 = {access, bar} be the policy specification given
by the permission and the prohibition depicted in Fig. 2. Refinement allows
adding rules to the specification, so assume the obligation rule loginFail in
Fig. 5 and the obligation rule disable in Fig. 6 are added to the rule set such
that P2 = {access, bar, loginFail, disable}.

loginFail

rule loginFail

U A

trigger

obligation

invalid(id)

Figure 5: Login failure

The former rule states that the application is obligated to alert the user
in case of a login failure, i.e. when the user id is invalid. The latter rule,
adapted from [4], states that in case of three consecutive login failures, the
application is obligated to disable the user, log the incident and alert the
user.

The body of the rule to the left in Fig. 6 is specified with the UML 2.1
sequence diagram construct called interaction use which is a reference to
another diagram. The interaction use covers the lifelines that are included
in the referenced diagram. The body is defined by the parallel composition
of the three diagrams d (disable the user), l (log the incident) and a (alert
the user) to the right in Fig. 6. Equivalently, the referenced diagrams can
be specified directly in place of the respective interaction uses.

By reflexivity, the permission and prohibition of P2 are refinements of the
same rules in P1. Since adding rules is valid in refinement, P2 is a refinement
of P1. Obviously, a system that adheres to P2 also adheres to P1.
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rule disable
U A

trigger

obligation

par
ref sd d

ref sd l

sd d
A

disable(id)

sd l
A

log(disabled,id)

sd a

U A

disabled

loginFail(3,id)

ref sd a

Figure 6: Disable user

The rules in both P1 and P2 refer to interactions only between the ap-
plication and the users, which may be suitable at the initial development
phases. At later stages, however, the policy specification is typically spe-
cialized towards a specific system, and more details about the system ar-
chitecture is taken into account. This is supported through refinement by
decomposition of a single entity into several entities, thus allowing behavior
to be specified in more detail. Due to space limits refinement by detailing
is only exemplified in this paper. See [7] for a formal definition.

The rule loginFail2 in Fig. 7 shows a refinement of the rule loginFail in
Fig. 5. Here, the application A has been decomposed into the entities secu-
rity administrator SA and log L. The refined obligation rule states that by
the event of login failure, the security administrator must log the incident be-
fore alerting the user. The log also reports to the security administrator the
current number n of consecutive login failures. Observe that the modality as
well as the trigger are the same in both loginFail and loginFail2, and that the
interactions between the application and the user are identical. This implies
that loginFail2 is a detailing of loginFail. Hence, loginFail� loginFail2. It is
easily seen that adherence to the latter rule implies adherence to the former.

Compositionality of refinement means that for a given policy specifica-
tion, the individual rules can be refined separately. This means that for the
policy specification P3 = {access, bar, loginFail2, disable} we have P2 � P3

and that for all systems S, P3 →a S implies P2 →a S. By transitivity of
refinement we also have that P1 � P3 and that adherence to P3 implies
adherence to P1.
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loginFail(n,id)loginFail

U SA L

loginFail(id)

trigger

obligation

rule loginFail2

invalid(id)

Figure 7: Login failure refined

Compositionality of refinement also means that in order to refine a policy
rule, the individual parts of the body of a rule can be refined separately. We
illustrate this by showing a refinement of the body of the rule disable of
Fig. 6. The body shows the parallel composition of three diagrams, denoted
d par l par a.

Fig. 8 shows refinement of the diagram elements d and l into d2 and
l2, respectively. In d2 the lifeline A has been decomposed into the com-
ponents security administrator SA and user store US and shows the secu-
rity administrator disabling a user by sending a message to the user store.
We now have that d � d2 and, similarly, that l � l2 for the other dia-
gram element. By compositionality of refinement of rule body, we get that
(d par l par a)� (d2 par l2 par a).

sd d2
SA US

disable(id)

ok

sd l2
SA L

log(disabled,id)

ok

Figure 8: Refined diagrams

Let the obligation rule disable2 be defined by replacing the references
to d and l in disable of Fig. 6 with references to d2 and l2, respectively, of
Fig. 8. We now have that disable� disable2. The policy specification P4 =
{access, bar, loginFail2, disable2} is a refinement of P3 and, by transitivity, a
refinement of P2 and P1 also. As before, P4 →a S implies P1 →a S for all
systems S.

These examples show how more detailed aspects of system architecture
and behavior may be taken into account at more refined levels. Another
feature of refinement is that the behavior defined at abstract levels can be
constrained at more concrete levels by ruling out alternatives. As an exam-
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ple, consider the body of the rule disable2 which semantically is captured by
the set trace set [[d2 par l2 par a]]. This defines an interleaving of the traces
of the three elements; there are no constraints on the ordering between them.
The ordering can, however, be constrained by using sequential composition
instead of parallel composition. If, for example, it is decided that the dis-
abling of the user and the logging of the incident should be conducted before
the user is alerted, this is defined by (d2 par l2) seq a. Sequential composi-
tion is a special case of parallel composition, so semantically we now have
that [[(d2 par l2) seq a]] ⊆ [[d2 par l2 par a]]. For the obligation rule, the for-
mer set of traces represents a refinement of the latter set of traces.

Let disable3 be defined as disable2 where d2 par l2 par a of the latter is
replaced with (d2 par l2) seq a in the former. Then disable2 � disable3.
By defining the specification P5 = {access, bar, loginFail2, disable3} we have
P4 � P5. By transitivity, P5 is a refinement of all the previous policy
specifications of this example, and adherence to P5 implies adherence to
them all.

6 Related Work

Although a variety of languages and frameworks for policy based manage-
ment has been proposed the last decade or so, policy refinement is still in
its initial phase and little work has been done on this issue. After being
introduced in [2] the goal-based approach to policy refinement has emerged
as a possible approach and has also later been further elaborated [3, 19, 20].

In the approach described in [2], system requirements that eventually are
fulfilled by low-level policy enforcement are captured through goal refine-
ment. Initially, the requirements are defined by high-level, abstract policies,
and so called strategies that describe the mechanisms by which the system
can achieve a set of goals are formally derived from a system description
and a description of the goals. Formal representation and reasoning are
supported by the formalization of all specifications in event calculus.

Policy refinement is supported by the refinement of goals, system entities
and strategies, allowing low-level, enforceable policies to be derived from
high-level, abstract ones. Once the eventual strategies are identified, these
are specified as policies the enforcement of which ensures the fulfillment of
the abstract goals. As opposed to our approach, there is no refinement of
policy specifications. Instead, the final polices are specified with Ponder [4],
which does not support the specification of abstract policies that can be
subject to refinement. The goal-based approach to policy refinement hence
focus on refinement of policy requirements rather than policy specifications.

The same observations hold for the goal-based approaches described in
[3, 19, 20], where the difference between [3, 2] and [19, 20] mainly is on
the strategies for how to derive the policies to ensure the achievement of
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a given goal. The former use event calculus and abduction in order to
derive the appropriate strategies, whereas the latter uses automated state
exploration for obtaining the appropriate system executions. All approaches
are, however, based on requirements capturing through goal refinement, and
Ponder is used as the notation for the eventual policy specification.

In [3] a policy analysis and refinement tool supporting the proposed
formal approach is described. In [2], the authors furthermore show that the
formal specifications and results can be presented with UML diagrams to
facilitate usability. The UML is, however, used to specify goals, strategies,
etc., and not the policies per se as in our approach. In our evaluation of
the UML as a notation for specifying policies [25] we found that sequence
diagrams to a large extent have the required expressiveness, but that the
lack of a customized syntax and semantics makes them unsuitable for this
purpose. The same observation is made in attempts to formalize policy
concepts from the reference model for open distributed processes [10] using
the UML [1, 13]. Nevertheless, in this paper we have shown that with minor
extensions, policy specification and refinement can be supported.

UML sequence diagrams extend message sequence charts (MSCs) [9],
and both MSCs and a family of approaches that have emerged from them,
e.g. [5, 6, 12, 22], could be considered as alternatives to notations for policy
specification. These approaches, however, lack the expressiveness to specify
policies and capture a notion of refinement with the properties demonstrated
in this paper.

Live sequence charts (LSCs)[6] and modal sequence diagrams (MSDs) [5]
are two similar approaches based on a distinction between existential and
universal diagrams. This distinction can be utilized to specify permissions,
obligations and prohibitions. However, conditionality is not supported for
existential diagrams in LSCs which means that diagrams corresponding to
our permissions cannot be specified with triggers. A precise or formal notion
of refinement is also not defined for these approaches. In [12], a variant of
MSCs is provided a formal semantics and is supported by a formal notion of
refinement. MSCs are interpreted as existential, universal or negative (ille-
gal) scenarios, which is related to the specification of permissions, obligations
and prohibitions, respectively, in Deontic STAIRS. There are, however, no
explicit constructs in the syntax for distinguishing between these interpre-
tations. Conditional scenarios with a triggering construct are supported in
[12], but as for LSCs the composition of the triggering scenario and the
triggered scenario is that of strong sequencing. This can be unfortunate in
the specification of distributed systems in which entities behave locally and
interact with other entities asynchronously.

Triggered message sequence charts (TMSCs) [22] allow the specifica-
tion of conditional scenarios and is supported by compositional refinement.
There is, however, no support for distinguishing between permitted, obli-
gated and prohibited scenarios; a system specification defines a set of valid
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traces, and all other traces are invalid.

7 Conclusion and Future Work

In this paper we have shown that the deontic notions of standard deon-
tic logic [15] can be expressed in the UML by a conservative extension of
the sequence diagram notation, thus enabling policy specification. We have
defined both a formal notion of policy adherence and a formal notion of
refinement. The refinement relation is transitive and also supports a com-
positional policy development, which means that individual parts of the
policy specification can be developed separately. The refinement relation
also ensures that the enforcement of a low-level policy specification implies
the enforcement of the initial high-level specification.

Stepwise and compositional development of policy specifications is desir-
able as it facilitates the development process. Policy analysis is furthermore
facilitated as analysis generally is easier and more efficient at abstract levels,
and identified flaws are cheaper to fix. However, for policy analysis to be
meaningful at an abstract level, the results must be preserved under refine-
ment. In future work we will analyze the refinement relation with respect to
such property preservation, particularly with respect to security, trust and
adherence.

In the future we will also define language extensions to allow the spec-
ification of constraints in the form of Boolean expressions that limit the
applicability of policy rules to specific system states. A refinement relation
appropriate for this extension will also be defined.
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A Operations on Sequences

By E ∞ and E ω, we denote the set of all infinite sequences and the set of
all finite and infinite sequences over the set E of elements, respectively. N

denotes the natural numbers, and N0 denotes N ∪ {0}. We use 〈〉 to denote
the empty sequence, and by 〈e1, e2, . . . , en〉 we denote the sequence of n

elements, whose first element is e1, second element is e2, etc.
We define the functions

# ∈ E ω → N0 ∪ {∞}, [ ] ∈ E ω × N → E

to yield respectively the length and the nth element of a sequence. We define
the function

� ∈ E ω × E ω → E ω

for concatenation of sequences, i.e., gluing together sequences. Formally,
concatenation is defined by the following.

(s1
� s2)[n]

def
=

{
s1[n] if 1 ≤ n ≤ #s1

s2[n − #s1] if #s1 < n ≤ #s1 + #s2

The prefix relation on sequences,

 ∈ E ω × E ω → Bool

is formally defined as follows.

s1  s2

def
= ∃s ∈ E ω : s1

� s = s2

The complementary relation is defined by the following.

s1 / s2

def
= ¬(s1  s2)

The truncation operator

| ∈ E ω × N ∪ {∞} → E ω

is used to truncate a sequence at a given length.

s|j
def
=

{
s′ if 0 ≤ j ≤ #s,where #s′ = j ∧ s′  s

s if j > #s

P(E) denotes the set of all subsets of E. The filtering operator

S© ∈ P(E) × E ω → E ω
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is used to filter away elements. A S©s denotes the sub-trace of s obtained
by removing elements of s that are not in A. For a finite sequence s, this
operator is completely defined by the following conditional equations.

A S©〈〉 = 〈〉
e ∈ A ⇒ A S©(〈e〉� s) = 〈e〉�(A S©s)
e /∈ A ⇒ A S©(〈e〉� s) = A S©s

For an infinite sequence s, we need one additional equation.

∀n ∈ N : s[n] /∈ A ⇒ A S©s = 〈〉

The filtering operator T© is defined for pairs of sequences:

T© ∈ P(E × E) × (E ω × E ω) → (E ω × E ω)

In order to formally define this operator, we first generalize some of the
above operators on sequences to pairs of sequences.

#(s1, s2) = min{#s1,#s2}

(s1, s2)[n] = (s1[n], s2[n])

(s1, s2) �(s′1, s
′
2) = (s1

� s′1, s2
� s′2)

(s1, s2)|j = (s1|j, s2|j)

Furthermore, for elements e1, e2 ∈ E, 〈(e1, e2)〉 denotes (〈e1〉, 〈e2〉).
For a pair of sequences c = (s1, s2), the filtering operator T© is now

defined by the following conditional equations.

B T©c = B T©(c|#c)
B T©(〈〉, 〈〉) = (〈〉, 〈〉)

f ∈ B ⇒ B T©(〈f〉� c) = 〈f〉� B T©c

f /∈ B ⇒ B T©(〈f〉� c) = B T©c

∀n < #c + 1 : c[n] /∈ B ⇒ B T©c = (〈〉, 〈〉)
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B Proofs

Theorem 1.

– (ob, T,B) →a S ⇒ (pe, T,B) →a S

– (ob, T,B) →a S ⇔ (¬pe, T,¬B) →a S

– (ob, T,B) →a S ⇔ (pr, T,¬B) →a S

Proof. The third clause follows immediately from Definition 7 of adherence
and the definition of the sub-trace relation. The first and second clauses are
proved in Lemma 1 through Lemma 3.

Lemma 1. (ob, T,B) →a S ⇒ (pe, T,B) →a S

Proof.

Assume: (ob, T,B) →a S

Prove: (pe, T,B) →a S

〈1〉1. Case: ∀h ∈ S : ∀t ∈ T : t�/ h

Proof: Adherence holds trivially by Def. 7
〈1〉2. Case: ∃h ∈ S : ∃t ∈ T : t � h

〈2〉1. Choose arbitrary h ∈ S and t ∈ T such that t � h

Proof: The traces exist by case assumption
〈2〉2. ∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ({t} � B) � h′

〈3〉1. ({t} � B) � h

Proof: By assumption and Def. 7
〈3〉2. ∃k ∈ N : h|k  h ∧ t � h|k

Proof: Case assumption and choosing k = #h

〈3〉3. Q.E.D.
Proof: 〈3〉1, 〈3〉2 and choosing h′ = h

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Def. 7

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Lemma 2. (ob, T,B) →a S ⇒ (¬pe, T,¬B) →a S

Proof.

Assume: (ob, T,B) →a S

Prove: (¬pe, T,¬B) →a S

〈1〉1. Case: ∀h ∈ S : ∀t ∈ T : t�/ h

Proof: Adherence holds trivially by Def. 9
〈1〉2. Case: ∃h ∈ S : ∃t ∈ T : t � h

〈2〉1. Choose arbitrary h ∈ S and t ∈ T such that t � h

Proof: The traces exist by case assumption
〈2〉2. ¬∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ¬(({t} � B) � h′)
〈3〉1. Assume: ∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧¬(({t} � B)� h′)

Prove: ⊥
〈4〉1. Choose arbitrary h′ ∈ S and k ∈ N such that h|k  h′ and

t � h|k and ({t} � B)�/ h′

Proof: The trace and number exist by assumption 〈3〉1
〈4〉2. t � h′

Proof: 〈4〉1
〈4〉3. ({t} � B) � h′

Proof: 〈4〉2, assumption and Def. 7
〈4〉4. Q.E.D.

Proof: 〈4〉1 and 〈4〉3
〈3〉2. Q.E.D.

Proof: By contradiction
〈2〉3. Q.E.D.

Proof: 〈2〉1, 〈2〉2 and Def. 9
〈1〉3. Q.E.D.

Proof: The cases are exhaustive
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Lemma 3. (ob, T,B) →a S ⇐ (¬pe, T,¬B) →a S

Proof.

Assume: (¬pe, T,¬B) →a S

Prove: (ob, T,B) →a S

〈1〉1. Case: ∀h ∈ S : ∀t ∈ T : t�/ h

Proof: Adherence holds trivially by Def. 7
〈1〉2. Case: ∃h ∈ S : ∃t ∈ T : t � h

〈2〉1. Choose arbitrary h ∈ S and t ∈ T such that t � h

Proof: The traces exist by case assumption
〈2〉2. ({t} � B) � h

〈3〉1. ∀h′ ∈ S : ∀k ∈ N : (h|k  h′ ∧ t � h|k ⇒ ({t} � B) � h′)
Proof: By assumption and Def. 9

〈3〉2. Q.E.D.
Proof: 〈3〉1 with h′ = h and k = #h

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Def. 7

〈1〉3. Q.E.D.
Proof: The cases are exhaustive

Theorem 2. If d1 � d′
1

and d2 � d′
2
, then the following hold.

– d1 seq d2 � d′
1

seq d′
2

– d1 alt d2 � d′
1

alt d′
2

– d1 par d2 � d′
1

par d′
2

Proof. Since refinement is defined in terms of the relations ⊆ and ⊇, the
theorem is proven by showing the monotonicity of these relations with re-
spect to the operators �, ∪ and ‖ defining seq, alt and par, respectively. The
proofs are given in Lemma 4 through Lemma 9.

Lemma 4. Monotonicity of ⊆ with respect to �.

H1 ⊆ H ′
1 ∧ H2 ⊆ H ′

2 ⇒ H1 � H2 ⊆ H1 � H ′
2

Proof. Lemma 27 in [8].
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Lemma 5. Monotonicity of ⊇ with respect to �.

H1 ⊇ H ′
1 ∧ H2 ⊇ H ′

2 ⇒ H1 � H2 ⊇ H ′
1 � H ′

2

Proof.

Assume: 1. H1 ⊇ H ′
1

2. H2 ⊇ H ′
2

Prove: H1 � H2 ⊇ H ′
1
� H ′

2

〈1〉1. Case: H ′
1
� H ′

2
= ∅

Proof: Trivial as H ⊇ ∅ for all sets H

〈1〉2. Case: H ′
1
� H ′

2
�= ∅

〈2〉1. Choose arbitrary h ∈ H ′
1
� H ′

2

Proof: Non-empty by case assumption
〈2〉2. h ∈ H1 � H2

〈3〉1. Choose h1 ∈ H ′
1

and h2 ∈ H ′
2

such that
∀l ∈ L : e.l S©h = e.l S©h1

� e.l S©h2

Proof: 〈2〉1 and Def. 2 of �
〈3〉2. h1 ∈ H1

Proof: 〈3〉1 and assumption 1
〈3〉3. h2 ∈ H2

Proof: 〈3〉1 and assumption 2
〈3〉4. Q.E.D.

Proof: 〈3〉1, 〈3〉2, 〈3〉3 and Def. 2 of �
〈2〉3. Q.E.D.

Proof: 〈2〉1, 〈2〉2 and definition of ⊇
〈1〉3. Q.E.D.

Proof: The cases are exhaustive

Lemma 6. Monotonicity of ⊆ with respect to ∪.

H1 ⊆ H ′
1 ∧ H2 ⊆ H ′

2 ⇒ H1 ∪ H2 ⊆ H ′
1 ∪ H ′

2

Proof. The result follows immediately from the definitions of ⊆ and ∪.

Lemma 7. Monotonicity of ⊇ with respect to ∪.

H1 ⊇ H ′
1 ∧ H2 ⊇ H ′

2 ⇒ H1 ∪ H2 ⊇ H ′
1 ∪ H ′

2

Proof. The result follows immediately from the definitions of ⊇ and ∪.

Lemma 8. Monotonicity of ⊆ with respect to ‖.

H1 ⊆ H ′
1 ∧ H2 ⊆ H ′

2 ⇒ H1 ‖ H2 ⊆ H ′
1 ‖ H ′

2

Proof. Lemma 28 in [8].

28



Lemma 9. Monotonicity of ⊇ with respect to ‖.

H1 ⊇ H ′
1 ∧ H2 ⊇ H ′

2 ⇒ H1 ‖ H2 ⊇ H ′
1 ‖ H ′

2

Proof.

Assume: 1. H1 ⊇ H ′
1

2. H2 ⊇ H ′
2

Prove: H1 ‖ H2 ⊇ H ′
1
‖ H ′

2

〈1〉1. Case: H ′
1
‖ H ′

2
= ∅

Proof: Trivial as H ⊇ ∅ for all sets H

〈1〉2. Case: H ′
1
‖ H ′

2
�= ∅

〈2〉1. Choose arbitrary h ∈ H ′
1
‖ H ′

2

Proof: Non-empty by case assumption
〈2〉2. h ∈ H1 ‖ H2

〈3〉1. Choose s ∈ {1, 2}∞ such that
π2(({1} × E) T© (s, h)) ∈ H ′

1
and

π2(({2} × E) T© (s, h)) ∈ H ′
2

Proof: 〈2〉1 and Def. 1 of ‖
〈3〉2. π2(({1} × E) T© (s, h)) ∈ H1

Proof: 〈3〉1 and assumption 1
〈3〉3. π2(({2} × E) T© (s, h)) ∈ H2

Proof: 〈3〉1 and assumption 2
〈3〉4. Q.E.D.

Proof: 〈3〉1, 〈3〉2 and 〈3〉3 and Def. 1 of ‖
〈2〉3. Q.E.D.

Proof: 〈2〉1, 〈2〉2 and definition of ⊇
〈1〉3. Q.E.D.

Proof: The cases are exhaustive
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Theorem 3. Given a system S and policy specifications P and P ′, if
P � P ′ and P ′ →a S, then P →a S.

Proof.

Assume: 1. P � P ′

2. P ′ →a S

Prove: P →a S

〈1〉1. Case: P = ∅
Proof: Adherence holds trivially by Def. 8

〈1〉2. Case: P �= ∅
〈2〉1. Choose arbitrary r ∈ P

Proof: The rule exists by case assumption
〈2〉2. r →a S

〈3〉1. Choose r′ ∈ P ′ such that r � r′

Proof: The rule exist by assumption 1 and Def. 12 of policy refine-
ment

〈3〉2. r′ →a S

Proof: Assumption 2 and Def. 8 of policy adherence
〈3〉3. Q.E.D.

Proof: 〈3〉1, 〈3〉2 and Lemma 10, Lemma 11 and Lemma 12 for the
respective modalities of r

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Def. 8 of policy adherence

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Lemma 10.

(pe, T,B)� (pe, T ′, B′) ∧ (pe, T ′, B′) →a S ⇒ (pe, T,B) →a S

Proof.

Assume: 1. (pe, T,B)� (pe, T ′, B′)
2. (pe, T ′, B′) →a S

Prove: (pe, T,B) →a S

〈1〉1. Case: ∀h ∈ S : ∀t ∈ T : t�/ h

Proof: Adherence holds trivially by Def. 7
〈1〉2. Case: ∃h ∈ S : ∃t ∈ T : t � h

〈2〉1. Choose arbitrary h ∈ S and t ∈ T such that t � h

Proof: The traces exist by case assumption
〈2〉2. ∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ({t} � B) � h′

〈3〉1. t ∈ T ′

Proof: 〈2〉1, assumption 1 and Def. 11 of rule refinement
〈3〉2. ∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ({t} � B′) � h′

Proof: 〈2〉1, 〈3〉1, assumption 2 and Def. 7 of adherence
〈3〉3. ∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ∃h′′ ∈ ({t} � B′) : h′′

� h′

Proof: 〈3〉2 and Def. 4 of �

〈3〉4. ({t} � B′) ⊆ ({t} � B)
Proof: Assumption 1, Def. 11 of rule refinement and Lemma 4 of
monotonicity of ⊆ wrt. �

〈3〉5. ∃h′ ∈ S : ∃k ∈ N : h|k  h′ ∧ t � h|k ∧ ∃h′′ ∈ ({t} � B) : h′′
� h′

Proof: 〈3〉3 and 〈3〉4
〈3〉6. Q.E.D.

Proof: 〈3〉5 and Def. 4 of �

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Def. 7 of adherence

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Lemma 11.

(ob, T,B)� (ob, T ′, B′) ∧ (ob, T ′, B′) →a S ⇒ (ob, T,B) →a S

Proof.

Assume: 1. (ob, T,B)� (ob, T ′, B′)
2. (ob, T ′, B′) →a S

Prove: (ob, T,B) →a S

〈1〉1. Case: ∀h ∈ S : ∀t ∈ T : t�/ h

Proof: Adherence holds trivially by Def. 7
〈1〉2. Case: ∃h ∈ S : ∃t ∈ T : t � h

〈2〉1. Choose arbitrary h ∈ S and t ∈ T such that t � h

Proof: The traces exist by case assumption
〈2〉2. ({t} � B) � h

〈3〉1. t ∈ T ′

Proof: 〈2〉1, assumption 1 and Def. 11 of rule refinement
〈3〉2. ({t} � B′) � h

Proof: 〈2〉1, 〈3〉1, assumption 2 and Def. 7 of adherence
〈3〉3. ({t} � B′) ⊆ ({t} � B)

Proof: Assumption 1, Def. 11 of rule refinement and Lemma 4 of
monotonicity of ⊆ wrt. �

〈3〉4. Q.E.D.
Proof: 〈3〉2, 〈3〉3 and Def. 4 of �

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Def. 7 of adherence

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Lemma 12.

(pr, T,B)� (pr, T ′, B′) ∧ (pr, T ′, B′) →a S ⇒ (pr, T,B) →a S

Proof.

Assume: 1. (pr, T,B)� (pr, T ′, B′)
2. (pr, T ′, B′) →a S

Prove: (pr, T,B) →a S

〈1〉1. Case: ∀h ∈ S : ∀t ∈ T : t�/ h

Proof: Adherence holds trivially by Def. 7
〈1〉2. Case: ∃h ∈ S : ∃t ∈ T : t � h

〈2〉1. Choose arbitrary h ∈ S and t ∈ T such that t � h

Proof: The traces exist by case assumption
〈2〉2. ({t} � B)�/ h

〈3〉1. t ∈ T ′

Proof: 〈2〉1, assumption 1 and Def. 11 of rule refinement
〈3〉2. ({t} � B′)�/ h

Proof: 〈2〉1, 〈3〉1, assumption 2 and Def. 7 of adherence
〈3〉3. ({t} � B′) ⊇ ({t} � B)

Proof: Assumption 1, Def. 11 of rule refinement and Lemma 5 of
monotonicity of ⊇ wrt. �

〈3〉4. Q.E.D.
Proof: 〈3〉2, 〈3〉3 and Def. 5 of �/

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Def. 7 of adherence

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Abstract STAIRS is a formal approach to system
development with UML 2.1 sequence diagrams that supports
an incremental and modular development process. STAIRS is
underpinned by denotational and operational semantics that
have been proved to be equivalent. STAIRS is more expres-
sive than most approaches with a formal notion of refine-
ment. STAIRS supports a stepwise refinement process under
which trace properties as well as trace-set properties are pre-
served. This paper demonstrates the potential of STAIRS in
this respect, in particular that refinement in STAIRS pre-
serves adherence to information flow properties as well as
policies.

1 Introduction

The denotational semantics of STAIRS [9,33] is a formal-
ization of the trace semantics for sequence diagrams that is
informally described in the UML 2.1 standard [27]. A trace
is a sequence of event occurrences (referred to as “events”
in the following) ordered by time that describes an execution
history, and the semantics of a sequence diagram is defined
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in the standard by a set of valid traces and a set of invalid
traces.

A system implementation, i.e., an existing system, can be
characterized by the set of traces representing all the possible
runs of the system. Such a representation can serve as a basis
for analysis as well as verification or falsification of different
properties, e.g., safety and security, that the system is sup-
posed to possess or not to possess. Property falsification can
be classified into falsification on the basis of a single trace
and falsification on the basis of a set of traces [25].

Properties that can be falsified on single traces are the kind
of properties that were originally investigated by Alpern and
Schneider [2,35] and include safety and liveness properties.
Properties that can only be falsified on sets of traces are of the
type that McLean [25] referred to as possibilistic properties
and include information flow properties and permission rules
of policies.

In system development with refinement, system documen-
tation is organized in a hierarchical manner. The various
specifications within the hierarchy are related by notions of
refinement. Each refinement step adds details to the specifi-
cation, making it more concrete and closer to an implemen-
tation. This facilitates efficiency of analysis and verification
through abstraction. Moreover, it supports early discovery of
design flaws.

STAIRS distinguishes between two kinds of non-
determinism; namely, underspecification and inherent non-
determinism. Underspecification is a feature of abstraction
and means specifying several behaviors, each representing
a potential alternative serving the same purpose. The ful-
fillment of only some of them (at least one) is acceptable
for an implementation to be correct. The other kind of non-
determinism is an explicit, inherent non-determinism that
a correct implementation is required to possess. A simple
example is the non-determinism between heads and tails in
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the specification of the game of tossing a coin. An implem-
entation that offers only one of the alternatives is obviously
not correct.

If an abstract system specification does not have the
expressiveness to distinguish between these two kinds of
non-determinism, refinement of trace-set properties is prob-
lematic [15,31]. Refinement will typically reduce underspec-
ification and thereby reduce non-determinism. If there is no
way to distinguish the non-determinism that can be reduced
from the non-determinism that should be preserved, we have
no guarantee that trace-set properties are preserved. In that
case, although a trace-set property is verified to hold for the
abstract specification, it may not hold for a system obtained
by refinement from the abstract specification. The potential
of trace-set properties not to be preserved under refinement
is in [16] referred to as the refinement paradox.

The objective of this paper is twofold. Firstly, the paper
presents the semantic foundation of STAIRS. The denota-
tional semantics that captures both underspecification and
inherent non-determinism is presented, along with a
formal notion of refinement that preserves inherent non-
determinism. Secondly and more importantly, the potential of
the expressiveness of STAIRS to capture trace-set properties
and preserve these under refinement is demonstrated within
the domains of information flow security and policy based
management, both of which require this expressiveness.

Generally, secure information flow properties provide a
way of specifying security requirements, e.g., confidentiality,
by selecting a set of domains, i.e., abstractions of real system
entities such as users or files, and then restricting allowed flow
of information between these domains. Many information
flow properties are trace-set properties, and we show that such
properties can be expressed within the STAIRS approach.

Policies define requirements to systems and are typically
used for the management of security, networks, and services.
A policy is defined as a set of policy rules. We show that
some policies are trace-set properties and that they can be
expressed in the STAIRS approach.

As illustrated in Fig. 1, we distinguish between system
specifications (of which a system is a special case) on the one
hand and properties/policies on the other hand. The notion
of refinement relates different levels of abstractions on the
system side and is therefore represented by the vertical arrows
in Fig. 1. Adherence, on the other hand, is depicted by an
arrow relating the left and right sides, and characterizes what
it means for a system specification to fulfill a property/policy.

To the right in Fig. 1, S1 denotes an initial, abstract sys-
tem specification, whereas S2 and S3 denote refined and more
concrete system specifications. We show that refinement as
defined in STAIRS preserves adherence. Given that the spec-
ification S1 adheres to P , and S2 is a refinement of S1, it
follows by adherence preservation that also S2 adheres to P ,
as illustrated by the upper left dashed arrow. The same is

S1

S2

S3

Property/
Policy

System
specification

P

adherence

adherence

adherence

refinem
ent

refinem
ent

Fig. 1 Preservation of adherence under refinement

the case for refinement of S2, resulting in the specification
S3. Moreover, the refinement relation is transitive, so if the
development process begins with the specification S1, and S1

adheres to P , then adherence is preserved under any number
of refinement steps. Hence, also the specification S3 adheres
to P , which motivates the dashed arrow from the uppermost
adherence relation to the lowermost.

The structure of the paper is as follows. In Sect.2, we give
an overview of the central concepts of the STAIRS approach
and show how these are related to concepts of information
flow security on the one hand and to concepts of policies
on the other hand. In Sect. 3, we give an introduction to
UML 2.1 sequence diagrams and the STAIRS denotational
trace semantics. In Sect. 4, information flow properties are
defined and formalized, information flow property adherence
is defined, and it is shown that information flow property
adherence is preserved under refinement. In Sect. 5, we intro-
duce a syntax and a semantics for specifying policies in the
setting of UML 2.1 sequence diagrams. We formally define
the notion of policy adherence and show preservation of pol-
icy adherence under refinement. The results of the paper are
related to other work in Sect. 6. Finally, in Sect. 7, we con-
clude. There is also an appendix with formal definitions of
some notions and concepts that for the sake of readability are
only defined informally in the main part of the paper.

2 Conceptual overview

The UML class diagram in Fig. 2 depicts the most important
concepts and conceptual relations of relevance to this paper.
In STAIRS, a system specification is given by a UML 2.1
sequence diagram. Semantically, the meaning of a sequence
diagram is captured by a non-empty set of interaction oblig-
ations. Each interaction obligation represents one inherent
choice of system behavior. The variation over interaction
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Fig. 2 Relationships of concepts

obligations captures the inherent non-determinism that is
required for trace-set properties to be expressed.

Each interaction obligation is defined by a pair of trace
sets, one positive and one negative. The set of positive traces
defines valid or legal alternatives, and may capture under-
specification since a correct implementation is only required
to offer at least one of these traces. The set of negative traces
defines invalid or illegal alternatives, and a correct imple-
mentation of an interaction obligation will never produce
any of the negative traces. Notice that the positive traces in
one interaction obligation may be negative in other interac-
tion obligations. Hence, the scope of a negative trace is the
interaction obligation in question.

In the UML 2.1 standard, a sequence diagram defines both
valid and invalid traces that correspond to the positive and
negative traces in STAIRS, respectively. The traces that are
neither categorized as positive nor as negative are referred to
as inconclusive. Inconclusive traces represent behavior that
is irrelevant or uninteresting for the specification in question,
at least for the given level of abstraction.

STAIRS relates system specifications via refinement.
Hence, Fig. 2 depicts refinement as a relation between spec-
ifications.

The set of interaction obligations defined by a STAIRS
system specification can be understood as a generalization
of the set of traces representing a system; each interaction
obligation must be fulfilled by at least one system run. Trace
properties and trace-set properties in STAIRS are hence cap-
tured as properties of interaction obligations and sets of inter-
action obligations, respectively.

The upper left part of Fig. 2 shows that information flow
property adherence is a relation between an information flow
property and a system specification. Correspondingly, on the

upper right part of the diagram, policy adherence is depicted
as a relation between a policy and a system specification. The
refinement relation between system specifications preserves
both instances of adherence.

3 STAIRS

As background to the full treatment of trace-set properties
and adherence, in this section, we give a more mathemati-
cal introduction to STAIRS with focus on the denotational
semantics of sequence diagrams and the notion of refine-
ment. We refer to [9,33] for the full treatment. See [21] for
an equivalent operational semantics.

We first present the semantics of sequence diagrams with-
out the STAIRS specific xalt operator that is used to specify
inherent non-determinism. In the cases without the use of xalt,
a single interaction obligation is sufficient. We then address
the general situation with xalt, in which case the semantics of
a sequence diagram becomes a set of interaction obligations.
Finally, we define refinement.

3.1 Sequence diagrams without xalt

STAIRS formalizes UML sequence diagrams, and thus pre-
cisely defines the trace semantics that is only informally
described in the UML 2.1 standard. Sequence diagrams spec-
ify system behavior by showing how entities interact by the
exchange of messages, where the behavior is described by
traces.

A trace is a sequence of events ordered by time represent-
ing a system run. An event is either the transmission or the
reception of a message. In the STAIRS denotational seman-
tics, a message is given by a triple (co, tr, re) of a message
content co, a transmitter tr , and a receiver re. The transmit-
ter and receiver are lifelines. L denotes the set of all lifelines
and M denotes the set of all messages. An event is a pair of
a kind and a message, (k, m) ∈ {!, ?} × M, where ! denotes
that it is a transmit event and ? denotes that it is a receive
event. By E , we denote the set of all events, and T denotes
the set of all traces.

The diagram login to the left in Fig. 3 is very basic and has
only two events; the transmission of the message login(id)
on the user lifeline and the reception of the same message
on the server lifeline. The transmit event must obviously
occur before the reception event. The diagram login therefore
describes the single trace 〈!l, ?l〉 of these two events, where l
is a shorthand for the message. Throughout the paper we will
represent a message by the first letter in the message content
for simplicity’s sake.

The diagram request to the right in Fig. 3 shows the sequen-
tial composition of the transmission and reception of the two
messages l and r . The order of the events on each lifeline
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sd login

:User :Server

login(id)

sd request

:User :Server

retrieve(doc)

login(id)

Fig. 3 Basic sequence diagrams

Fig. 4 Interaction use
sd request’

:User :Server

retrieve(doc)

ref login

is given by their vertical positions, but the two lifelines are
independent. This corresponds to so-called weak sequencing.
Weak sequencing defines a partial ordering of the events of
the diagram, and requires that events on the same lifeline are
ordered sequentially, and that the transmission of a message
is ordered before its reception. For traces t1 and t2, t1 � t2
is the set of traces obtained by their weak sequencing.1 The
weak sequencing in the diagram request, for example, is cap-
tured by

〈!l, ?l〉 � 〈!r, ?r〉 = {〈!l, ?l, !r, ?r〉, 〈!l, !r, ?l, ?r〉}
The transmission of l is the first event to occur, but after
that, both the reception of l and the transmission of r may
occur. The � operator is lifted to sets of traces T1 and T2 in
a pointwise manner as follows.

T1 � T2 =def
⋃

(t1,t2)∈T1×T2

(t1 � t2)

Notice that if T1 or T2 is ∅, the result is also ∅.
In the diagram request’ in Fig. 4, we employ a construct

referred to as an interaction use in the UML standard. The
ref operator takes a sequence diagram as operand, which in
this case is the diagram login to the left in Fig. 3. An interac-
tion use is merely shorthand for the contents of the referred
diagram, but is useful as it allows the reuse of the same speci-
fication in several different contexts. As a result, the diagram
request’ shows the weak sequencing of the transmission and
reception of the two messages l and r . The diagram request’
is hence semantically equivalent to the diagram request of
Fig. 3.

In fact, the diagram request” of Fig. 5 is also equivalent
to the diagram request. The only difference between request
and request” is that in the latter, weak sequencing of the two
message interchanges is stated explicitly by using the seq
operator.

1 For a formal definition of the weak sequencing operator �, see Appen-
dix A.2.

sd retrieve

:User :Server

retrieve(doc)

sd request’’

:User :Server

ref login
seq

ref retrieve

Fig. 5 Weak sequencing

Fig. 6 Negative interaction
sd loginFail

:User :Server

login(id)

fail

neg retrieve(doc)

doc

Generally, a sequence diagram specifies both valid and
invalid behavior that is semantically captured by a pair (p, n)

of positive and negative traces, respectively. Such pairs are
referred to in STAIRS as interaction obligations. Traces not
specified as positive or negative, i.e., T \(p ∪n), are referred
to as inconclusive. For both diagrams in Fig. 3, the set of neg-
ative traces is the empty set ∅ since no behavior is specified
as negative.

The neg construct may be used to specify behavior as
negative, as exemplified in Fig. 6. This diagram specifies
that following a login failure (positive scenario), the user is
not allowed to retrieve documents from the server (negative
scenario). The diagram is thus the weak sequencing of a posi-
tive and a negative scenario. In order to capture this formally,
we lift the weak sequencing operator from sets of traces to
interaction obligations as follows:

(p1, n1) � (p2, n2) =def
(p1 � p2, (n1 � p2)

∪ (n1 � n2) ∪ (p1 � n2))

Notice that any combination with a negative scenario is
defined as negative.

To see what this definition means for the diagram in Fig. 6,
consider first the negative scenario, i.e., the interaction within
the scope of the neg operator. It defines exactly one nega-
tive trace; namely, 〈!r, ?r, !d, ?d〉. It also defines one positive
trace; namely, the empty trace 〈〉, indicating that skipping
the behavior specified by the negative scenario is valid. The
interaction obligation corresponding to the negative scenario
is therefore ({〈〉}, {〈!r, ?r, !d, ?d〉}).

The positive scenario of the diagram, i.e., the interaction
above the neg operator, specifies a single positive trace,

123



Adherence preserving refinement of trace-set properties in STAIRS 49

Fig. 7 Underspecification
using alt

sd sendDoc

:User :Server

alt

doc1

doc2

doc1,doc2

〈!l, ?l, ! f, ? f 〉, and no negative traces. This gives the following
interaction obligation.

({〈!l, ?l, ! f, ? f 〉},∅)

The semantics of the whole diagram in Fig. 6 is defined by
weak sequencing of the interaction obligations correspond-
ing to its positive and negative scenarios:

({〈!l, ?l, ! f, ? f 〉},∅) � ({〈〉}, {〈!r, ?r, !d, ?d〉})
This yields an interaction obligation consisting of one posi-
tive trace and one negative trace:

({〈!l, ?l, ! f, ? f 〉}, {〈!l, ?l, ! f, ? f, !r, ?r, !d, ?d〉})
The positive traces of the sequence diagram request in

Fig. 3 are equivalent in the sense that they both represent
a valid way of fulfilling the behavior as described by the
diagram. In STAIRS, this kind of non-determinism, often
referred to as underspecification, may also be expressed dir-
ectly by the alt operator. This is exemplified in the diagram
sendDoc in Fig. 7, where two alternative ways of sending
data from the server to the user is described. Both operands
of the alt operator represent adequate alternatives of fulfilling
the intended behavior of sending two documents to the user.
It is left to the implementer of the server to decide whether
the documents should be sent as one or two messages.

Semantically, the alt operator is captured by the operator
� for inner union. Let (p1, n1) and (p2, n2) be the interac-
tion obligations corresponding to the two operands of the alt.
The semantics of the overall construct is then captured by
(p1, n1) � (p2, n2) =def

(p1 ∪ p2, n1 ∪ n2).
The sendDoc diagram has no negative traces since neither

of the operands of the alt specify negative behavior. On the
other hand, sendDoc has three positive traces, one from the
first operand of the alt and two from the second, since the
interleaving of !d2 and ?d1 is left open.

Notice that a sequence diagram may be specified such
that there is an overlap between the positive and the negative
traces of the interaction obligation (p, n), i.e., p ∩ n 	= ∅.
In that case, the positive traces that are also negative are
treated as negative. The valid or legal traces of a specification
are represented by the set p\n and are referred to as the
implementable traces of the interaction obligation.

Fig. 8 Explicit alternatives
sd retrieve-store

:User :Server

retrieve(doc)xalt

doc

store(doc)

ok

3.2 Sequence diagrams with xalt

In STAIRS, the alt operator captures non-deterministic
choice in the meaning of underspecification, as already exem-
plified in Fig. 7. To specify inherent non-determinism, which
may be understood as non-determinism the system is required
to possess, we may use the xalt operator in STAIRS. This
requires, however, a richer semantics. Instead of a single
interaction obligation, we now need a set of interaction oblig-
ations to capture the meaning of a sequence diagram.

Figure 8 illustrates the use of the xalt operator. The spec-
ification says that the user can either retrieve data from or
store data on the server. Importantly, the server must offer
both alternatives.

Semantically, the xalt operator corresponds to ordinary
union of the sets of interaction obligations for its operands.
Since neither of the operands of this particular example have
occurrences of xalt, they are singleton sets. The xalt con-
struct then denotes the union of the two sets, i.e., {({〈!r, ?r,
!d, ?d〉},∅), ({〈!s, ?s, !o, ?o〉},∅)}.

The semantics of sequence diagrams is defined by a func-
tion � � that for any given diagram d yields a set � d � =
{(p1, n1), . . . , (pm, nm)} of interaction obligations. It is for-
mally defined as follows.

Definition 1 Semantics of sequence diagrams.

� e � =def {({〈e〉},∅)} for any e ∈ E
� seq[d1, d2] � =def {

o1 � o2 | o1 ∈ � d1 � ∧ o2 ∈ � d2 �

}
� neg[d] � =def {

({〈〉}, p ∪ n) | (p, n) ∈ � d �

}
� alt[d1, d2] � =def {

o1 � o2 | o1 ∈ � d1 � ∧ o2 ∈ � d2 �

}
� xalt[d1, d2] � =def

� d1 � ∪ � d2 �

3.3 Refinement

Refinement means adding information to a specification such
that the specification becomes more complete and detailed.
This may be achieved by reducing underspecification through
redefining previously positive traces as negative or by redefin-
ing previously inconclusive traces as negative.

In STAIRS [9], there are also more general notions of
refinement in which, for example, inconclusive traces may be
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redefined as positive. These more general notions of refine-
ment are mainly of relevance in very specific phases of system
development and are not considered in this paper.

Refinement facilitates analysis through abstraction, but for
analysis at an abstract level to be meaningful, the analysis
results must be preserved under refinement. The refinement
relation should also be transitive so as to support a stepwise
development process ensuring that the final, most complete
specification is a valid refinement of the initial specification.
Modularity of the development process should also be sup-
ported by monotonicity of the composition operators with
respect to refinement.

By (p, n)� (p′, n′), we denote that the interaction oblig-
ation (p′, n′) is a refinement of the interaction obligation
(p, n). Formally, refinement of interaction obligations is
defined as follows.

Definition 2 Refinement of interaction obligations.

(p, n)� (p′, n′) =def
(n ⊆ n′) ∧ (p ⊆ p′ ∪ n′) ∧ (p′ ⊆ p)

This means that in a refinement step, both inconclusive and
positive traces can be redefined as negative. Once negative, a
trace remains negative, while a positive trace cannot become
inconclusive.

The variation over positive traces of an interaction oblig-
ation may reflect variations over the design choices under
consideration. At later phases of the development, when the
system in question is better understood and the specifica-
tion is more complete, design choices are made by redefin-
ing some of the previously positive traces as negative. The
negative traces of an interaction obligation explicitly state
that these traces are held as invalid or illegal alternatives
for fulfilling the interaction obligations. Hence, when design
alternatives become more explicit through refinement, the
negative traces remain negative.

For sequence diagrams d and d ′, refinement is defined as
follows.

Definition 3 Refinement of sequence diagrams.

[[ d ]]� [[ d ′ ]] =def

∀o ∈ [[ d ]] : ∃o′ ∈ [[ d ′ ]] : o� o′ ∧
∀o′ ∈ [[ d ′ ]] : ∃o ∈ [[ d ]] : o� o′

By this definition, all interaction obligations of a specifi-
cation must be represented by an interaction obligation in the
refined specification, and adding interaction obligations that
do not refine an interaction obligation of the abstract level is
not allowed. This ensures that the inherent non-determinism
expressed by the variation over interaction obligations is per-
sistent through refinement.

Since trace-set properties are expressed as properties of
sets of interaction obligations in STAIRS, the refinement
relation ensures that trace-set properties are preserved under
refinement by the preservation of interaction obligations.

The following theorem implies that the refinement relation
supports a stepwise development process.

Theorem 1 The refinement relation is transitive and reflex-
ive. Formally, for all sequence diagrams d1, d2, and d3,

[[ d1 ]]� [[ d2 ]] ∧ [[ d2 ]]� [[ d3 ]] ⇒ [[ d1 ]]� [[ d3 ]]
[[ d1 ]]� [[ d1 ]]
For a formal proof of the theorem, see [34].

The following set of monotonicity results is established in
[34]. These are important since they imply that the different
parts of a sequence diagram can be refined separately.

Theorem 2 If [[ d1 ]] � [[ d ′
1 ]] and [[ d2 ]] � [[ d ′

2 ]], then
the following holds.

[[ neg[d1] ]]� [[ neg[d ′
1] ]]

[[ seq[d1, d2] ]]� [[ seq[d ′
1, d ′

2] ]]
[[ alt[d1, d2] ]]� [[ alt[d ′

1, d ′
2] ]]

[[ xalt[d1, d2] ]]� [[ xalt[d ′
1, d ′

2] ]]
A sequence diagram is specified by composing sub-

diagrams using the various operators. The monotonicity
result, along with reflexivity, ensures that refinement of the
sub-diagrams in isolation results in a valid refinement of the
diagram as a whole. Moreover, the transitivity result means
that each separate part of the sequence diagram can be sub-
ject to any number of refinement steps in order to refine the
whole specification.

4 Secure information flow properties

Secure information flow properties impose requirements on
information flow between different security domains. The
underlying idea is that an observer residing in one secu-
rity domain (call it low) shall not, based on its observations,
be able to deduce whether behavior associated with another
security domain (call it high) has, or has not occurred. Such
requirements are referred to as secure information flow prop-
erties (or information flow properties for short).

Example 1 Suppose we require that the low-level user
(:UserL) of Fig. 9 should not be able to deduce that the high-
level user (:UserH) has done something. In the worst case, the
low-level user has complete knowledge of the specification
DS. If the low-level user makes an observation, he can use
this knowledge to construct the set of all the positive traces
that are compatible with that observation (the low-level
equivalence set). He can conclude that one of the traces in
this set has occurred, but not which one.

With respect to Fig. 9, the low-level user can make three
observations: 〈!s, ?o〉, 〈〉, and 〈!s, ?e〉. If the observation
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sd DS

:UserL :Server

alt

ok

retrieve(doc)

:UserH

store(doc)

doc

par store(doc)

alt ok

error

retrieve(doc)

alt doc

error

Fig. 9 Document storage and retrieval

〈!s, ?o〉 is made, he can conclude that either the trace describ-
ing the top-most scenario of Fig. 9 has occurred or that one of
the traces describing the lower-most scenario has occurred.
The trace of the top-most scenario does not contain any
events of the high-level user. Therefore, the low-level user
cannot conclude with certainty that the high-level user has
done something when the observation 〈!s, ?o〉 is made. How-
ever, if the low-level user makes the observation 〈!s, ?e〉, he
can conclude with certainty that the high-level user has done
something. This is because the low-level user receives an
error message only when storing a document at the same
time as the high-level user is attempting to retrieve the same
document. Similarly, when observation 〈〉 is made, the low-
level user knows for sure that the high-level user has done
something. Hence, DS is not secure w.r.t. our requirement.

4.1 Capturing information flow properties

The above example indicates that we need two ingredients
to define precisely what is meant by an information flow
property:

– a notion of high-level behavior that should always be a
possibility, which we represent by a predicate H ∈ T →
Bool on traces; (this predicate may, as in the previous
example, characterize all traces in which a high-level user
has not done something);

– a set L ⊆ E of low-level events that can be observed by
the low-level user.

l1

l2

l3

H

Fig. 10 Observation of high-level behavior

Intuitively, a system adheres to an information flow prop-
erty (L , H) if for each trace t of the system, there is a system
trace t ′ that satisfies H and is low-level equivalent to t . We
say that two traces are low-level equivalent iff they cannot
be distinguished by the observations made by the low-level
user.

Let S be a system specification and suppose the low-level
user has complete knowledge of S. The low-level user may
then, for each (low-level) observation he can make of the
system, use S to construct the set that contains traces that
are compatible with that observation. He will know that one
of the traces in this set has occurred, but not which one.
However, if each trace that is compatible with a given (low-
level) observation fulfills H , he can conclude with certainty
that a high-level behavior has occurred.

This is illustrated in Fig. 10, where the outer rectangle
depicts the set of all traces T . The ellipses depict the sets of
positive traces in S that are compatible with the observations
the low-level user can make of the system. The low-level
observations are described by the traces l1, l2, and l3 of low-
level events, so for all positive traces t in S, t is compatible
with one of the observations l1, l2, or l3. The dashed rectan-
gle H depicts the high-level behavior. In this case, the set of
traces compatible with the low-level observation l2 is a sub-
set of the high-level behavior. Hence, if the low-level user
observes l2, he knows with certainty that high-level behavior
has taken place.

Likewise, if H is disjoint from a set of traces compatible
with a low-level observation, the low-level user may with
certainty deduce that no behavior characterized by H has
taken place. In this case, information flows from the high-
level domain to the low-level domain since the low-level user
knows that the high-level behavior has not been conducted.

This is illustrated in Fig. 10 by the low-level observation
l3. Since all positive traces of S that are compatible with l3 are
not in H , the low-level user knows for sure that no high-level
behavior has taken place by observing l3.

To prevent the low-level user from deducing that high-
level behavior has occurred or that high-level behavior has
not occurred, there must for each low-level observation exist
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l1

l2

l3

H

Fig. 11 No observation of high-level behavior

both a compatible trace within H and a compatible trace
within its complement H .

This is illustrated in Fig. 11. For example, by observing the
trace l1 of low-level events, the low-level user cannot deduce
whether or not high-level behavior has occurred since l1 is
compatible with both possibilities.

Example 2 The requirement of Example 1 is captured by
the security property known as non-inference [28]. In order
to formalize non-inference, we distinguish between the set
L of events that, as already mentioned, can be observed by
the low-level user and the set C of events that should be
considered confidential, i.e., L ∩ C = ∅.

Non-inference may now be captured by the information
flow property (L , H), where the high level predicate is spec-
ified as follows.

H(t) =def
C S©t = 〈〉

For a trace t and a set of events E , the filtering operation E S©t
yields the trace obtained from t by filtering away every event
not contained in E .2

In some cases, it is necessary to distinguish between
several high-level behaviors in order to capture adequate
information flow properties. Since the low-level user has full
knowledge of the specification S, he may, for example, iden-
tify a subset H ′ of the high-level behavior characterized by
H in which a specific high-level behavior is conducted, e.g.,
document retrieval. In Fig. 12, the set H ′ is within the inter-
section of H and the traces compatible with l2. By observ-
ing l1 or l3, the low-level user can deduce with certainty
that high-level behavior that fulfills H ′ has not occurred. In
order to prevent this, we may specify a set of predicates, each
characterizing a high-level behavior, and require that each of
them are compatible with all low-level observations.

As a further illustration of the need to operate with a set of
high-level behaviors, suppose we want to prevent a low-level
user from deducing which login password has been chosen
by a high-level user. The set H that characterizes all traces
in which the high-level user has not chosen a password can

2 For a formal definition of the filtering operator S©, see Appendix A.1.

l1

l2

l3

H

H

Fig. 12 Observing that high-level behavior has not occurred

l1

l2

l3

H1 H2 H3

Fig. 13 Several high-level behaviors

be used to prevent the low-level user from deducing that
some password has been selected, but we may be satisfied by
preventing the low-level user from deducing which password
has been selected. In that case, we need a predicate H for each
password that can be selected.

This is illustrated in Fig. 13, where we distinguish between
three different high-level behaviors, H1, H2 and H3. The
low-level user can make three different observations, and
in each case may deduce that a high-level behavior has been
conducted. However, the low-level user cannot deduce which
one, since each of the observations l1, l2, and l3 is compatible
with all three high-level behaviors.

In the general case, we specify the high-level behaviors by
a predicate on traces parameterized over the set of all traces,
H ∈ T → (T → Bool). Hence, the set of traces t ′ that
fulfill the predicate H(t) characterizes a specific high-level
behavior dependent on t .

In some cases we may wish to impose requirements on
information flow only if certain restrictions hold. We may,
for example, wish to only prevent the low-level user from
deducing that a particular document has been stored on a
server if the low-level user has not been granted privileges
to deduce this. Or we may wish to only prevent the low-
level user from deducing that confidential events have not
occurred if the occurrence is not influenced by the behavior
of the low-level user. The latter assumption, for example,
is made in the definition of the so-called perfect security
property [44].
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H(t2)

t1

R(t1)

t2

Fig. 14 Security requirement with restriction

Formally, the restriction is also specified by a predicate
on traces parameterized over the set of all traces, R ∈ T →
(T → Bool). The idea is that if the low-level user makes the
low-level observation corresponding to a trace t , we are then
only concerned about the high-level behaviors of relevance
for t , which are those generated from the traces that fulfill
the restriction predicate R(t).

This is illustrated in Fig. 14. The solid ellipse depicts the
set that contains traces that are compatible with the low-
level observation of the trace t1, and the dashed rectangle
represents those traces that are not high-level behaviors with
respect to t2. By observing the trace t1, the low-level user can
deduce with certainty that high-level behavior as character-
ized by H(t2) has not occurred.

Suppose, now, that the trace t2 for some reason or another
is not relevant when trace t1 has occurred. Then the predicate
R(t1) can be used to express this by defining R(t1)(t2) ⇔
False. Hence, with respect to the observation t1, the trace t2
is not held as relevant for the security requirement in ques-
tion. With this weakening of the requirement, the situation
depicted in Fig. 14 illustrates a secure case.

To summarize, inspired by [22], we specify a basic infor-
mation flow property by a triple (R, L , H) of a restriction
predicate R ∈ T → (T → Bool), a set of low-level events
L ∈ E , and a high-level predicate H ∈ T → (T → Bool).
Intuitively, a system adheres to a basic information flow prop-
erty (R, L , H) if, for any trace t1, the system is secure with
respect to any high-level predicate H(t2) such that R(t1)(t2),
i.e. any high-level predicate H(t2) of relevance for t1. We
specify an information flow property by a set P of such
triples, each specifying a basic information flow property.

Example 3 In the following, we demonstrate how to specify
an information flow property using the approach introduced
above.

Assume we want to capture the following property: the
low-level user should not be able to deduce (A) whether
high-level behavior has occurred and (B)whether a particular
high-level behavior has not occurred.

We formalize the requirements (A) and (B) by the triples
(RA, L , HA) and (RB, L , HB), respectively. Let L ⊆ E be
the set of events that has the low-level user as transmitter or

receiver, and C ⊆ E be the set of confidential events, i.e., the
events that have the high-level user as transmitter or receiver.
For simplicity’s sake, we assume that L ∪ C = E . The triple
(RA, L , HA), may then be specified as in Example 2 with
RA(t1)(t2) ⇔ True for all traces t1, t2.

Requirement (B) asserts not only the occurrence of high-
level events as confidential, but also the particular sequence
of high-level events in a trace. This means that we must also
take relative timing into consideration. The traces 〈l, c〉 and
〈c, l〉 (where l ∈ L and c ∈ C), for example, should not be
considered equal at the high-level since c occurs at different
points in the two traces.

We specify HB in terms of a function h ∈ T → T
that yields the sequence of high-level events of a trace in
which relative timing is reflected. h(t) is defined as the trace
obtained from t by replacing each low-level event in t by a
dummy event. The trace is truncated at the point in which
the last high-level event occurs. Formally, the function h is
defined by the following conditional equations.

h(〈〉) = 〈〉
C S©t = 〈〉 ⇒ h(t) = 〈〉
e ∈ L ⇒ h(〈e〉 � t) = 〈√〉 � h(t)
e /∈ L ⇒ h(〈e〉 � t) = 〈e〉 � h(t)

Let us say, for example, that the events occurring on the
:UserH lifeline in Fig. 9 are high-level and that all other
events are low-level. For the uppermost scenario, we then
have h(〈!s, ?s, !o, ?o〉) = 〈〉. The lowermost scenario is spec-
ified by a parallel composition of two sub-scenarios that
yields all possible interleavings as its semantics. The fol-
lowing are two examples of high-level sequences in which
timing is considered.

h(〈!s, ?s, !r, !o, ?r, ?o, !d, ?d〉)=〈√,
√

, !r,√,
√

,
√

,
√

, ?d〉
h(〈!r, !s, ?r, !d, ?s, ?d, !o, ?o〉)=〈!r,√,

√
,
√

,
√

, ?d〉
With the help of h, HB may then be specified as follows.

HB(t)(t ′) =def
h(t) = h(t ′)

The restriction is that we are only concerned about the
high-level behaviors that are not influenced by the low-level
user. This means that we are only interested in those traces t2
for which there exists a trace t1 with a common prefix with t2
and whose first deviation from t1 involves a high-level event.
This restriction may be formalized as follows.

RB(t1)(t2) =def

∃t ∈ T : ∃e ∈ C : t � t1 ∧ t �〈e〉 � t2 ∧ t �〈e〉 /� t1

The expression t ′ � t yields true iff t ′ is a prefix of or equal
to t .3 If low-level behavior influences high-level behavior—
for example, if low-level events are recorded at the high-
level—the knowledge of this high-level behavior does not

3 For a formal definition of the prefix relation � and its negation /�,
see Appendix A.1.
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represent a security breach since it is information flow that
is already allowed. In the specification of the predicate RB ,
these situations are ruled out.

The triple (RB, L , HB) requires that all observations the
low-level user can make of the system are compatible with
all possible sequences of high-level events in which relative
timing is taken into consideration, provided the high-level
behavior is not influenced by the low-level user.

4.2 Information flow property adherence

So far we have explained what it means for a system to adhere
to an information flow property. In the following, we formally
define what it means for a specification that is preserved under
refinement to adhere to an information flow property.

Adherence of a system specification S to an information
flow property P means that the specification S satisfies the
given property, i.e., S is secure w.r.t the set P of basic infor-
mation flow properties. This is captured by the adherence
relation →a and denoted P →a S. In order to formally
define this relation, we first define what it means that a sys-
tem specification adheres to a basic information flow property
(R, L , H) ∈ P , denoted (R, L , H) →a S. In the following,
we let Ŝ denote the set of all implementable traces of the
specification S, i.e.,

Ŝ =
⋃

(p,n)∈[[S]]
p\n

Definition 4 Adherence to basic information flow property
(R, L , H) of system specification S.

(R, L , H) →a S =def

∀t1, t2 ∈ Ŝ : R(t1)(t2) ⇒
∃(p, n) ∈ [[ S ]] : ∀t3 ∈(p\n) : L S©t1 = L S©t3 ∧ H(t2)(t3)

Observe firstly that this definition captures the require-
ment that a basic information flow property applies only for
high-level properties of relevance for t1, i.e., those H(t2) such
that the antecedent R(t1)(t2) is satisfied. Secondly, adher-
ence to a basic information flow property is assured not
by a single trace, but by an interaction obligation (p, n).
Since interaction obligations are preserved by refinement, so
is adherence. In summary, R(t1) identifies the set of high-
level behaviors of relevance for t1. To make sure that each
of these high-level behaviors of relevance are fulfilled by the
specification and maintained through later refinements, there
must exist for each behavior an interaction obligation whose
implementable traces all fulfill the high-level behavior and
are indistinguishable from t1 for the low-level user.

Adherence to an information flow property is now defined
as follows.

Definition 5 Adherence to an information flow property P
of system specification S.

sd S

:UserL :Server

xalt

ok

retrieve(doc1,doc2)

:UserH

store(doc1)

store(doc1)

ok

ref sendDoc

Fig. 15 System specification

P →a S =def ∀(R, L , H) ∈ P : (R, L , H) →a S

Example 4 Consider the system specification S depicted in
Fig. 15 showing low-level users and high-level users interact-
ing with a server. The referred diagram sendDoc is depicted
in Fig. 7, where :User is substituted by :UserH.

Assume that the property of non-inference as expressed in
Example 2 is imposed as a requirement. In this example, L
(resp. C) is the set of events that has :UserL (resp. :UserH)
as transmitter or receiver.

The semantics of the specification in Fig. 15 is given by
two interaction obligations in which there are no negative
traces. The interaction obligation of the upper operand of the
xalt operator consists of the singleton set {〈!s, ?s, !o, ?o〉} of
positive traces, where the low-level user observes the trace
〈!s, ?o〉. The interaction obligation of the lower operand con-
sists of several positive traces, all of which have high-level
events and are observed as 〈!s, ?o〉 by the low-level user.
Adherence is ensured by the former interaction obligation.
Its only trace has no high-level events and is low-level equiv-
alent to all positive traces in the specification.

Definition 4 demonstrates the STAIRS expressiveness to
capture trace-set properties. Information flow property adher-
ence requires the existence of an interaction obligation, the
positive traces of which all comply with the high-level behav-
ior. Adherence to an information flow property cannot be fal-
sified by a single interaction obligation since compliance to
the high-level behavior may be ensured by other interaction
obligations of the specification.

4.3 Preservation of information flow properties under
refinement

As illustrated in Fig. 1, where an information flow property is
depicted to the left and refinements of system specifications
are depicted to the right, the refinement relation preserves
information flow property adherence. This result is captured
by the following theorem.
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Theorem 3 Preservation of information flow property
adherence under refinement.

P →a S1 ∧ S1 � S2 ⇒ P →a S2

Proof Assume P →a S1 and S1 � S2. Prove P →a S2.
Let t1 and t2 be any elements of Ŝ2 such that R(t1)(t2). By

Definition 3 and the assumption that S1 � S2, t1, t2 ∈ Ŝ1.
Since R(t1)(t2) and P →a S1 by assumption, ∃(p, n) ∈ S1 :
∀t ∈ (p\n) : L S©t1 = L S©t ∧ H(t2)(t).

By Definition 3, ∃(p′, n′) ∈ S2 : (p, n) � (p′, n′). By
Definition 2, (p′\n′) ⊆ (p\n), so ∀t ′ ∈ (p′\n′) : L S©t1 =
L S©t ′ ∧ H(t2)(t ′), i.e., P →a S2 as desired. ��

Importantly, by Theorem 3, if adherence is verified at an
abstract level, this need not be verified again at the refined
levels. Hence, STAIRS does not suffer from the so-called
refinement paradox [15,16] in which trace-set properties are
not preserved under refinement. In the following, we explain
in more detail why this is so.

Underspecification arises when a term has several valid
interpretations. The standard notion of refinement by under-
specification [11] states that a system specification S′ describ-
ing a set of traces T ′ is a refinement of a system specification
S describing a set of traces T iff T ′ ⊆ T .

Intuitively, there are at least as many implementations that
satisfy S as there are implementations that satisfy S′. In this
sense, S′ describes its set of implementations more accurately
than S, i.e., S′ is equally or less abstract than S. Adherence
to secure information flow properties is, however, in general
not preserved under this standard notion of refinement.

A system is secure with respect to an information flow
property P if for all traces t1 and t2 such that R(t1)(t2), there
is a non-empty set of traces fulfilling H(t2). However, by
defining refinement as set inclusion, there is no guarantee
that a given refinement will keep any of the traces described
by H(t2) at the abstract level. Hence, information flow prop-
erties are in general not preserved by the standard notion of
refinement.

Intuitively, the cause of the problem is that information
flow properties depend on unpredictability. The strength of
one’s password, for example, may be measured in terms of
how hard it is for an attacker to guess the chosen password.
The demand for the presence of traces fulfilling H(t2) may be
seen as a requirement of unpredictability, but traces that pro-
vide this unpredictability may be removed during refinement
(if we use the standard notion). This motivates Definition 4
of adherence to a basic security predicate in which the dis-
tinction between underspecification and unpredictability is
taken into consideration by requiring the existence of an
interaction obligation whose non-negative traces all fulfill
H(t2). The STAIRS expressiveness to specify inherent non-
determinism as variation over interaction obligations cap-
tures this. Furthermore, the preservation of this variation

sd sendDoc2

:User :Server

alt

doc1

doc1,doc2

refuse

doc2

Fig. 16 Refined interaction

under refinement ensures preservation of information flow
property adherence, as formalized by Theorem 3.

Example 5 We showed in Example 4 that the system speci-
fication S depicted in Fig. 15 adheres to the information flow
property of non-inference. Assume, now, a specification S′
in which sendDoc of Fig. 7 is replaced with sendDoc2 of
Fig. 16.

The refuse operator is introduced in STAIRS as a variant of
the UML neg operator. Semantically, the difference from neg
is that rather than defining the singleton set {〈〉} of the empty
trace as positive, refuse yields the empty set ∅ as the set of
positive traces. Introducing the refuse operator is motivated
by the fact that the neg operator is ambiguously defined in
the UML standard. See [32] for further details on this issue.

In sendDoc2, the alternative of sending the two requested
documents as separate messages, which is positive in send-
Doc, is specified as negative. It is easy to see that sendDoc�
sendDoc2. By the monotonicity results of Theorem 2, since
sendDoc� sendDoc2, then also S � S′.

By the same observations as in Example 4, it can be ver-
ified that for each positive trace of the specification, there
exists an interaction obligation whose traces are low-level
equivalent and have no high-level events. Again, the upper
operand of the xalt operator ensures adherence to the property
of non-inference.

5 Policies

During the last decade, policy based management of informa-
tion systems has been subject to increased attention, and sev-
eral frameworks (see e.g., [38]) have been introduced for the
purpose of policy specification, analysis, and enforcement.
At the same time, UML 2.1 has emerged as the de facto
standard for the modeling and specification of information
systems. However, the UML offers little specialized support
for the specification of policies and for the analysis of policies
in a UML setting.

In the following sections, we suggest how the UML
in combination with STAIRS can be utilized for policy
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specification. Furthermore, given a UML specification of a
system for which a policy applies, we formally express what
should be the relation between the policy specification and
the system specification, i.e., we formally define the relation
of policy adherence.

In Sect. 5.1, we introduce the syntax and semantics of
our sequence diagram notation for policy specification. In
Sect. 5.2, we define the notion of policy adherence for system
specifications and show that policy adherence involves trace-
set properties. In Sect. 5.3, preservation of adherence under
refinement is addressed.

5.1 Specifying policies

A policy is defined as a set of rules governing the choices in
the behavior of a system [37]. A key feature of policies is that
they “define choices in behavior in terms of the conditions
under which predefined operations or actions can be invoked
rather than changing the functionality of the actual opera-
tions themselves” [38]. This means that the potential behav-
ior of the system generally spans wider than that which is
prescribed by the policy, i.e., the system can potentially vio-
late the policy. A policy can therefore be understood as a set
of normative rules. In our approach, each rule is classified
as either a permission, an obligation, or a prohibition. This
classification is based on standard deontic logic [26], and sev-
eral of the existing approaches to policy specification have
language constructs of such a deontic type [1,17,37,40,43].
This categorization is furthermore used in the ISO/IEC stan-
dardized reference model for open, distributed processing
[14].

In [39], we evaluate UML sequence diagrams as a nota-
tion for policy specification. It is argued that although the
notation is to a large extent sufficiently expressive, it is not
optimal for policy specification. The reason for this lies heav-
ily in the fact that the UML has no constructs customized for
expressing the deontic modalities. In this section, we extend
the sequence diagram syntax with constructs suitable for pol-
icy specification, and we define their semantics.

In our notation, a policy rule is specified as a sequence
diagram that consists of two parts; a triggering scenario and
a deontic expression. The notation is exemplified with the
permission rule read in Fig. 17. The diagram captures the
rule, stating that by the event of a valid login, the user is
permitted to retrieve documents from the server, provided
the user is a registered user.

The triggering scenario is captured with the keyword
trigger, and the scenario must be fulfilled for the rule to
apply. This is exemplified by the diagram userRegistered
followed by the message login(id) in Fig. 17. Observe that in
userRegistered, there are two alternative ways for a user to
be registered. Either the user registers on personal initiative
by sending a message with a chosen user id, or the server

rule read

:User :Server

register(id)

ok

permission

trigger

ref userRegistered

sd userRegistered

:User :Server

alt

account(id)
login(id)

retrieve(doc1,doc2)

ref sendDoc

Fig. 17 Permission rule

creates an account and sends the user id to the user. With
respect to the rule in question, the two alternatives are con-
sidered equivalent.

The specification of a triggering scenario can be under-
stood as a variant of a triggering event that is often used in
policy specification [37]. By specifying the policy trigger as
an interaction, the circumstances under which a rule applies
can be expressed both as a simple message or as a more
complex scenario that must be fulfilled.

Notice that we allow the trigger to be omitted in the spec-
ification of a policy rule. In that case, the rule applies under
all circumstances and is referred to as a standing rule.

The behavior that is constrained by the rule is annotated
with one of the keywords permission, obligation, or prohibition,
where the keyword indicates the modality of the rule. In the
example, the interaction describing document retrieval from
the server by the user is specified as a permission. Two alter-
native ways of sending the document from the server to the
user are specified as depicted in the referred diagram send-
Doc of Fig. 7. Since the rule in Fig. 17 is a permission, the
behavior specified in the body is defined as being permitted.
By definition of a policy, a policy specification is given as a
set of rules, each rule specified in the form shown in Fig. 17.

The proposed extension of the UML 2.1 sequence diagram
notation to capture policies is modest and conservative, so
people who are familiar with the UML should be able to
understand and use the extended notation. Furthermore, all
the constructs that are available in the UML for specification
of sequence diagrams can be freely used in the specification
of a policy rule.

In this paper, we do not consider refinement of policy spec-
ifications, only refinement of system specifications expressed
in STAIRS. We assume that the policy specification is the
final, complete specifications to be enforced. In that case, all
behavior that is not explicitly specified as positive is negative,
i.e., there are no inconclusive traces. Since (p ∪ n) = T in
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the cases of complete specifications, it suffices to refer only
to the set of positive traces p in the semantics of the policy
specifications.

The semantics of a specification of a policy rule is captured
by a tuple (dm, A, B), where dm ∈ {pe, ob, pr} denotes the
deontic modality, A denotes the traces representing the trig-
gering scenario, and B denotes the traces representing the
behavior. For the special case of a standing policy rule, i.e.,
a rule in which the trigger is omitted and that applies under
all circumstances, the semantics A of the triggering scenario
is the set of all traces T . Since a policy specification is a set
of policy rule specifications, the semantics of a policy speci-
fication is given by a set P = {r1, . . . , rm}, where each ri is
a tuple capturing the semantics of a policy rule specification.

5.2 Policy adherence

In order to fully understand the meaning of a policy specifi-
cation, it is crucial to understand what it means that a given
system specification S adheres to a policy specification P .
In the following, we define this adherence relation, denoted
P →a S. We assume a STAIRS system specification with
sequence diagrams and let [[ S ]] denote the STAIRS seman-
tics of the specification, i.e., [[ S ]] is a set of interaction
obligations.

If a policy rule specification is triggered at some point in a
system run, the rule imposes a constraint on the continuation
of the execution. An obligation requires that for all contin-
uations, the behavior specified by the rule must be fulfilled,
whereas a prohibition requires that none of the continuations
may fulfill the behavior. Hence, adherence to obligations and
prohibitions are trace properties since they can be falsified on
a single trace. A permission, on the other hand, requires the
existence of a continuation that fulfills the behavior. In order
to falsify adherence to a permission, all continuations must
be checked, so permissions represent trace-set properties. As
we shall see, these trace properties and trace-set properties
are generalized to properties of interaction obligations and
sets of interaction obligations, respectively, in STAIRS sys-
tem specifications.

Generally, a policy specification refers only to the sys-
tem behavior of relevance for the purpose of the policy,
which means that there may be scenarios described in
the system specification that are not mentioned in the
policy specification. For the same reason, scenarios of the
system specification may be only partially described in
the policy specification. Consider, for example, the diagram
userRegistered of the trigger in Fig. 17. For a system speci-
fication to fulfill this scenario, there must exist a scenario in
the system specification in which userRegistered is a sub-
scenario. Assume that the diagram in Fig. 18 is the sys-
tem specification of the registration of a new user. The

Fig. 18 User registration
sd register

:User :Server

register(id)

ok
test(id)

user signs up with an id, typically a chosen username and
password, after which the server tests the id, e.g., to ensure
that the username is unique and that the password conforms
to some rules. Since the trace of events representing register
contains the trace of events representing one of the altern-
atives specified in userRegistered, userRegistered is a sub-
scenario of register, i.e., register represents a fulfillment of
userRegistered.

The fulfillment of one scenario by another is captured by
the sub-trace relation �. The expression t1 � t2 evaluates to
true iff t1 is contained in t2. We say that t1 is a sub-trace of t2
and that t2 is a super-trace of t1. We have, for example, that

〈!r, ?r, !o, ?o〉 � 〈!r, ?r, !c, ?c, !o, ?o〉
where the sub-trace is an element of the positive traces of
userRegistered, and the super-trace is an element of the pos-
itive traces of register.4

We generalize � to handle trace sets in the first argument.
For a trace t to fulfill a scenario represented by a trace set T ,
there must exist a trace t ′ ∈ T such that t ′ � t , denoted T � t .
Formally,

T � t =def ∃t ′ ∈ T : t ′ � t

The negated relation �/ is defined by the following:

t1�/ t2 =def ¬(t1 � t2)

T �/ t =def ¬∃t ′ ∈ T : t ′ � t

For a policy rule (dm, A, B), we may now define what it
means that an interaction obligation triggers the rule. Intu-
itively, an interaction obligation (p, n) triggers the given rule
if some of the implementable traces p\n fulfill the triggering
scenario A. This is formally captured by the following
definition.

Definition 6 The rule (dm, A, B) is triggered by the inter-
action obligation (p, n) iff

∃t ∈ (p\n) : A � t

Notice that since the semantics of the triggering scenario
is A = T for standing rules, these rules are trivially trig-
gered by all interaction obligations with a non-empty set of
implementable traces.

4 For a formal definition of the sub-trace relation �, see Appendix A.3.
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sd S

ref register

ref login

xalt

ref refretrieve store

ref logout

Fig. 19 System specification

Example 6 The triggering of a rule is exemplified by the
interaction overview diagram in Fig. 19 depicting a sys-
tem specification. Semantically, the system specification S
defines two interaction obligations:

{o1} = [[ register ]] � [[ login ]] � [[ retrieve ]] � [[ logout ]]
{o2} = [[ register ]] � [[ login ]] � [[ store ]] � [[ logout ]]

As explained above, register fulfills userRegistered of the
rule read in Fig. 17. It is furthermore easy to see that login of
Fig. 20 fulfills the remainder of the triggering scenario, so the
composition [[ register ]] � [[ login ]] fulfills the triggering
scenario of the permission rule. Hence, both o1 and o2 trigger
the permission rule.

If a system specification S adheres to a permission rule
(pe, A, B), whenever the rule is triggered by an interaction
obligation (p, n) ∈ [[ S ]], there must exist an interaction
obligation (p′, n′) ∈ [[ S ]] that triggers the same rule and
also fulfills the permitted behavior. On the other hand, if
S adheres to an obligation rule (ob, A, B), and the rule is
triggered by an interaction obligation (p, n) ∈ [[ S ]], (p, n)

must fulfill the behavior. Finally, if S adheres to a prohibition
rule (pr, A, B), and the rule is triggered by an interaction
obligation (p, n) ∈ [[ S ]], (p, n) must not fulfill the behavior.

As an example, consider again the permission rule read
in Fig. 17 and the system specification given by the interac-
tion overview diagram in Fig. 19 that triggers the rule. It is
easy to see that interaction obligation o1 fulfills the permitted
behavior by the diagram retrieve in Fig. 20. As before, fulfill-
ment of one scenario by another is defined by the sub-trace
relation.

Formally, policy adherence is defined as follows.

sd login

:User :Server

login(id)

loginOk(id)

verify(id)

sd store

:User :Server

store(doc)

ok

sd retrieve

:User :Server

retrieve(doc1,doc2)

ref sendDoc

sd logout

:User :Server

logout(id)

Fig. 20 System interactions

Definition 7 Adherence to policy rule of system specifica-
tion S.

−(pe, A, B) →a S =def

(∃(pi , ni ) ∈ [[ S ]] : ∃t ∈ (pi\ni ) : A � t) ⇒
∃(p j , n j ) ∈ [[ S ]] : ∀t ′ ∈ (p j\n j ) : (A � B) � t ′

−(ob, A, B) →a S =def

∀(p, n) ∈ [[ S ]] : ∀t ∈ (p\n) : A � t ⇒ (A � B) � t

−(pr, A, B) →a S =def

∀(p, n) ∈ [[ S ]] : ∀t ∈ (p\n) : A � t ⇒ (A � B)�/ t

With these definitions of adherence to policy rules, we
define adherence to a policy specification as follows.

Definition 8 Adherence to policy specification P of system
specification S.

P →a S =def ∀r ∈ P : r →a S

5.3 Preservation of policy adherence under refinement

The property of adherence preserving refinement is desirable,
since it implies that if adherence is verified at an abstract level,
adherence is guaranteed for all refinements and need not be
verified again.

In order to formally prove that policy adherence is
preserved under refinement, we must prove preservation of
adherence under refinement for each kind of policy rule.

Theorem 4 Preservation of policy adherence under refine-
ment.

(a) (pe, A, B) →a S1 ∧ S1 � S2 ⇒ (pe, A, B) →a S2

(b) (ob, A, B) →a S1 ∧ S1 � S2 ⇒ (ob, A, B) →a S2

(c) (pr, A, B) →a S1 ∧ S1 � S2 ⇒ (pr, A, B) →a S2
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Proof To prove (a), assume (pe, A, B) →a S1 and S1 � S2.
Prove (pe, A, B) →a S2.

Let (pi , ni ) be any element of [[ S2 ]] such that there exists
t ∈ (pi\ni ) and A � t . The permission rule is then triggered
by (pi , ni ), and we need to prove that there is an element
(p j , n j ) ∈ [[ S2 ]] that triggers the same rule and that also
fulfills the permitted behavior.

By Definition 3, ∃(p′
i , n′

i ) ∈ [[ S1 ]] : (p′
i , n′

i )� (pi , ni ).
By Definition 2, pi ⊆ p′

i and n′
i ⊆ ni . Hence, t ∈ (p′

i\n′
i ),

and (p′
i , n′

i ) triggers the permission rule. Since
(pe, A, B) →a S1 by assumption, ∃(p′

j , n′
j ) ∈ [[ S1 ]] :

∀t ′ ∈ (p′
j\n′

j ) : (A � B) � t ′.
By Definition 3,∃(p j , n j ) ∈ [[ S2 ]] :(p′

j , n′
j )� (p j , n j ).

By Definition 2, p j ⊆ p′
j and n′

j ⊆ n j , i.e., (p j\n j ) ⊆
(p′

j\n′
j ). Hence, ∀t ′′ ∈ (p j\n j ) : (A � B) � t ′′ as desired.

To prove (b), assume (ob, A, B) →a S1 and S1 � S2.
Prove (ob, A, B) →a S2.

Let (p, n) be any element of [[ S2 ]] such that there exists
t ∈ (p\n) and A � t . The obligation rule is then triggered by
(p, n), and we need to prove that (A � B) � t .

By Definition 3, ∃(p′, n′) ∈ [[ S1 ]] : (p′, n′) � (p, n).
By Definition 2, p ⊆ p′ and n′ ⊆ n. Hence, t ∈ (p′\n′),
and (p′, n′) triggers the obligation rule. By assumption of
adherence, (A � B) � t as desired.

To prove (c), assume (pr, A, B) →a S1 and S1 � S2.
Prove (pr, A, B) →a S2.

Let (p, n) be any element of [[ S2 ]] such that there exists
t ∈ (p\n) and A � t . The prohibition rule is then triggered
by (p, n), and we need to prove that (A � B)�/ t .

By Definition 3, ∃(p′, n′) ∈ [[ S1 ]] : (p′, n′) � (p, n).
By Definition 2, p ⊆ p′ and n′ ⊆ n. Hence, t ∈ (p′\n′),
and (p′, n′) triggers the prohibition rule. By assumption of
adherence, (A � B)�/ t as desired. ��
Example 7 To illustrate the usefulness of Theorem 4, assume
a specification S′ that is identical to the specification of S
depicted in Fig. 19, except that the diagram sendDoc of Fig. 7
is replaced with the diagram sendDoc2 of Fig. 16.

As explained in Example 5, since sendDoc� sendDoc2,
then also S � S′. In this step of refinement, underspecifica-
tion is reduced by moving from S to S′, but since P →a S
and S � S′, we have P →a S′ by Theorem 4.

The property of refinement that every interaction obliga-
tion (p, n) at the abstract level is represented at the refined
level by an interaction obligation (p′, n′) such that (p, n)�

(p′, n′) is crucial for the validity of Theorem 4; if an inter-
action obligation (p, n) ensures adherence to a permission
rule at the abstract level, then all refinements of (p, n) will
ensure the same adherence. For obligations and prohibitions,
adherence is preserved since no interaction obligations can

be added at the refined level that are not represented at the
abstract level, thus ensuring that a policy breach is not intro-
duced.

6 Related work

It is well known that trace-properties such as safety and live-
ness are preserved under the classical notion of refinement
defined as reverse set inclusion. Trace-set properties, how-
ever, are generally not preserved under this notion of refine-
ment, which has given rise to the so called refinement paradox
[16]. As explained above, the STAIRS approach avoids this
paradox by offering a semantics that is sufficiently rich to dis-
tinguish underspecification from inherent non-determinism.
In the following, we relate STAIRS to other approaches to
system specification and development with interactions.

The family of approaches we consider are those that have
emerged from the ITU recommendation message sequence
chart (MSC) [13], a notation most of which has been adopted
and extended by the UML 2.1 sequence diagram notation.
ITU has also provided a formal operational semantics of
MSCs [12] based on work by Mauw and Reniers [23,24].

An MSC describes a scenario by showing how compo-
nents or instances interact in a system by the exchange of
messages. Messages in MSCs, are as for UML sequence dia-
grams, ordered by weak sequencing, which yields a partial
ordering of events. Several operators are defined for the com-
position of MSCs, such as weak sequencing, parallel compo-
sition, and alternative executions. The explicit specification
of scenarios as negative or forbidden is, however, not sup-
ported.

More important in our context is that the distinction
between underspecification and inherent non-determinism is
beyond the standard MSC language and its semantics [12,
13]. Furthermore, there is no notion of refinement defined for
MSCs. This means that there is no support in MSCs for the
capture of trace-set properties and their preservation under a
stepwise development process.

In [18], Katoen and Lambert define a compositional deno-
tational semantics for MSCs based on the notion of partial-
order multi-sets. This denotational semantics complements
the standardized operational semantics, and does not aim to
introduce new expressiveness. Hence, there is no distinction
between underspecification and inherent non-determinism.
Refinement is also not addressed in [18].

In the work by Krüger [19], a variant of MSCs is given
a formal semantics and provided a formal notion of refine-
ment. Four different interpretations of MSCs are proposed;
namely, existential, universal, exact, and negative. The exis-
tential interpretation requires the fulfillment of the MSC in
question by at least one system execution; the universal
interpretation requires the fulfillment of the MSC in all
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executions; the exact interpretation is a strengthening of the
universal interpretation by explicitly prohibiting behaviors
other than the ones specified by the MSC in question; the
negative interpretation requires that no execution is allowed
to fulfill the MSC. Three notions of refinement are defined;
namely, property, message and, structural. Property refine-
ment corresponds to the classical notion of refinement as
reverse set inclusion, i.e., the removal of underspecification
by reducing the possible behavior of the system; message
refinement is to substitute an interaction sequence for a spe-
cific message; structural refinement means to decompose an
instance, or lifeline, with a set of instances.

The interesting interpretation in our context is the exis-
tential scenario as it may capture trace-set properties. As
shown in [19], a system that fulfills an MSC specification
under the universal, exact, or negative interpretation also ful-
fills specifications that are property refinements of the initial
specification. This is, however, not the case for the existential
interpretation, which means that trace-set properties are not
preserved under refinement.

Broy [3] proposes an interpretation of MSCs that differs
significantly from the standardized approach. Rather than
understanding an MSC as a description of the entire system
as a whole, MSCs are in his work perceived as descriptions
of properties of each system component (instance or life-
line in MSC and UML terms, respectively). In the semantic
model, MSCs are described in terms of logical propositions
that characterize stream-processing functions. A stream is
basically a sequence of events, and a component is described
by a function from input streams to output streams. If an
MSC is not specified for a given input stream, the behavior is
inconclusive. This interpretation deviates from the standard
interpretation of both MSCs and UML sequence diagrams.
The intention in [3], however, is merely to treat MSCs as a
general idea of a system description in which components
interact in a concurrent and distributed setting.

The paper discusses how MSCs should be utilized in the
development process and is supported by a formal notion of
refinement. Refinement is defined in the style of Focus [4] on
the basis of the input/output function of a single component
and with respect to a given input stream. Basically, a compo-
nent is a refinement of another component if for a given input
stream, the set of output streams generated by the former is
a subset of the set of output streams generated by the latter.
Hence, the concrete component fulfills all the requirements
that are fulfilled by the abstract component. The approach in
[3] does not address trace-set properties.

Uchitel et al. [42] present a technique for generating Modal
Transition Systems (MTSs) from a specification given as
a combination of system properties and scenario specifi-
cations. System properties, such as safety or liveness, are
universal as they impose requirements on all system runs,
and are in [42] specified in Fluent Linear Temporal Logic.

Scenario specifications are existential as they provide exam-
ples of intended system behavior, and are specified in the
form of MSCs. An MTS is a behavior model with the expres-
siveness to distinguish between required, possible, and pro-
scribed behavior. The method for generating MTSs from
properties and scenarios ensures that all system behaviors
satisfy the properties while the system may potentially fulfill
all the scenarios. Furthermore, both composition and refine-
ment of behavior models preserve the original properties and
scenarios. With this approach, MSCs can be utilized to cap-
ture trace-set properties and preserve these under refinement.
However, as opposed to e.g., STAIRS, the approach in [42]
is not a pure interaction based development process, and the
use of MSCs is restricted to the existential interpretation.
Moreover, reasoning about system behavior and refinement
is based on the MTS behavior models and cannot be easily
conducted at the syntactic level.

Grosu and Smolka [6] address the problem of equipping
UML 2.0 sequence diagrams with a formal semantics that
allows compositional refinement. In their approach, posi-
tive and negative interactions are interpreted as liveness and
safety properties, respectively. This may obviously be a use-
ful interpretation of sequence diagrams, but is much stronger
than the traditional interpretation in which sequence dia-
grams are used to illustrate example runs. Refinement is
defined as the traditional reverse trace set inclusion and is
compositional. There is, however, no support for the preser-
vation of trace-set properties under this notion of refinement.

Störrle [41] defines a trace semantics for UML 2.0 interac-
tions where a sequence diagram is captured by a pair of a set
of positive traces and a set of negative traces. The approach
provides no support for distinguishing between underspecifi-
cation and inherent non-determinism. Rather, positive traces
are interpreted as necessary, i.e., must be possible in an imple-
mentation, whereas negative traces are interpreted as forbid-
den, i.e., must not be possible in an implementation. A notion
of refinement is introduced in which previously inconclusive
traces may be redefined as positive or negative. With this
approach, there is no guarantee that adherence to trace-set
properties is preserved under refinement.

Live sequence charts (LSCs) [5,8] are an extension of
MSCs that particularly address the issue of expressing live-
ness properties. LSCs support the specification of two types
of diagrams; namely, existential and universal. An existential
diagram describes an example scenario that must be satis-
fied by at least one system run, whereas a universal diagram
describes a scenario that must be satisfied by all system runs.
Universal charts can furthermore be specified as conditional
scenarios by the specification of a prechart that, if success-
fully executed by a system run, requires the fulfillment of the
scenario described in the chart body.

The universal/existential distinction is a distinction
between mandatory and provisional behavior, respectively.
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Such a distinction is also made between elements of a single
LSC by characterizing these as hot or cold, where a hot ele-
ment is mandatory and a cold element is provisional. LSCs
furthermore have the expressiveness to specify forbidden sce-
narios by placing a hot condition that evaluates to false imme-
diately after the relevant scenario. The condition construct of
LSCs and MSCs corresponds to UML 2.1 state invariants and
is a condition that must evaluate to true when a given state
is active. If and when the system fulfills the given scenario,
it is then required to satisfy the false condition, which is
impossible.

LSCs seem to have the expressiveness to ensure adher-
ence to trace-set properties by the use of existential diagrams;
obviously, falsification of system satisfaction of requirements
expressed by an existential diagram cannot be done on a
single trace. However, a system development in LSCs is
intended to undergo a shift from an existential view in the ini-
tial phases to a universal view in later stages as knowledge of
the system evolves. Such a development process with LSCs
will generally not preserve trace-set properties. Moving from
an existential view to a universal view can be understood as
a form of refinement, but LSCs are not supported by a formal
notion of refinement.

The semantics of LSCs is that of partial ordering of events
defined for MSCs [13]. Importantly, however, the semantics
of LSCs defines the beginning of precharts and the begin-
ning of main charts as synchronization points, meaning that
all lifelines enter the prechart simultaneously and that the
main chart is entered only after all lifelines have completed
their respective activities in the prechart. This yields a strong
sequencing between the prechart and main chart, a property
of LSCs that may seem unfortunate in some situations, specif-
ically for distributed systems where system entities behave
locally and interact with other entities asynchronously. A fur-
ther disadvantage with respect to system development and
analysis with LSCs is the lack of composition constructs for
combining LSCs. A specification is instead given as a set
of LSCs, and a system satisfies a specification by satisfying
each of its individual LSCs.

Modal sequence diagrams (MSDs) [7] are defined as a
UML 2.0 profile. The notation is an extension of the UML
sequence diagram notation based on the universal/existential
distinction of LSCs. The main motivation for the develop-
ment of the MSD language are the problematic definitions of
the assert and negate constructs of UML sequence diagrams.
The authors observe that the UML 2.0 specification is con-
tradictory in the definition of these constructs, and also claim
that the UML trace semantics of valid and invalid traces is
inadequate for properly supporting an effective use of the
constructs.

The semantics for MSDs is basically the same as for LSCs.
The main difference is that the LSC prechart construct is left
out. Instead, a more general approach is adopted in which

cold fragments inside universal diagrams serve the purpose
of a prechart. A cold fragment is not required to be satisfied
by all runs, but if it is satisfied, it requires the satisfaction of
the subsequent hot fragment.

With respect to capturing trace-set properties and
preserving these under refinement, the situation is the same
as for LSCs. Existential diagrams may be utilized to ensure
adherence to trace-set properties. However, there is no formal
notion of refinement guaranteeing preservation of adherence.
The existential view is understood as a form of underspec-
ification suitable for the early phases. A gradual shift from
existential to universal diagrams reduces the underspecifi-
cation and restricts the set of system models that satisfy
the specification. It is in [7] indicated that existential dia-
grams should be kept in the specification as the development
process evolves and that universal diagrams are gradually
added. With such an approach, trace-set properties might be
preserved.

Triggered message sequence charts (TMSCs) [36] is an
approach in the family of MSCs that is related to STAIRS
in several ways. The development of TMSCs is motivated
by the fact that MSCs do not have the expressiveness to
define conditional scenarios, i.e., that one interaction (the
triggering scenario) requires the execution of another (the
action scenario), that MSCs do not formally define a notion
of refinement, and that MSCs lack structuring mechanisms
that properly define ways of grouping scenarios together.

The triggering scenarios of TMSCs are closely related
to the precharts of LSCs. An important semantic difference,
however, is that whereas LSCs are synchronized at the begin-
ning of precharts and main charts, TMSCs are based on weak
sequencing in the spirit of MSCs.

TMSCs have composition operators for sequential compo-
sition, recursion (similar to loop), and parallel composition.
The most interesting composition operators in the context of
this paper, however, are delayed choice and internal choice.
Both operators take a set of diagrams as operands and define
a choice between these. Internal choice is an operator in the
spirit of the STAIRS alt operator and defines underspecifi-
cation. An implementation that can execute only one of the
operands is a correct implementation. Delayed choice, on the
other hand, is an operator somewhat related to the STAIRS
xalt operator; a correct implementation must provide all the
choices defined by the specification. However, as opposed
to inherent non-determinism captured by the xalt operator, a
delayed choice is not made until a given execution forces it
to be made.

It is observed in [36] that the simple trace set seman-
tics of MSCs does not have the expressiveness to distin-
guish between optional and required behavior, which means
that a heterogeneous mix of these in the specification is not
supported. Such a mix is supported in STAIRS; syntacti-
cally by the alt operator for underspecification and the xalt
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operator for inherent non-determinism, semantically by the
set of interaction obligations.

The semantics of TMSCs is defined in terms of so-called
acceptance trees. Acceptance trees record the traces that are
defined by a specification, but also distinguish between
required and optional behavior. Importantly, the semantics
of TMSCs supports a notion of refinement that preserves the
required behavior and gives freedom with respect to optional
behavior.

The authors stress that refinement should preserve prop-
erties such as safety and liveness. These properties are trace
properties, and the issue of capturing trace-set properties and
preserving these under refinement is not discussed. However,
by the semantics of the delayed choice operator and the fact
that this type of choice is preserved under refinement, TMSCs
seem to have the expressiveness to capture and preserve
trace-set properties.

Like the refinement relations of STAIRS, refinement of
TMSCs is compositional, i.e., composition of specifications
is monotonic with respect to refinement.

An important difference between STAIRS and TMSCs
is that the latter do not support the specification of negative
behavior. This also means that with TMSCs there is no notion
of inconclusive behavior; a system specification defines a set
of valid traces, and all other traces are invalid. The refinement
relation is based on set inclusion, so refinement basically
means that behavior that was previously defined as positive
is redefined as negative. TMSCs allow the specification of
partial scenarios in the sense that interactions may continue
beyond what is specified in a given TMSC. This means that
diagrams may be incomplete and that the traces are extensible
through refinement. Semantically, partial scenarios mean that
what is left unspecified by a scenario imposes no constraints
on behavior, i.e., that all behavior beyond what is specified
is legal.

Distinguishing between positive, negative, and inconclu-
sive behavior as in STAIRS and UML 2.1 provides useful
expressiveness and is, in our opinion, a more intuitive inter-
pretation of partial or incomplete scenarios than what is pro-
vided for TMSCs. The lack of a precise definition in the
UML 2.1 specification of what is the meaning of a valid trace
motivated the work on MSDs. For both LSCs and MSDs,
the precise meaning of a specification is given by defining
what it means that a system model satisfies a specification.
In STAIRS, this is correspondingly defined by formalizing
the relation of compliance [34]. However, in the process of
system development, it is as important to understand the
meaning of the distinction between valid and invalid behavior
when moving from one specification to a more concrete spec-
ification by refinement. This is precisely defined in STAIRS
by the formal notion of refinement.

We conclude this section by relating our customized UML
sequence diagram notation for policy specification presented

in Sect. 5 to other work. The new features of this notation
with respect to both UML sequence diagrams and MSCs are
basically the triggering construct and the deontic modalities.
Triggering scenarios for MSCs are supported in the work
by Krüger, and also for LSCs and TMSCs. In the former
two, the main motivation for specifying triggering scenarios
is that they facilitate the capturing of liveness properties. In
contrast to our approach, the composition of the triggering
scenario and the triggered scenario is that of strong rather
than weak sequencing in both Krüger’s work and for LSCs.
Furthermore, Krüger proposes no constructs for explicitly
characterizing scenarios as obligated, permitted, or prohib-
ited, but rather operates with different interpretations of MSC
specifications. In LSCs, scenarios are existential, universal,
or forbidden, which corresponds closely to the permission,
obligation, and prohibition modalities, respectively. There
is, however, no explicit construct for specifying the latter.
Instead, a hot false condition must be placed immediately
after the relevant scenario. As for TMSCs, there is no support
for distinguishing between obligated, permitted, and nega-
tive behavior; all traces are characterized as either valid or
invalid.

7 Conclusions

The expressiveness of STAIRS allowing inherent non-
determinism to be distinguished from underspecification
facilitates the specification of trace-set properties and the
preservation of such properties under refinement. This paper
demonstrates the potential of STAIRS in this respect within
the areas of information flow security and policy specifica-
tion.

STAIRS formalizes the trace semantics that is only infor-
mally described in the UML standard. STAIRS furthermore
offers a rich set of refinement relations [34] of which only
one (restricted limited) has been addressed in this paper. The
refinement relations are supported by theoretical results indi-
cating their suitability to formalize modular, incremental sys-
tem development.

STAIRS also offers an operational semantics that has been
proved to be sound and complete with respect to the denota-
tional semantics [21]. The Escalator tool [20] makes use of
this semantics to offer automatic verification and testing of
refinements.

Furthermore, there are extensions of STAIRS to deal with
(hard) real-time [10], as well as probability [30] and soft
real-time [29]
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Appendix A: Formal definitions

A.1 Operations on sequences

The following operations on sequences are adapted from [4].
By E ∞ and E ω, we denote the set of all infinite sequences

and the set of all finite and infinite sequences over the set E
of elements, respectively. N denotes the natural numbers, and
N0 denotes N ∪ {0}. We define the functions

#_ ∈ E ω → N0 ∪ {∞}, _[_] ∈ E ω × N → E

to yield respectively the length and the nth element of a
sequence. We define the function

_ � _ ∈ E ω × E ω → E ω

for concatenation of sequences, i.e., gluing together sequen-
ces. Formally, concatenation is defined by the following:

(s1 � s2)[n] =def

⎧⎨
⎩

s1[n] if 1 ≤ n ≤ #s1

s2[n − #s1] if #s1 < n ≤ #s1 + #s2

The prefix relation on sequences,

_ � _ ∈ E ω × E ω → Bool

is formally defined as follows:

s1 � s2 =def ∃s ∈ E ω : s1 � s = s2

The complementary relation is defined by the following:

s1 /� s2 =def ¬(s1 � s2)

The truncation operator

_|_ ∈ E ω × N ∪ {∞} → E ω

is used to truncate a sequence at a given length.

s| j =def

⎧⎨
⎩

s′ if 0 ≤ j ≤ #s, where #s′ = j ∧ s′ � s

s if j > #s

P(E) denotes the set of all subsets of E . The filtering operator

_ S©_ ∈ P(E) × E ω → E ω

is used to filter away elements. A S©s denotes the sub-trace of
s obtained by removing elements of s that are not in A. For a
finite sequence s, this operator is completely defined by the
following conditional equations.

A S©〈〉 = 〈〉
e ∈ A ⇒ A S©(〈e〉 � s) = 〈e〉 �(A S©s)
e /∈ A ⇒ A S©(〈e〉 � s) = A S©s

For an infinite sequence s, we need one additional equation.

∀n ∈ N : s[n] /∈ A ⇒ A S©s = 〈〉
The filtering operator T© is defined for pairs of sequences:

_ T©_ ∈ P(E × E) × (E ω × E ω) → (E ω × E ω)

In order to formally define this operator, we first gener-
alize some of the above operators on sequences to pairs of
sequences.

#(s1, s2) = min{#s1, #s2}
(s1, s2)[n] = (s1[n], s2[n])

(s1, s2) �(s′
1, s′

2) = (s1 � s′
1, s2 � s′

2)

(s1, s2)| j = (s1| j , s2| j )

Furthermore, for elements e1, e2 ∈ E , 〈(e1, e2)〉 denotes
(〈e1〉, 〈e2〉).

For a pair of sequences c = (s1, s2), the filtering operator
T© is now defined by the following conditional equations.

B T©c = B T©(c|#c)

B T©(〈〉, 〈〉) = (〈〉, 〈〉)
f ∈ B ⇒ B T©(〈 f 〉 � c) = 〈 f 〉 � B T©c
f /∈ B ⇒ B T©(〈 f 〉 � c) = B T©c
∀n < #c + 1 : c[n] /∈ B ⇒ B T©c = (〈〉, 〈〉)

A.2 Weak sequencing

For traces t1 and t2, which are sequences of events, weak
sequencing is defined by the function

_ � _ ∈ T × T → P(T )

Formally, weak sequencing is defined as follows.

t1 � t2 =def {t ∈ T | ∀l ∈ L : e.l S©t = e.l S©t1 � e.l S©t2}
where e.l denotes the set of events that may take place on the
lifeline l. Formally,

e.l =def { (k, (co, tr, re)) ∈ E |
(k = ! ∧ tr = l) ∨ (k = ? ∧ re = l)}

A.3 Sub-trace relation

The sub-trace relation � on sequences,

_ � _ ∈ E ω × E ω → Bool

is formally defined as follows.

s1 � s2 =def ∃s ∈ {1, 2}∞ : π2(({1} × E) T© (s, s2)) = s1

π2 is a projection operator returning the second element of a
pair. The infinite sequence s in the definition can be under-
stood as an oracle that determines which of the events in s2

are filtered away.
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Abstract

Policy-based management is an approach to the management of sys-
tems with respect to issues such as security, access control and trust
by the enforcement of policy rules. This paper addresses the problem
of integrating the requirements imposed by a policy with the system
development process. In order to take a policy specification into ac-
count in the development of a system specification, the notion of policy
adherence is formalized as a relation between policy specifications and
system specifications. Adherence of a system specification to a policy
specification means that the former satisfies the latter. The integrated
development process is supported by refinement, where both the policy
specification and the system specification may be developed under any
number of refinement steps. This paper characterizes the conditions
under which adherence is preserved under refinement and identifies de-
velopment rules that guarantee adherence preservation. By results of
transitivity and compositionality the integrated development process
and the analysis tasks can be conducted in a stepwise and modular
way, thereby facilitating development.

Key words: Policy adherence, policy refinement, adherence preserva-
tion, UML sequence diagrams.
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1 Introduction

Policy-based management of information systems is an approach to admin-
ister and control distributed systems with respect to issues such as security,
access control, service level and trust by means of the enforcement of policy
rules. A policy is commonly defined as a set of rules governing the choices
in the behavior of a system [33], and a key feature of policies is that they
“define choices in behavior in terms of the conditions under which predefined
operations or actions can be invoked rather than changing the functionality
of the actual operations themselves” [34]. By separating the policy from the
system implementation, the behavior of the system can then be modified
in order to meet new or changing requirements in a flexible and dynamic
manner by modifying the policy only.

Several frameworks for the specification, development, analysis and en-
forcement of policies have been proposed [5, 34], but although recognized as
an important research issue from the very initial research on policy-based
management [23], policy refinement still remains poorly explored in the lit-
erature [2, 26]. Policy refinement is in [23] referred to as the process of
transforming a high-level, abstract policy specification into a low-level, con-
crete one. At the initial, abstract level, policies may be derived from business
goals, service level agreements, risk analyses, security requirements, etc., and
policy refinement should ensure that the enforcement of the final, concrete
policy implies the enforcement of the initial, abstract one.

In [35] we presented Deontic STAIRS, a policy specification language
based on the STAIRS [12, 30] approach to formal system development with
UML 2.1 sequence diagrams [24]. Deontic STAIRS facilitates abstraction,
and is supported by a formal notion of policy refinement precisely capturing
what it means that a concrete policy specification correctly represents an
abstract policy specification. Abstraction involves the perspective or pur-
pose of the viewer, and different purposes result in different abstractions
[28]. During the initial activity of policy capturing, details about system
entities, architecture and functionality that are irrelevant or unimportant
from a given viewpoint can therefore be ignored. Abstraction is desirable
also because detection and correction of errors, as well as policy analysis,
are cheaper and easier at an abstract and high level [37].

In addition to refinement and abstraction, decomposition has been rec-
ognized as one of the most important features of system design and devel-
opment [37]. Decomposition allows individual parts of a specification to be
developed separately, thus breaking the analysis and development problems
down into manageable pieces. In [35] we showed that the proposed policy
refinement relation is transitive and compositional. Transitivity means that
the result of any number of refinement steps is a valid refinement of the
initial policy specification. Compositionality means that a policy specifica-
tion can be refined by refining individual parts separately. We furthermore
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showed that the policy refinement relation ensures that the correct enforce-
ment of the final, concrete policy specification implies the enforcement of all
the previous, more abstract policy specifications.

For analysis of abstract specifications to be meaningful, the results of the
proofs or verifications conducted at the abstract level must be preserved un-
der refinement and by the eventual implementation. Otherwise the analysis
must be conducted from scratch after every refinement step [21]. This paper
addresses the problem of preservation of policy adherence under refinement.
Adherence of a system to a policy specification means that the system sat-
isfies the policy specification. In [35] policy adherence is formalized as a
relation between policy specifications and system implementations. In [31]
we addressed the relation between policy specifications and STAIRS system
specifications, and formally captured what it means that a system specifi-
cation adheres to a policy specification. In the latter paper we furthermore
showed that for a fixed policy specification, policy adherence is preserved
under refinement of system specifications. This means that in a process of
system development using STAIRS, analysis of the system specification with
respect to policy adherence can safely be conducted at abstract levels.

In this paper we address the problem of preservation of policy adher-
ence in a setting in which both the policy specification and the system
specification may undergo refinement. Since the requirements imposed by
a policy specification are strengthened under refinement, adherence is not
preserved in the general case. The challenge is therefore to identify the re-
quirements for which adherence has been verified at the abstract level, and
the conditions under which adherence to these requirements is preserved.
We furthermore identify development rules the application of which ensures
adherence preservation.

Preservation of properties under refinement is an important feature of
system development as it allows these properties to be taken into account
throughout the whole development process. Deontic STAIRS is a generic
approach to policy-based management in the sense that it supports the
specification of various types of policies, such as security, trust and access
control. Preservation of policy adherence under refinement therefore means
that the types of requirements that may be specified as policies using Deontic
STAIRS can be an integrated part of system development.

In Section 2 we give a more detailed presentation of the challenge ad-
dressed in this paper and motivate the work by describing possible devel-
opment cases in the setting of policy-based management. In Section 3 we
present a formal semantics for policy specifications that characterizes the
requirements imposed by a given policy specification. The semantics of De-
ontic STAIRS specifications presented in [31, 35] is given by describing the
semantics of individual rules of the policy specification separately. The se-
mantics presented in this paper combines the semantics of several rules into
one representation, thus describing the requirements imposed by all the rules
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of a policy specification simultaneously. In Section 4 we define the notion
of policy adherence as a relation between policy specifications and system
specifications. The formalization of the adherence relation is based on the
semantics of policy specifications proposed in Section 3, and we prove that
this notion of adherence is equivalent to the notion of adherence formalized
in [31]. The notion of policy refinement is in Section 5 formalized as a rela-
tion between policy specifications. In [35] refinement of policy specifications
is formalized by defining refinement of individual policy rules. Based on the
combined semantics of policy specifications proposed in this paper, the pol-
icy refinement relation defined in Section 5 formalizes what it means that the
combined rules of one policy specification is a refinement of the combined
rules of another policy specification. We prove that under a given assump-
tion the proposed policy refinement relation is a generalization of the policy
refinement relation in [35], and we motivate and explain the generalization.
Section 6 addresses the problem of preservation of policy adherence under
refinement. The section gives a general characterization of the conditions
under which policy adherence is preserved. We furthermore present rules for
refinement of system specifications that can be derived from steps of policy
refinement, and show that the rules ensure preservation of adherence under
the combined refinement of the policy specification and system specification.
In Section 7 we present related work before we conclude in Section 8. Formal
definitions and detailed proofs of the results are given in the appendix.

2 Problem Characterization

With support for specification of policies and systems at various levels of
abstraction, where the abstraction levels are related by notions of refinement,
we are interested in identifying conditions under which analysis results from
an abstract level are preserved under refinement. In this paper we address
the issue of preservation of adherence of system specifications S to policy
specifications P under refinement of either S or P . When such conditions
are fulfilled, adherence is guaranteed at the concrete level for the adherence
results that were verified at the abstract level, and need not be checked again
after refinement.

Policy refinement is not well addressed in the research on policy-based
management, which means that the problem of preservation of policy adher-
ence under refinement is also scarcely addressed. The problem of integrating
policy requirements with the requirements to system design and functional-
ity and the preservation of these under the development process is, however,
recognized and well addressed. This is particularly the case for security
requirements.

In [21] it is argued that security requirements should be taken into ac-
count during the system development process. The reason is that enforcing
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security only at the end of the development process “by preventing certain
behaviors. . .may result in a so useless system that the complete development
effort would be wasted” [21]. A further argument stated in [17] is that “it
would be desirable to consider security aspects already in the design phase,
before a system is actually implemented, since removing security flaws in
the design phase saves cost and time”.

The approach to security preservation under refinement addressed in
e.g. [16, 21] assumes that the security properties to be enforced are given
already at the beginning of the system development process. The challenge
is therefore to ensure that these properties are preserved under refinement.
The capturing and specification of the desired security requirements is in
this case held separate from the system development in which these require-
ments are integrated. In the context of policy-based management this would
correspond to a development case in which the policy is captured and de-
veloped before the system to which the policy applies is developed while
ensuring that the system adheres to the policy.

The approach proposed in [4], on the other hand, is an integration of the
security model with the system model in a combined development process.
The system model specifies the system design and functionality, whereas the
security model specifies the access control policy for the system. A similar
approach is proposed in [17, 18] for providing support for various security
aspects to be taken into account during the overall system development.

Fig. 1 illustrates the two development cases for a policy P that applies
to a system S. In both cases the initial, most abstract specification of the
policy is denoted by P1, and the initial, most abstract specification of the
system is correspondingly denoted by S1. By P1 � P2 we denote that
the policy specification P2 is a refinement of the policy specification P1,
and similarly by S1 � S2 for system specifications. Since both the policy
refinement relation and the system refinement relation are transitive, the
final, most concrete specifications Pn and Sm are refinements of P1 and S1

respectively.
Case (a) in Fig. 1 illustrates a separate development of the policy P and

the system S. The abstract policy specification P1 may, for example, have
been derived from a risk analysis and a set of security requirements and then
further developed and refined into the low-level and detailed policy specifi-
cation Pn that is to be enforced. Subsequently the system S to which the
policy P applies is developed. In order to ensure that the security require-
ments are satisfied by S, the system development may be conducted in such
a way that policy adherence is maintained during the development process.
By Pn →a S1 of case (a) in Fig. 1 we denote that the system specification
S1 adheres to the policy specification Pn. During the development of S the
policy specification Pn is fixed, so in case adherence is preserved under re-
finement of system specifications adherence of the final system specification
Sm to Pn is guaranteed. This property is denoted by the dashed arrow from
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Figure 1: Development cases

Pn →a S1 to Pn →a Sm. As mentioned in the introduction, this property
of the STAIRS refinement relation was shown in [31] and expressed by the
following theorem.

Theorem 1. P →a S1 ∧ S1 � S2 ⇒ P →a S2

Case (b) in Fig. 1 illustrates a combined development of the policy spec-
ification and the system specification. A policy specification Pi is taken into
account in the system specification Sk in order to ensure adherence. As
in the previous case, Sk may be further developed into a specification Sl,
but the difference is that the development process should allow the policy
specification to be strengthened into a refined policy specification Pj . Since
both refinement relations are reflexive the case addresses situations of refine-
ment of one or both of the policy specification and the system specification.
The property of adherence preservation under such combined refinement is
illustrated by the dashed arrow from P1 →a S1 to Pn →a Sm in Fig. 1.

Generally, refinement of policy specifications involves a strengthening
of the requirements imposed by the policy. This means that adherence
of a system specification S is not preserved under refinement of a policy
specification P in the general case. However, if a policy refinement step
involves a strengthening by imposing additional policy rules, analysis with
respect to adherence to these have not been conduced at the abstract level.
Instead, these rules yield proof obligations that must be resolved at the
refined level. The challenge is therefore to identify conditions under which
the analysis results from the abstract level is preserved under refinement.
For a condition C the desired property can be formulated as follows.

C

P1 →a S1 ∧ P1 � P2 ∧ S1 � S2 ⇒ P2 →a S2

(1)
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For cases in which P1 →a S1 has been established, the strategy for preser-
vation of policy adherence results under refinement of P1 and S1 proposed in
this paper is to identify differences between the policy specification P1 and
the refined policy specification P2. These differences represent the strength-
ening of the requirements imposed by the policy when moving from P1 to
P2. By defining rules for refinement of the system specification S1 based on
the identified policy strengthening, we obtain a refined system specification
S2 in which the adherence results establishing P1 →a S1 are preserved.

In the proposed strategy we utilize properties of modularity and tran-
sitivity for the purpose of breaking the larger problem down into smaller
sub-problems that can be addressed separately.

3 Semantics of Policy Specifications

A policy specification P is in Deontic STAIRS given as a set of policy
rule specifications (dm, dt, db), where dm ∈ {pe, ob, pr} denotes the deontic
modality of a permission, obligation or prohibition, dt specifies the trigger
and db specifies the rule body. The trigger dt of a policy rule is a sequence
diagram that specifies the conditions under which the policy rule applies,
whereas the rule body db is a sequence diagram that specifies the behavior
that is constrained by the rule. The semantics of the diagrams dt and db is
given by the function [[]] that yields the set of traces [[dt]], [[db]] ⊆ H that is
specified by the diagrams. The set H denotes the set of all traces and the
set R denotes the set of all policy rule specifications. The reader is referred
to [35] for a more detailed presentation.

Given a trace h describing a possible run of a system for which a policy
rule (dm, dt, db) applies, h triggers the rule if h fulfills the triggering scenario
dt. Since dt is described by a set of traces, each describing a valid interpre-
tation of the diagram, it suffices that h fulfills at least one trace h′ ∈ [[dt]]
to trigger the rule. For h to fulfill h′, h must be a super-trace of h′ which
we denote h′

� h. Equivalently, we say that h′ is a sub-trace of h. We have,
for example, that 〈a, b, c〉 � 〈e, a, f, g, b, c, d〉. For a trace set H ⊆ H, H � h

denotes ∃h′ ∈ H : h′
� h. See Appendix A for the formal definition of the

sub-trace relation � and the complementary relation �/ .
If [[dt]] � h holds for a policy rule (dm, dt, db), i.e. h triggers the rule, the

rule imposes a constraint on the possible continuations of the execution of
h after the rule has been triggered. A permission requires that the behav-
ior described by the rule body db must be offered as a potential choice, i.e.
there must exist a continuation of h that fulfills the rule body. An obliga-
tion requires that all possible continuations fulfill the rule body, whereas a
prohibition requires that none of the possible continuations fulfills the rule
body.
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In this section we define the semantics of policy specifications as a func-
tion that takes a policy specification P ∈ P(R) and a trace h ∈ H and yields
a tuple (a, u,C) that describes the requirements imposed by the rules in P

given the execution of the trace h, where a, u ⊆ H and C is a set of trace sets
H ⊆ H. The interpretation of the tuple (a, u,C) is that the set a represents
the acceptable traces as specified by the obligation rules of P that are trig-
gered by h; the set u represents the unacceptable traces as specified by the
prohibition rules of P that are triggered by h; each set H ∈ C represents the
traces that must be offered as potential choices as specified by a permission
rule in P that is triggered by h.

Formally, the semantics of a policy specification is defined by the follow-
ing function.

[[ ]] ∈ P(R) ×H → P(H) × P(H) × P(P(H))

We first define the function for singleton sets of policy rules P and then
define the composition of policy specifications P1 and P2.

The operator � takes two trace sets as operands and yields their sequen-
tial composition, capturing the formalization of the seq operator of sequence
diagrams. For sequence diagrams d1 and d2, the semantics of d1 seq d2 is
given by [[d1]] � [[d2]]. For a trace set H, H� denotes the set of all super-
traces of elements in H. The reader is referred to the appendix for the
formal definitions.

Definition 1. Semantics of policy rules.

[[{(pe, dt, db)}]](h)
def
=

{
(H, ∅, {([[dt]] � [[db]])�}) if [[dt]] � h

(H, ∅, ∅) if [[dt]] �/ h

[[{(ob, dt, db)}]](h)
def
=

{
(([[dt]] � [[db]])�, ∅, ∅) if [[dt]] � h

(H, ∅, ∅) if [[dt]] �/ h

[[{(pr, dt, db)}]](h)
def
=

{
(H, ([[dt]] � [[db]])�, ∅) if [[dt]] � h

(H, ∅, ∅) if [[dt]] �/ h

We refer to [[P ]](h) = (a, u,C) as “the denotation of the policy spec-
ification P with respect to the trace h”, or “the policy denotation” as a
brevity.

Definition 2. Composition of policy denotations.

(a1, u1, C1) ⊗ (a2, u2, C2)
def
= (a1 ∩ a2, u1 ∪ u2, C1 ∪ C2)

Given the policy denotations (a1, u1, C1) and (a2, u2, C2), the sets a1 and
a2 represent the obliged behavior. The composition of the policy denota-
tions means that both a1 and a2 are obliged, which explains the composition
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of these sets using intersection. Since the sets u1 and u2 represent prohib-
ited behavior, the composition using union ensures that both sets remain
prohibited after composition. The sets C1 and C2 each represents the vari-
ous behaviors that must be offered as potential alternatives as specified by
permission rules. The union operator ensures that all the alternatives are
still represented after the composition.

It follows immediately from the properties of associativity and commu-
tativity of ∩ and ∪ that also the composition operator ⊗ is associative and
commutative.

Composition of policy specifications is defined by the union operator
since policy specifications are given by sets of policy rule specifications. The
following defines the semantics of composed policy specifications.

Definition 3. Semantics of composed policy specifications.

[[P1 ∪ P2]](h)
def
= [[P1]](h) ⊗ [[P2]](h)

For the special case in which the policy specification is empty, i.e. P = ∅,
there are no requirements. The semantic representation of the empty policy
specification is defined as follows.

Definition 4. Semantics of empty policy specifications.

∀h ∈ H : [[∅]](h)
def
= (H, ∅, ∅)

In [35] the semantics of Deontic STAIRS specifications P were defined by
defining the semantics of individual policy rule specifications such that [[P ]] =
{[[r]] | r ∈ P}. An advantage of the composed semantics of policy specifi-
cations proposed in this paper is that policy specifications that impose the
same requirements on systems are also semantically equivalent. The seman-
tics of the singleton rule set {(ob, dt, db1 par db2)}, for example, equals the
semantics of the rule set {(ob, dt, db1), (ob, dt, db2)}. Similarly, the semantics
of {(pr, dt, db1 alt db2)} equals the semantics of {(pr, dt, db1), (pr, dt, db2)}.

4 Policy Adherence

In this section we define the adherence relation that precisely characterizes
what it means that a system specification S satisfies a policy specification
P , denoted P →a S.

The system is specified using the STAIRS approach to system devel-
opment with UML sequence diagrams. In STAIRS, the semantics [[d]] of a
sequence diagram d is a non-empty set of so-called interaction obligations
(p, n), where p, n ⊆ H. Each element (p, n) ∈ [[d]] represents an obligation
in the sense that the behavior described by the trace sets must be offered
as a potential system behavior. The set p is the set of positive traces, i.e.
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the traces each of which represents a valid execution of the interaction obli-
gation. The set n is the set of negative traces, i.e. the traces representing
invalid executions of the interaction obligation. The reader is referred to [31]
for a detailed presentation of the STAIRS syntax and semantics of UML se-
quence diagrams.

We now define adherence of a system specification S to a policy spec-
ification P with respect to the semantics [[P ]](h) presented in the previous
section.

Definition 5. Adherence of system specifications S to policy specifications
P .

P →a S
def
= ∀(p, n) ∈ [[S]] :

∀h ∈ (p \ n) :

h ∈ a ∧

h /∈ u ∧

∀H ∈ C : ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H

where [[P ]](h) = (a, u,C)

The first and second conjuncts ensure that the trace h adheres to the
obligation rules and prohibition rules, respectively, of P . The third conjunct
ensures adherence to the permission rules of P by requiring that the behavior
specified by the these rules are offered as potential choices by S.

Based on the semantics of policy specifications presented in [35], pol-
icy adherence of system specifications S to policy specifications P , denoted
P →′

a S,1 is in [31] defined ∀r ∈ P : r →′
a S.2 The next theorem relates

the definition of adherence of this paper to the adherence relation defined
in [31].

Theorem 2. P →a S ⇔ P →′
a S

Policy adherence is modular in the sense that a system adheres to a set
of policy specifications if and only if the system adheres to the composition
of the policy specifications. This is expressed by the following theorem, and
implies that the problem of verification of adherence can be broken down
into sub-problems.

Theorem 3. P1 →a S ∧ P2 →a S ⇔ (P1 ∪ P2) →a S

The lowest level of granularity for a modular verification of adherence of
a system specification S to a policy specification P is to address subsets of
P that are singleton, i.e. to address individual policy rules. The following
theorem follows immediately from Def. 1 and Def. 5 and expresses what it
means that a system specification adheres to a policy rule.

1We denote the adherence relation of [31] by →
′

a
to distinguish it from the adherence

relation →a defined in this paper.
2See Def. 15 and Def. 16 in the appendix.
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Theorem 4. Adherence to policy rules.

{(pe, dt, db)} →a S ⇔ ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : (h ∈ [[dt]]� ⇒

∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ ([[dt]] � [[db]])�)

{(ob, dt, db)} →a S ⇔ ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : (h ∈ [[dt]]� ⇒

h ∈ ([[dt]] � [[db]])�)

{(pr, dt, db)} →a S ⇔ ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : (h ∈ [[dt]]� ⇒

h /∈ ([[dt]] � [[db]])�)

This modularity property of policy adherence is utilized in Section 6 in
the identification of refinement rules that guarantees preservation of adher-
ence results.

5 Policy Refinement

In this section we formally define the notion of policy refinement as a rela-
tion between policy specifications, where P1 � P2 denotes that the policy
specification P2 is a refinement of the policy specification P1. For policy
denotations (a, u,C), refinement is defined as follows.

Definition 6. Refinement of policy denotations.

(a1, u1, C1)� (a2, u2, C2)
def
= a2 ⊆ a1 ∧

u1 ⊆ u2 ∧

∀H1 ∈ C1 : ∃H2 ∈ C2 : H2 ⊆ H1 ∧

∀H2 ∈ C2 : ∃H1 ∈ C1 : H2 ⊆ H1

Refinement of a policy specification P1 to a policy specification P2 then
means that for all traces h ∈ H, the denotation of P2 with respect to h is
a refinement of the denotation of P1 with respect to h, formally defined as
follows.

Definition 7. Refinement of policy specifications.

P1 � P2

def
= ∀h ∈ H : [[P1]](h)� [[P2]](h)

The first and second conjuncts of Def. 6 mean that the requirements
imposed by the obligation rules and prohibition rules of the policy specifi-
cations are strengthened under policy refinement. The strengthening may
stem from reduction of underspecification in existing rules, or from the ad-
dition of new policy rules. The third and fourth conjuncts of Def. 6 mean
that all behaviors that are required to be offered potentially by permission
rules of P1 are also required by permission rules of P2 and vice versa. The
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behavior described by the rule body of the permission rules may also be
subject to reduction of underspecification.

Under this notion of policy refinement, the variation over potential choices
of behavior that is required by the policy is fixed under refinement. The re-
duction of underspecification, however, means that traces that are admissible
at the abstract level may be inadmissible at the refined level.

It follows immediately from Def. 6 and Def. 7 that the policy refinement
relation is reflexive and transitive.

A modularity property of the policy refinement relation is that a pol-
icy specification P can be refined by refining subsets of P separately, as
expressed by the following theorem.

Theorem 5. P1 � P ′
1
∧ P2 � P ′

2
⇒ (P1 ∪ P2)� (P ′

1
∪ P ′

2
)

Since refinement of policy specifications is a strengthening of the re-
quirements imposed by the policy specification, the requirements from the
abstract levels are preserved under refinement. This means that the en-
forcement of a concrete policy specification implies the enforcement of the
previous, more abstract specifications. This property is expressed in the next
theorem stating that adherence to a concrete policy specification guarantees
adherence to an abstract policy specification.

Theorem 6. P1 � P2 ∧ P2 →a S ⇒ P1 →a S

The modularity properties expressed in Theorem 3 and Theorem 5 to-
gether with Theorem 6 mean that a policy specification can safely be split
up into partial policy specifications that are further developed and even-
tually enforced separately. This is relevant for organizations in which an
overall organizational policy is customized for and implemented separately
by individual departments, and for policy-based management of distributed
systems where policies are developed and enforced in a distributed manner.

The notion of policy refinement presented in [35] is based on the defi-
nition of refinement of individual policy rules; a policy specification P2 is a
refinement of a policy specification P1 if every rule in P2 is a refinement of
a rule in P1.

3 This means that policy rules may be added under refinement.
The notion of policy refinement studied in this paper is more restrictive in
the sense that it does not allow requirements to new potential choices of be-
havior to be introduced under refinement; this is allowed under the notion
of policy refinement in [35], however, by the addition of permission rules.

Under the condition that requirements to new potential choices of be-
havior are not added by moving from the abstract specification P1 to the
refined specification P2, we may compare the policy refinement relation of
Def. 7 in this paper with the policy refinement relation in [35]. The condition
is formalized with the relation � between policy denotations as follows.

3See Def. 17 and Def. 18 in the appendix.
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Definition 8.

(a1, u1, C1) � (a2, u2, C2)
def
= ∀H2 ∈ C2 : ∃H1 ∈ C1 : H2 ⊆ H1

For policy specifications P1 and P2 the relation � is then defined as
follows.

Definition 9. P1 � P2

def
= ∀h ∈ H : [[P1]](h) � [[P2]](h)

As expressed in the next theorem, under the condition that P1 � P2

holds, the notion of policy refinement proposed in this paper is a general-
ization of the notion of policy refinement presented in [35].4

Theorem 7. P1 �
′ P2 ∧ P1 � P2 ⇒ P1 � P2

A number of modularity properties for refinement of policy specifications
were shown in [35], demonstrating that the sequence diagrams specifying pol-
icy rules can be refined by refining their individual parts separately. These
modularity properties hold irrespective of whether rules are added under
the refinement P1 �

′ P2. The next theorem states that under a refinement
P1 �

′ P2 in which every rule at the refined level is a refinement of a rule at
the abstract level, the relation P1 � P2 holds.

Theorem 8. P1 �
′ P2 ∧ ∀r2 ∈ P2 : ∃r1 ∈ P1 : r1 �

′ r2 ⇒ P1 � P2

By Theorem 7 and Theorem 8, the modularity properties of the policy
refinement relation formalized in [35] carry over to the policy refinement
relation proposed in this paper. This means, for example, that a sequence
diagram db specifying a rule body can be refined by refining individual parts
of db separately.

A clear advantage of the policy refinement relation proposed in this paper
over the policy refinement relation in [35] is that it is based on the composed
semantics of the policy rules, rather than the collection of the separate
semantics of the individual rules. Theorem 6 reflecting the property that
policy refinement is a strengthening of the requirements imposed by the
policy specification also holds for the policy refinement relation presented in
[35]. By Theorem 7, however, there exist policy specifications P1 and P2 such
that P2 →a S ⇒ P1 →a S for all system specifications S, while P1 � P2

and ¬(P1 �
′ P2). Theorem 6 and Theorem 7 therefore demonstrate that

the refinements that are valid under the relation � presented in this paper
while invalid under the relation�′ of [35] are sound in a policy development
process in the sense that they involve a strengthening of the policy.

In Section 3 we explained that under the semantics of policy specifica-
tions presented in [35] there are policy specifications that are equivalent with

4We denote the policy refinement relation of [35] by�′ to distinguish it from the policy
refinement relation � defined in this paper.
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respect to the requirements they impose, yet semantically non-equivalent.
Since these are semantically equivalent under the semantics proposed in this
paper, they also refine each other. For example, since the policy specification
{(ob, dt, db1 par db2)} is semantically equivalent to {(ob, dt, db1), (ob, dt, db2)},
the two refine each other. Furthermore, all valid refinements of one pol-
icy specification are also valid refinements of semantically equivalent policy
specifications.

The policy refinement relation of [35] allows refinement of permission
rules and obligation rules by reducing the set of traces that are specified by
the rule body, and refinement of prohibition rules by increasing this trace
set. This is generalized by the policy refinement relation proposed in this
paper by considering the set of super-traces of the specifications instead.
This means, for example, that while {(ob, dt, db1)} � {(ob, dt, db1 par db2)}
is valid, it is not so for the policy refinement relation �′.

6 Adherence Preserving Refinement

In this section we first give a general characterization of conditions under
which adherence is preserved in the case of the combined refinement of
policy specifications and system specifications. Subsequently we identify
refinement rules that fulfill these conditions, such that the application of
the rules in the development process guarantees preservation of adherence.

6.1 A Characterization of Adherence Preserving Refinements

A policy specification characterizes certain behavior as admissible and cer-
tain behavior as inadmissible by the obligation rules and the prohibition
rules. Additionally a policy specification requires certain behavior to be
offered as potential choices by the permission rules. The expressiveness of
STAIRS system specifications to capture inherent non-determinism by a set
of interaction obligations and preserve this form of non-determinism under
refinement are the properties that ensure preservation of adherence to per-
mission rules under refinement. Underspecification is captured by the vari-
ation over positive traces in each interaction obligation. The set of positive
traces represents the admissible behavior of the system under development.
If these traces adhere to the obligation rules and prohibition rules at an
abstract level, adherence is preserved under refinement of system specifica-
tions since refinement of interaction obligations is defined by reduction of
underspecification. The property of preservation of adherence to a fixed pol-
icy specification under refinement of system specifications as expressed by
Theorem 1 is therefore ensured by the fact that all the potential alternatives
are preserved, while the admissible behavior within each of the alternatives
may only be reduced.
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Because policy refinement implies only a reduction of the admissible be-
havior as specified by the policy, adherence of a system specification is pre-
served under refinement by reducing the admissible behavior of the system
specification accordingly. In other words, if P1 →a S1 has been established
at the abstract level and the policy refinement P1 � P2 is conducted, a
system specification S2 can be derived from S1 based on the reduction of
admissible behavior when shifting from P1 to P2 such that S1 � S2 and
P2 →a S2.

Policy adherence is obviously preserved if the requirements imposed by
the refined policy specification is equivalent to the requirements imposed
by the abstract specification. Under this condition, preservation of adher-
ence under refinement can be formulated by the following instantiation of
expression (1) in Section 2.

∀h ∈ H : [[P1]](h) = [[P2]](h)

P1 →a S1 ∧ S1 � S2 ⇒ P2 →a S2

(2)

Notice that we have omitted the conjunct P1 � P2 of expression (1) in
Section 2 since it is implied by the condition in expression (2) and therefore
redundant.

Under the condition in (2), there is no reduction of admissible behavior,
and adherence is preserved by Theorem 1. The modularity properties of pol-
icy adherence and policy refinement captured by Theorem 3 and Theorem 5,
respectively, can be utilized by identifying parts of the refined policy specifi-
cation that is semantically equivalent to the abstract policy specification or a
subset of the abstract policy specification. If, for example, P1∪P2 � P ′

1
∪P ′

2

and ∀h ∈ H : [[P1]](h) = [[P ′
1
]](h), policy adherence of a system specification

S need only be checked with respect to P ′
2

if P1∪P2 →a S has been verified.
For policy refinements P1 � P2 in which the semantics of the policy

specifications are not equivalent, and P1 →a S has been verified, we need
to identify the traces h of the system specification S that are admissible
under P1 and inadmissible under P2. A refinement S � S′ of the system
specification by eliminating these traces h from S then ensures adherence
at the refined level, i.e. P2 →a S′. We define the function

Δ( , , ) ∈ P(R) × P(R) ×D → P(H)

that takes the policy specifications P1 and P2 and the system specification
S as operands and yields the set H of admissible traces from S that are
admissible under P1 and inadmissible under P2. D denotes the set of all
STAIRS sequence diagram specifications. Formally, the function Δ is defined
as follows.

Definition 10. For policy specifications P1 and P2 and system specifications
S such that P1 � P2 and P1 →a S:
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Δ(P1, P2, S)
def
= {h ∈ H | (∃(p, n) ∈ [[S]] : h ∈ (p \ n))∧

(h ∈ (a1 \ a2)∨
h ∈ (u2 \ u1)∨
∃H1 ∈ C1 : ∃H2 ∈ C2 : H2 ⊆ H1 ∧ h ∈ (H1 \ H2))}

where [[P1]](h) = (a1, u1, C1) and [[P2]](h) = (a2, u2, C2)

Semantically, a sequence diagram is represented by a set O of interaction
obligations (p, n). The singleton set {(∅,Δ(P1, P2, S))} of interaction obliga-
tions is then the semantic representation of a sequence diagram that specifies
as negative the behavior that should be inadmissible after the refinement of
the system specification. We denote this representation by [[S]]Δ(P1,P2,S),
abbreviated by [[S]]Δ when the given policy specifications are irrelevant or
clear from the context.

For a system specification S such that P1 →a S and P1 � P2 hold, the
following represents a refined system specification in which the inadmissible
behavior [[S]]Δ has been specified as negative behavior: [[S]]Δ � [[S]].

The operator � takes two sets of interaction obligations as operands and
yields their inner union, formally defined as follows.

O1 � O2

def
= {(p1 ∪ p2, n1 ∪ n2) | (p1, n1) ∈ O1 ∧ (p2, n2) ∈ O2}

Since [[S]]Δ is a singleton set of interaction obligations, the result of
[[S]]Δ�[[S]] is equal to the result of adding the set Δ(P1, P2, S) to the negative
traces of each interaction obligation of [[S]]. More formally,

[[S]]Δ � [[S]] = {(p, n ∪ Δ(P1, P2, S)) | (p, n) ∈ [[S]]}

The result of this composition with inner union is furthermore a refine-
ment of [[S]] as expressed by the following theorem which follows immediately
from the definition of refinement of sets of interaction obligations [31].

Theorem 9. For all interaction obligations (∅, n) and all sets of interaction
obligations O:

O � {(∅, n)} � O

The refinement [[S]]Δ�[[S]] of [[S]] then characterizes a system specification
where the adherence P1 →a S is preserved when the policy refinement P1 �

P2 has been conducted. The result is expressed by the following theorem.

Theorem 10. P1 →a S ∧ P1 � P2 ⇒ P2 →a ([[S]]Δ � [[S]])

Notice that adherence as formalized in Def. 5 is a relation between a
policy specification and a system specification, whereas ([[S]]Δ� [[S]]) in The-
orem 10 denotes a set of interaction obligations. The formulation of Theo-
rem 10 is for sake of brevity and readability.
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The result of adherence preservation under the condition that the ab-
stract system specification is S is refined by the composition with [[S]]Δ can
then be formulated by the following instantiation of (1).

[[S2]] = [[S1]]
Δ � [[S1]]

P1 →a S1 ∧ P1 � P2 ⇒ P2 →a S2

(3)

Notice that since [[S1]]� [[S1]]
Δ � [[S1]] holds by Theorem 9, the conjunct

S1 � S2 of the antecedent of expression (1) in Section 2 is implied. Since
the conjunct is redundant it is omitted in (3).

So far we have only given a general characterization of the refined system
specification for which adherence is preserved by describing its semantics. In
a practical setting the development process should, however, be supported
by syntactical rules that ensure the desired refinements.

The trace set Δ(P1, P2, S) which is derived as expressed in Def. 10
characterizes precisely the traces in S that are inadmissible after the pol-
icy refinement P1 � P2. By identifying a sequence diagram d where ex-
actly these inadmissible traces are negative, the diagram d can be syn-
tactically composed with S to yield the desired result. More precisely, if
[[d]] = {(∅,Δ(P1, P2, S))} = [[S]]Δ we have the following.

[[d alt S]] = [[S]]Δ � [[S]]

The semantics of the sequence diagram operator alt is defined by inner
union � [31], so given the system specification S and the identified sequence
diagram d, the specification d alt S denotes the desired refinement of the
system specification.

Theorem 10 therefore means that in principle, the desired system refine-
ment can be conducted. The challenge, however, is to identify the desired
sequence diagram d. For certain cases of policy refinements P1 � P2 where
P1 →a S holds, the sequence diagram may not exist since there exist valid
semantic representations for which there are no matching representations in
the syntax.

In the next subsection we describe strategies for identifying such dia-
grams d, and we identify specific rules for refinement of system specifications
that guarantee adherence preservation.

6.2 Adherence Preserving Refinement Rules

Our strategy is to utilize the modularity properties of policy adherence and
policy refinement as expressed by Theorem 3 and Theorem 5, respectively.
These properties allow the problem of preservation of adherence under policy
refinement to be addressed as a problem of preservation of adherence under
policy rule refinement.
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Given a refinement of a policy rule r to a policy rule r′, the challenge
is to identify a sequence diagram d that characterizes the strengthening
of the policy rule under the refinement step. There are two requirements
that should be fulfilled by this approach. Firstly, the strengthening of the
system specification S should be applicable without any knowledge about
S other than that it adheres to the abstract policy specification P . This
ensures the generality of the approach. Solely by comparing the policy rule
specification r and its refinement r′, the sequence diagram d representing the
strengthening should be derived. Subsequently, a composition of d and S

using syntactic sequence diagram operators should yield the desired result
in the form of a system specification S′. Secondly, the resulting system
specification S′ should be a refinement of the original system specification
S. This ensures that S′ is a valid representation of S.

Ideally, the identified sequence diagram d should capture exactly the
set of traces that characterizes the strengthening of the policy rule. In
a practical setting it may, however, be infeasible to identify the precise
sequence diagram. In some cases, this sequence diagram may not even exist.
The sequence diagram d is in the sequel therefore required to characterize at
least the strengthening of the policy rule, i.e. [[d]] must be a superset of the
desired trace set. Since the removal of traces from the system specification
never introduces a policy breach, this requirement is sufficient for the results
of adherence preservation.

The formula for strengthening a system specification S into a system
specification S′ with respect to an identified sequence diagram d is the fol-
lowing.

S′ = refuse(d par any) alt S

The refuse construct is a STAIRS operator for specifying negative be-
havior [29]. For a sequence diagram d such that [[d]] = {(p, n)}, the se-

mantics is defined by [[refuse d]]
def
= {(∅, p ∪ n)}. The sequence diagram any

denotes the maximal sequence diagram the semantics of which is defined by
[[any]] = {(H, ∅)}.5 The reason for the parallel composition of the sequence
diagram d and the maximal sequence diagram any in the formula is that
it yields all the super-traces of traces in [[d]], i.e. the traces that fulfill the
behavior specified by d. This is reflected by the following statement the
proof of which is given in Lemma 2 in the appendix.

∀H ⊆ H : H� = (H ‖ H)

The semantics of the par operator is defined by ‖ which yields the inter-
leavings of its operands [13]. The reader is referred to the appendix for the
formal definition.

The fulfillment of the requirement that refuse(d par any) alt S is a refine-
ment of S is shown by the following theorem.

5The name any is adopted from [20] where it denotes the maximal MSC [15].
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Theorem 11. For all sequence diagrams d and d′ such that [[d′]] is singleton:

d� (refuse(d′) alt d)

The theorem follows immediately from the definition of the sequence
diagram operators and the definition of refinement of sequence diagrams
[31].

We now turn to the approach for adherence preserving refinement of each
type of policy rule.

A permission rule (pe, dt, db) is refined by a permission rule (pe, dt, d
′
b)

if [[d′b]] ⊆ [[db]]. By identifying sequence diagrams db1 and db2 such that
[[db]] = [[db1 alt db2]] and d′b = db1, the sequence diagram db2 represents the
reduction of the admissible behavior after the refinement. By refining a
system specification S for which adherence to (pe, dt, db) has been verified
by characterizing traces fulfilling dt seq db2 as negative, the adherence result
that was established at the abstract level is preserved. This is expressed by
the following theorem.

Theorem 12. Preservation of adherence under refinement of permission
rules.

{(pe, dt, db1 alt db2)} →a S ⇒

{(pe, dt, db1)} →a refuse((dt seq db2) par any) alt S

Notice that for the sequence diagram db2 to characterize the exact strength-
ening of the permission rule, the requirement [[db1]] ∩ [[db2]] = ∅ must be ful-
filled, where [[db1]]∪ [[db2]] equals the semantics of the body db of the abstract
permission rule and [[db1]] equals the semantics of the body d′b of the refined
permission rule. The theorem is still valid if this requirement is not fulfilled,
but implies that the removal of traces under the refinement of the system
specification is wider than required for adherence to be ensured.

With reference to expression (1) in Section 2 the policy specification
P1 is instantiated by {(pe, dt, db1 alt db2)}, whereas P2 is instantiated by
{(pe, dt, db1)}. The system specification S instantiates S1 and the system
specification S2 is derived from P1, P2 and S1. Since in this case we have
P1 � P2 by definition, and S1 � S2 by Theorem 11, these conjuncts of
the antecedent of (1) are redundant. The result of adherence preservation
captured by Theorem 12 can then be formulated as follows.

S2 = refuse((dt seq db2) par any) alt S1

{(pe, dt, db1 alt db2)} →a S1 ⇒ {(pe, dt, db1)} →a S2

(4)

The same approach is applicable to obligation rules. An obligation rule
(ob, dt, db) is refined by an obligation rule (ob, dt, d

′
b) if [[d′b]] ⊆ [[db]]. Again,

we can identify sequence diagrams db1 and db2 such that [[db]] = [[db1 alt db2]]
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and d′b = db1, where the sequence diagram db2 represents the reduction of the
admissible behavior. In case {(ob, dt, db)} →a S has been verified, adherence
is preserved by refining S with respect to the specification dt seq db2. This
is expressed by the following theorem.

Theorem 13. Preservation of adherence under refinement of obligation
rules.

{(ob, dt, db1 alt db2)} →a S ⇒

{(ob, dt, db1)} →a refuse((dt seq db2) par any) alt S

As for the result of preservation of adherence to permission rules, the
identification of a sequence diagram characterizing the exact strengthening
requires that [[db1]] ∩ [[db2]] = ∅. The validity of Theorem 13 does, however,
not depend on this requirement. The formulation of the result following the
pattern of expression (1) with redundancy omitted is as follows.

S2 = refuse((dt seq db2) par any) alt S1

{(ob, dt, db1 alt db2)} →a S1 ⇒ {(ob, dt, db1)} →a S2

(5)

A prohibition rule may be refined by increasing the set of traces that
represents the prohibited behavior as specified by the rule body, i.e. a
prohibition rule (pr, dt, db) is refined by a prohibition rule (ob, dt, d

′
b) if [[d′b]] ⊇

[[db]]. By identifying sequence diagrams db1 and db2 such that db = db1 and
[[d′b]] = [[db1 alt db2]], the sequence diagram db2 represents the reduction of the
admissible behavior after the refinement. By refining a system specification
S for which adherence to (pr, dt, db) has been verified by characterizing traces
fulfilling dt seq db2 as negative, the adherence result that was established at
the abstract level is preserved. This is expressed by the following theorem.

Theorem 14. Preservation of adherence under refinement of prohibition
rules.

{(pr, dt, db1)} →a S ⇒

{(pr, dt, db1 alt db2)} →a refuse((dt seq db2) par any) alt S

As for the rules for preservation of adherence under refinement of per-
missions and obligations, the identification of the sequence diagram that
characterizes the exact strengthening requires that [[db1]] ∩ [[db2]] = ∅ holds.
However, since db1 is already characterized as inadmissible by S since adher-
ence to {(pr, dt, db1)} has been verified, the strengthening of S by removing
the traces that fulfill (dt seq db2) yields precisely the desired refinement of
S. The formulation of Theorem 14 following the pattern of expression (1)
with redundancy omitted is as follows.

S2 = refuse((dt seq db2) par any) alt S1

{(pr, dt, db1)} →a S1 ⇒ {(pr, dt, db1 alt db2)} →a S2

(6)
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By properties of modularity the approaches for adherence preserving re-
finement of policy rules stated in expression (4), (5) and (6) can be combined
into an approach for adherence preserving refinement of policies. Assume,
for example, that P1 →a S1 has been verified at an abstract level and that
P1 = {r1, . . . , rm} is refined following the above described patterns. For each
rule ri ∈ P1, let di denote the sequence diagram characterizing the strength-
ening of ri. The desired strengthening of S1 into S2 such that P2 →a S2 can
then be obtained by the following formula.

S2 = refuse(d1 par any) alt . . . alt refuse(dm par any) alt S1 (7)

The modularity properties also allow the approach to be applied to a
subset of the policy specification. For a policy specification P1 ∪ P such
that P1 ∪ P →a S1, we have P1 →a S1 and P →a S1 by Theorem 3. By
refining the rules of P1 into P2 following the above pattern, the resulting
policy specification P2 ∪ P is a refinement of P1 ∪ P by Theorem 5. Since
S1 � S2 holds for the derived system specification S2, and P →a S1, we get
P →a S2 by Theorem 1. By Theorem 3 we finally have P2 ∪ P →a S2.

As an alternative to utilizing the modularity properties as described
above, the preservation of adherence under refinement of a set of policy rules
can be broken down into a series of refinement steps. Since refinement of
both policy specifications and system specifications are transitive, the result
of any number of adherence preserving refinement steps of the specifications
represents the desired result.

In Section 6.1 we gave with expression (3) a characterization of preser-
vation of policy adherence under refinement by deriving the semantics [[S2]]
of the refined system specification from the policy specifications P1 and P2

and the system specification S1. The formula (7) above describes how the
properties of modularity can be utilized to obtain the refined system specifi-
cation using syntactic sequence diagram operators. Since the instantiations
of (7) depend only on the policy specifications P1 and P2, as well as the sys-
tem specification S1, we can introduce the construct op as syntactic sugar
to define the following abbreviation.

op(P1, P2, S1)
def
= refuse(d1 par any) alt . . . alt refuse(dm par any)

S2 = op(P1, P2, S1) alt S1 is then a syntactic characterization of the con-
dition for adherence preserving refinement that were given by the semantic
characterization [[S2]] = [[S1]]

Δ(P1,P2,S1)�[[S1]] in expression (3) of Section 6.1.
The instantiation of expression (1) of Section 2 given the strategies described
by expression (4), (5) and (6) above can then be given as follows.

S2 = op(P1, P2, S1) alt S1

P1 →a S1 ∧ P1 � P2 ⇒ P2 →a S2

(8)
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Since S1 � op(P1, P2, S1) alt S1 holds by definition, the instantiation of
S1 � S2 of expression (1) is redundant and omitted in (8).

The above strategies for preservation of adherence under refinement of
policy rules assume that the policy triggers are fixed under refinement. This
is crucial for adherence preservation since it means that the abstract sys-
tem specification has been checked for adherence with respect to these trig-
gers, and the result can be preserved under refinement. For policy rules
(dm, dt, db) that are added under policy refinement such that the trigger dt

did not occur in the abstract policy specification, adherence of a system
specification S to (dm, dt, db) is guaranteed by eliminating all the traces in
S that fulfill traces in dt. This is because a rule that is not triggered by
a system specification is trivially adhered to, as captured by the following
theorem.

Theorem 15. {(dm, dt, db)} →a refuse(dt par any) alt S

During the development of a system specification S, such a removal of
behavior to which a rule (dm, dt, db) applies may be adequate if it is de-
cided that the particular behavior described by the diagram dt is unimpor-
tant, irrelevant or dispensable for the desired functionality of the system
under development. If the removal of the behavior is unacceptable, the rule
(dm, dt, db) yields a proof obligation that must be solved at the refined level
since adherence to this rule has not been checked at the abstract level. In
case a policy breach is identified, then either the system traces fulfilling dt

must be removed, or the system development must undergo backtracking
and redesign in order to establish adherence.

7 Related Work

Model Driven Architecture (MDA) [9, 22] is an approach to system devel-
opment based on specifying high-level, platform independent models of the
systems using languages such as the UML that are automatically trans-
formed into a resulting system architecture. In [4], the authors observe that
model building is also applied in security modeling and policy specification,
but claim that the integration of security models into the overall model-
based system development process is problematic. This is partly, they claim,
because security models and system models are typically disjoint, their inte-
gration is poorly understood, and their integration is inadequately supported
by methods and tools. Partly this is also because security typically is inte-
grated into systems in a post hoc manner. To remedy this, a specialization
of MDA called Model Driven Security is presented in [4] in which security
properties of the target system is specified as part of the system model, and
later transformed into security mechanisms of the system. A UML-based
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language called SecureUML is presented that supports the specification of
access control requirements in the setting of Role-Based Access Control [8].
These security models may then be combined with system design models in
languages such as UML class diagrams and UML state charts where elements
of the design models are identified as resources that should be protected ac-
cording to the SecureUML specification. The paper addresses only access
control in the form of permission rules that specify authorizations, however,
and the specification of other security aspects is pointed out as a direction
for future work. Refinement is also not addressed, but the authors state
that by considering diagrams such as UML sequence diagrams and UML
use case diagrams, the modeling of the system from different views and at
different abstraction levels would be supported.

In [31] we explained that permission rules, and therefore policies, specify
trace-set properties that must be satisfied by systems to which the policy
specification applies. A trace-set property can only be falsified on sets of
traces, unlike trace properties that can be falsified on single traces. Trace-
set properties rely on non-determinism, which is captured by a set of system
traces each of which represents a valid system execution. This form of non-
determinism is often referred to as underspecification. The standard notion
of refinement is defined as reduction of underspecification. Unlike trace
properties such as safety and liveness which are preserved under refinement
[1], trace-set properties are generally not. The latter was shown in [16] for
certain security properties.

The results of preservation of policy adherence under refinement of sys-
tem specifications using STAIRS that we showed in [31] rely on the expres-
siveness of STAIRS to distinguish between two types of non-determinism,
namely underspecification and inherent non-determinism. The latter is a
form of non-determinism that the system is required to possess, e.g. to sat-
isfy permission rules, and is preserved under refinement in STAIRS. The
development case addressed in this paper in which both the policy specifica-
tion and the system specification may undergo refinement also rely on this
distinction. In the following we discuss related work with particular focus on
the expressiveness to capture trace-set properties and preserve these under
refinement.

Message sequence charts (MSCs) [15] is an ITU recommendation which
to a large extent has been adopted and extended by the UML sequence
diagram notation. The distinction between underspecification and inherent
non-determinism is, however, beyond the standard MSC language and its
semantics [14]. MSCs are furthermore not supported by a well-defined notion
of refinement, which means that there is no support for capturing trace-set
properties and preserving these under the development process.

In [20], a variant of MSCs is given a formal semantics and provided
a formal notion of refinement. Four different interpretations of MSCs are
proposed, namely existential, universal, exact, and negative. The existential
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interpretation requires the fulfillment of the MSC in question by at least one
system execution; the universal interpretation requires the fulfillment of the
MSC in all executions; the exact interpretation is a strengthening of the uni-
versal interpretation by explicitly prohibiting behaviors other than the ones
specified by the MSC in question; the negative interpretation requires that
no execution is allowed to fulfill the MSC. The interesting interpretation in
our context is the existential scenario as it may capture trace-set properties
and permissions. As shown in [20], a system that fulfills an MSC speci-
fication under the universal, exact, or negative interpretation also fulfills
specifications that are refinements of the initial specification where refine-
ment is defined as reduction of underspecification. This is, however, not the
case for the existential interpretation, which means that trace-set properties
are not preserved under refinement.

The trace semantics for UML 2.0 interactions presented in [36] repre-
sents a sequence diagram by a pair of a set of positive traces and a set of
negative traces. The approach provides no support for distinguishing be-
tween underspecification and inherent non-determinism. Rather, positive
traces are interpreted as necessary, i.e. must be possible in an implemen-
tation, whereas negative traces are interpreted as forbidden, i.e. must not
be possible in an implementation. A notion of refinement is introduced in
which previously inconclusive traces may be redefined as positive or nega-
tive. With this approach, there is no guarantee that adherence to trace-set
properties is preserved under refinement.

Live sequence charts (LSCs) [6, 11] extend MSCs and are particularly di-
rected towards specifying liveness properties. LSCs support the specification
of two types of diagrams, namely existential and universal. An existential
diagram describes an example scenario that must be satisfied by at least one
system run, whereas a universal diagram describes a scenario that must be
satisfied by all system runs. Universal charts can furthermore be specified as
conditional scenarios by the specification of a prechart that, if successfully
executed by a system run, requires the fulfillment of the scenario described
in the chart body. LSCs moreover have the expressiveness to specify forbid-
den scenarios. LSCs seem to have the expressiveness to capture trace-set
properties by the use of existential diagrams; obviously, falsification of sys-
tem satisfaction of requirements expressed by an existential diagram cannot
be done on a single trace. However, a system development in LSCs is in-
tended to undergo a shift from an existential view in the initial phases to
a universal view in later stages as knowledge of the system evolves. Such a
development process with LSCs will generally not preserve trace-set proper-
ties. Moving from an existential view to a universal view can be understood
as a form of refinement, but LSCs are not supported by a well-defined notion
of refinement.

Modal sequence diagrams (MSDs) [10] are defined as a UML 2.0 profile.
The notation is an extension of UML sequence diagrams, and is based on
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the universal/existential distinction of LSCs. The semantics for MSDs is
basically the same as for LSCs, and so is the problem of capturing trace-set
properties and preserving these under refinement.

Triggered message sequence charts (TMSCs) [32] allow the specification
of conditional scenarios and are supported by a formal notion of refinement.
In addition to composition operators such as sequential composition, paral-
lel composition and recursion, TMSCs are supported by two different choice
operators, namely delayed choice and internal choice. Internal choice is sim-
ilar to underspecification in the sense that an implementation that offers
only at least one of the choices correctly fulfills the specification. For de-
layed choice, however, the implementation must offer all choices as potential
behavior. It is observed in [32] that the trace semantics of MSCs does not
have the expressiveness to distinguish between such optional and required
behavior, which means that a heterogeneous mix of these in the specifica-
tion is not supported. The semantics of TMSCs makes this distinction, and
it is also preserved under refinement. The paper stresses the importance
of preserving properties such as safety and liveness under refinement, but
the problem of capturing trace-set properties and preserving these under
refinement is not discussed. A further shortcoming is that support for the
specification of negative or prohibited behavior is not provided.

As mentioned in the introduction, the problem of policy refinement is
poorly explored in the research on policy-based management. The inves-
tigation of policy refinement has gained interest only recently [5], and the
literature on the issue is still scarce.

One aspect of policy refinement as proposed in [23] is that of goal refine-
ment, where the set of low-level goals derived from a high-level goal intends
to fulfill the latter. Goal refinement has been further elaborated within
the area of requirements engineering and has served as basis for more re-
cent approaches to policy refinement. The KAOS method [7] is based on
identifying refinement patterns, where each pattern represents a possible de-
composition of a high-level goal into a set of low level-goals. The fulfillment
of the low-level goals of a pattern ensures the fulfillment of the high-level
goal.

Goal refinement and the KAOS method have been adopted by several
approaches to policy refinement [2, 3, 25, 26, 27]. The approach presented
in [2, 3] identifies the policy refinement problem as composed of two parts.
The first part is the refinement of high-level goals into operations supported
by the concrete objects/devices, such that when performed will achieve the
high-level goal. The proposed solution to this problem is to combine the
KAOS goal elaboration method with techniques for deriving mechanisms by
which a given system can achieve a particular goal. The second part is the
refinement of abstract entities into concrete objects/devices. The proposed
solution to this problem is a formal representation of object relationships
based on domain hierarchies with rules for deducing concrete objects/devices
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for abstract ones. The formalism of the approach is implemented in event
calculus [19] which is held as suitable as it allows formal reasoning and fits
the event-driven nature of the systems that are addressed by the approach.

The policy refinement framework presented in [27] also uses the KAOS
method for goal elaboration to derive low-level goals from high-level ones.
The strategy for identifying the system execution traces that fulfill the low-
level goals is, however, based on linear temporal logic and model checking.
The work in [26] extends [27] by introducing a mechanism for abstracting
policies from system trace executions in a systematic manner.

These approaches to policy refinement based on goal refinement focus
on the problem of deriving low-level policies the enforcement of which en-
sures the fulfillment of the initial high-level goals. Policy adherence there-
fore guarantees adherence to the abstract specifications, but the problem of
preservation of adherence under refinement is not discussed. The problem
of integrating requirements from policy specifications with system specifica-
tions, or understanding the relation between policy specifications and system
specifications where both may be represented at various abstraction levels,
is also not addressed.

8 Conclusion

In this paper we have addressed the problem of preservation of properties
under refinement in a setting of policy-based management. In particular
we have addressed the problem of adherence preservation under refinement
for development cases in which both a policy specification and a system
specification to which the policy applies may undergo refinement.

The policies are specified using Deontic STAIRS, and the systems are
specified using STAIRS. Both approaches allow specifications at various lev-
els of abstraction and are supported by refinement relations that are tran-
sitive and modular. Abstraction and refinement are desirable development
features since they allow details that are irrelevant or unimportant at a
certain development stage and from a certain viewpoint to be ignored. Ab-
straction is desirable also because analysis of specifications generally is easier
and cheaper at abstract levels, as are detection and correction of errors. For
analysis to be meaningful at abstract levels, however, the analysis results
must be preserved under refinement.

The work presented in [31] demonstrates that adherence of STAIRS sys-
tem specifications is preserved under refinement of system specifications
when the policy specification is fixed. Adherence is generally not preserved
under refinement of policy specifications, but in this paper we have pre-
sented strategies for identifying system refinements on the basis of policy
refinements such that adherence is guaranteed in the result.

The strategies utilize properties of modularity of both policy adherence
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and policy refinement, as well as the property of transitivity of refinement of
policy specifications and system specifications. This means that the problem
of preservation of analysis results under refinement can be broken down into
manageable sub-problems, and that the strategies are applicable also if only
a subset of the policy specification is refined.

In development case (a) depicted to the left in Fig. 1 of Section 2, the
property of preservation of adherence under refinement of system specifi-
cations is ensured by the fact that underspecification is reduced while the
required potential choices of behavior are preserved under refinement. This
means that behavior that represents a policy breach cannot be introduced
to the system specification under refinement. In this development case, the
requirements imposed by the policy specification are taken into account from
the very beginning of and throughout the system development process. If
the policy were taken into account only at later development phases or dur-
ing implementation, this could in the worst case result in a system that do
not have the desired functionality, thus wasting the development efforts [21].

The potential pitfall of having to backtrack and repeat parts of the sys-
tem development process is, however, present in the combined development
process depicted as case (b) in Fig. 1. The results of preservation of adher-
ence are based on removing traces from the system specification that have
become inadmissible after a step of policy refinement. Since some the re-
quirements imposed by the refined policy specification were not taken into
account by the abstract system specification, it may be that the refinement
of the system specification requires removal of traces that are critical for the
desired system functionality. The results of this paper are nevertheless a step
towards establishing methods for an integrated process of policy and system
development that are supported by modeling languages, precise notions of
refinement, and results of adherence preservation. A mature method should
be supported by pragmatic development guidelines and tools to assist de-
velopers. Strategies for how to avoid backtracking and redesign should also
be developed. The development of such guidelines, strategies and tools are
directions for future work.

A further topic for future work is to investigate our approach to adher-
ence preserving refinement with respect to completeness. A policy specifi-
cation can be refined in various ways, and in this paper we have focused
on refinement of individual policy rules by reduction of underspecification.
Completeness of a method for adherence preserving refinement means that
the method offers development rules that ensure preservation of adherence
for all valid refinements.

Understanding and formalizing the relation between policy specifications
and system specifications are important and beneficial as it allows the re-
quirements imposed by the policy to be taken into account from the very
initial phases of the development process. Since Deontic STAIRS is a generic
approach to policy-based management, requirements with respect to vari-
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ous issues such as security, trust, service level and access control can be
integrated with the system development process.
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A Formal Definitions

The functions �, S© and T© are for concatenation of sequences, filtering of
sequences and filtering of pairs of sequences, respectively. Concatenation is
to glue sequences together, so h1

� h2 is the sequence that equals h1 if h1

is infinite. Otherwise it denotes the sequence that has h1 as prefix and h2

as suffix, where the length equals the sum of the length of h1 and h2. By
E S©h we denote the sequence obtained from the sequence h by removing
all elements from h that are not in the set of elements E. For example,
{1, 3} S© 〈1, 1, 2, 1, 3, 2〉 = 〈1, 1, 1, 3〉. The filtering function T© is described as
follows. For any set of pairs of elements F and pair of sequences t, by F T©t

we denote the pair of sequences obtained from t by truncating the longest
sequence in t at the length of the shortest sequence in t if the two sequences
are of unequal length; for each j ∈ {1, . . . , k}, where k is the length of the
shortest sequence in t, selecting or deleting the two elements at index j in the
two sequences, depending on whether the pair of these elements is in the set
F . For example, we have that {(1, f), (1, g)} T© (〈1, 1, 2, 1, 2〉, 〈f, f, f, g, g〉) =
(〈1, 1, 1〉, 〈f, f, g〉). See [31] for the formal definitions.

Definition 11. Parallel composition.

H1 ‖ H2

def
= {h ∈ H | ∃s ∈ {1, 2}∞ : π2(({1} × E) T© (s, h)) ∈ H1 ∧

π2(({2} × E) T© (s, h)) ∈ H2}

Definition 12. Sequential composition.

H1 � H2

def
= {h ∈ H | ∃h1 ∈ H1, h2 ∈ H2 : ∀l ∈ L : e.l S©h = e.l S©h1

� e.l S©h2}

{1, 2}∞ is the set of all infinite sequences over the set {1, 2}, and π2 is
a projection operator returning the second element of a pair. The infinite
sequence s in the definition can be understood as an oracle that determines
which of the events in h that are filtered away. E denotes the set of all
events, and the expression e.l denotes the set of events that may take place
on the lifeline l, where L denotes the set of all lifelines. The formal definition
is as follows.

e.l
def
= {e ∈ E | (k.e = ! ∧ tr.e = l) ∨ (k.e = ? ∧ re.e = l)}

An event e is a pair (k,m) of a kind k ∈ {!, ?} and a message m, where !
denotes a send event and ? denotes a receive event. A message m is a tuple
(s, tr, re) of a signal s, a transmitter tr and a receiver re. Both tr and re

are lifelines. The functions

k. ∈ E → {!, ?} tr. ∈ E → L re. ∈ E → L

yield the kind, transmitter and receiver, respectively, of an event.
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Definition 13. Sub-trace relation.

h1 � h2

def
= ∃s ∈ {1, 2}∞ : π2(({1} × E) T© (s, h2)) = h1

Definition 14. For a trace set H and traces h and h′ we define the following.

H � h
def
= ∃h′ ∈ H : h′

� h

h′
�/ h

def
= ¬(h′

� h)

H �/ h
def
= ¬∃h′ ∈ H : h′

� h

H�
def
= {h ∈ H | ∃h′ ∈ H : h′

� h}

Definition 15. Adherence of system specifications S to policy rules r as
defined in [31].

(pe, dt, db) →
′
a S

def
= ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : ([[dt]] � h ⇒

∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : ([[dt]] � [[db]]) � h′)

(ob, dt, db) →
′
a S

def
= ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : [[dt]] � h ⇒ ([[dt]] � [[db]]) � h

(pr, dt, db) →
′
a S

def
= ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : [[dt]] � h ⇒ ([[dt]] � [[db]]) �/ h

Definition 16. Adherence of system specification S to policy specification
P as defined in [31].

P →′
a S

def
= ∀r ∈ P : r →′

a S

Definition 17. Refinement of policy rules.

(pe, dt, db)�
′ (pe, dt, d

′
b)

def
= [[d′b]] ⊆ [[db]]

(ob, dt, db)�
′ (ob, dt, d

′
b)

def
= [[d′b]] ⊆ [[db]]

(pr, dt, db)�
′ (pr, dt, d

′
b)

def
= [[d′b]] ⊇ [[db]]

Definition 18. Refinement of policy specifications.

P1 �
′ P2

def
= ∀r1 ∈ P1 : ∃r2 ∈ P2 : r1 �

′ r2

Notice that by Def. 18, policy rules are allowed to be added under policy
refinement. Refinement of a policy rule (dm, dt, db) by weakening the trigger
can then be achieved by adding a rule (dm, d′t, db).
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B Proofs

Theorem 2. P →a S ⇔ P →′
a S

Proof. Each direction of the biconditional is proved separately below.

Assume: P →a S

Prove: P →′
a S

〈1〉1. Case: P = ∅
Proof: Immediately from Def. 16

〈1〉2. Case: P �= ∅
〈2〉1. Choose arbitrary (dm, dt, db) ∈ P , dm ∈ {pe, ob, pr}

Proof: The rule exists by case assumption
〈2〉2. (dm, dt, db) →

′
a S

〈3〉1. Case: dm = pe

〈4〉1. Case: ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : [[dt]] �/ h

Proof: Immediate from Def. 15
〈4〉2. Case: ∃(p, n) ∈ [[S]] : ∃h ∈ (p \ n) : [[dt]] � h

〈5〉1. Choose arbitrary (p, n) ∈ [[S]] and h ∈ (p\n) such that [[dt]]�h

Proof: The interaction obligation and trace exist by case as-
sumption

〈5〉2. Let: [[P ]](h) = (a, u,C)
〈5〉3. ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : ([[dt]] � [[db]]) � h′

〈6〉1. ([[dt]] � [[db]])� ∈ C

Proof: 〈2〉1, 〈3〉1, 〈5〉1, Def. 1 and Def. 3
〈6〉2. ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ ([[dt]] � [[db]])�

Proof: 〈6〉1, proof assumption and Def. 5
〈6〉3. Q.E.D.

Proof: 〈6〉2 and Def. 14
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉3 and Def. 15
〈4〉3. Q.E.D.

Proof: The cases are exhaustive
〈3〉2. Case: dm = ob

〈4〉1. Case: ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : [[dt]] �/ h

Proof: Immediate from Def. 15
〈4〉2. Case: ∃(p, n) ∈ [[S]] : ∃h ∈ (p \ n) : [[dt]] � h

〈5〉1. Choose arbitrary (p, n) ∈ [[S]] and h ∈ (p\n) such that [[dt]]�h

Proof: The interaction obligation and trace exist by case as-
sumption

〈5〉2. Let: [[P ]](h) = (a, u,C)
〈5〉3. ([[dt]] � [[db]]) � h

〈6〉1. a ⊆ ([[dt]] � [[db]])�
Proof: 〈2〉1, 〈3〉2, 〈5〉1, Def. 1 and Def. 3

〈6〉2. h ∈ a
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Proof: 〈6〉1, proof assumption and Def. 5
〈6〉3. Q.E.D.

Proof: 〈6〉1, 〈6〉2 and Def. 14
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉3 and Def. 15
〈4〉3. Q.E.D.

Proof: The cases are exhaustive
〈3〉3. Case: dm = pr

〈4〉1. Case: ∀(p, n) ∈ [[S]] : ∀h ∈ (p \ n) : [[dt]] �/ h

Proof: Immediate from Def. 15
〈4〉2. Case: ∃(p, n) ∈ [[S]] : ∃h ∈ (p \ n) : [[dt]] � h

〈5〉1. Choose arbitrary (p, n) ∈ [[S]] and h ∈ (p\n) such that [[dt]]�h

Proof: The interaction obligation and trace exist by case as-
sumption

〈5〉2. Let: [[P ]](h) = (a, u,C)
〈5〉3. ([[dt]] � [[db]]) �/ h

〈6〉1. ([[dt]] � [[db]])� ⊆ u

Proof: 〈2〉1, 〈3〉3, 〈5〉1, Def. 1 and Def. 3
〈6〉2. h /∈ u

Proof: 〈6〉1, proof assumption and Def. 5
〈6〉3. Q.E.D.

Proof: 〈6〉1, 〈6〉2 and Def. 14
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉3 and Def. 15
〈4〉3. Q.E.D.

Proof: The cases are exhaustive
〈2〉3. Q.E.D.

Proof: 〈2〉1, 〈2〉2 and Def. 16
〈1〉3. Q.E.D.

Proof: The cases are exhaustive
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Assume: P →′
a S

Prove: P →a S

〈1〉1. Case: P = ∅
Proof: Immediately from Def. 5 since ∀h ∈ H : [[P ]](h) = (H, ∅, ∅)

〈1〉2. Case: P �= ∅
〈2〉1. Choose arbitrary (p, n) ∈ [[S]]

Proof: The semantics of any sequence diagram is non-empty
〈2〉2. ∀h ∈ (p \ n) :

h ∈ a ∧ h /∈ u ∧ ∀H ∈ C : ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H

where [[P ]](h) = (a, u,C)
〈3〉1. Case: (p \ n) = ∅

Proof: Trivial
〈3〉2. Case: (p \ n) �= ∅

〈4〉1. Choose arbitrary h ∈ (p \ n)
Proof: The trace exists by case assumption

〈4〉2. Let: [[P ]](h) = (a, u,C)
〈4〉3. h ∈ a∧h /∈ u∧∀H ∈ C : ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \n′) : h′ ∈ H

〈5〉1. h ∈ a

〈6〉1. Case: a = H
Proof: Trivial

〈6〉2. Case: a �= H
〈7〉1. a =

⋂
{([[dt]] � [[db]])� | (ob, dt, db) ∈ P ∧ [[dt]] � h}

Proof: Case assumption, Def. 1 and Def. 3
〈7〉2. ∀(ob, dt, db) ∈ P : [[dt]] � h ⇒ h ∈ ([[dt]] � [[db]])�

Proof: Proof assumption, and Def. 16, Def. 15 and Def, 14
〈7〉3. Q.E.D.

Proof: 〈7〉1 and 〈7〉2
〈6〉3. Q.E.D.

Proof: The cases are exhaustive
〈5〉2. h /∈ u

〈6〉1. Case: u = ∅
Proof: Trivial

〈6〉2. Case: u �= ∅
〈7〉1. u =

⋃
{([[dt]] � [[db]])� | (pr, dt, db) ∈ P ∧ [[dt]] � h}

Proof: Case assumption, Def. 1 and Def. 3
〈7〉2. ∀(pr, dt, db) ∈ P : [[dt]] � h ⇒ h /∈ ([[dt]] � [[db]])�

Proof: Proof assumption, and Def. 16, Def. 15 and Def. 14
〈7〉3. Q.E.D.

Proof: 〈7〉1 and 〈7〉2
〈6〉3. Q.E.D.

Proof: The cases are exhaustive
〈5〉3. ∀H ∈ C : ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H

〈6〉1. Case: C = ∅
Proof: Trivial
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〈6〉2. Case: C �= ∅
〈7〉1. Choose arbitrary H ∈ C

Proof: The set exists by case assumption
〈7〉2. ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H

〈8〉1. ∃(pe, dt, db) ∈ P such that [[dt]] � h and
H = ([[dt]] � [[db]])�

Proof: Case assumption, Def. 1 and Def. 3
〈8〉2. Q.E.D.

Proof: 〈8〉1, proof assumption, and Def. 16 and Def. 15
〈7〉3. Q.E.D.

Proof: 〈7〉1 and 〈7〉2
〈6〉3. Q.E.D.

Proof: The cases are exhaustive
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉2 and 〈5〉3
〈4〉4. Q.E.D.

Proof: 〈4〉1 and 〈4〉3
〈3〉3. Q.E.D.

Proof: The cases are exhaustive
〈2〉3. Q.E.D.

Proof: 〈2〉1, 〈2〉2 and Def. 5
〈1〉3. Q.E.D.

Proof: The cases are exhaustive

Theorem 3. P1 →a S ∧ P2 →a S ⇔ (P1 ∪ P2) →a S

Proof.

Prove: P1 →a S ∧ P2 →a S ⇔ (P1 ∪ P2) →a S

〈1〉1. P1 →′
a S ∧ P2 →′

a S ⇔ (P1 ∪ P2) →
′
a S

Proof: Immediate from Def. 16
〈1〉2. Q.E.D.

Proof: 〈1〉1 and Theorem 2
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Theorem 5. P1 � P ′
1
∧ P2 � P ′

2
⇒ (P1 ∪ P2)� (P ′

1
∪ P ′

2
)

Proof.

Assume: 1. P1 � P ′
1

2. P2 � P ′
2

Prove: (P1 ∪ P2)� (P ′
1
∪ P ′

2
)

〈1〉1. Choose arbitrary h ∈ H
Proof: H is non-empty

〈1〉2. Let: [[P1]](h) = (a1, u1, C1)
[[P ′

1
]](h) = (a′

1
, u′

1
, C ′

1
)

[[P2]](h) = (a2, u2, C2)
[[P ′

2
]](h) = (a′

2
, u′

2
, C ′

2
)

[[P1 ∪ P2]](h) = (a, u,C)
[[P ′

1
∪ P ′

2
]](h) = (a′, u′, C ′)

〈1〉3. a′ ⊆ a ∧
u ⊆ u′ ∧
∀H ∈ C : ∃H ′ ∈ C ′ : H ′ ⊆ H∧
∀H ′ ∈ C ′ : ∃H ∈ C : H ′ ⊆ H

〈2〉1. a′ ⊆ a

〈3〉1. a′
1
⊆ a1

Proof: Assumption 1 and Def. 7
〈3〉2. a′

2
⊆ a2

Proof: Assumption 2 and Def. 7
〈3〉3. a = a1 ∩ a2

Proof: Def. 3
〈3〉4. a′ = a′

1
∩ a′

2

Proof: Def. 3
〈3〉5. Q.E.D.

Proof: 〈3〉1, 〈3〉2, 〈3〉3 and 〈3〉4
〈2〉2. u ⊆ u′

〈3〉1. u1 ⊆ u′
1

Proof: Assumption 1 and Def. 7
〈3〉2. u2 ⊆ u′

2

Proof: Assumption 2 and Def. 7
〈3〉3. u = u1 ∪ u2

Proof: Def. 3
〈3〉4. u′ = u′

1
∪ u′

2

Proof: Def. 3
〈3〉5. Q.E.D.

Proof: 〈3〉1, 〈3〉2, 〈3〉3 and 〈3〉4
〈2〉3. ∀H ∈ C : ∃H ′ ∈ C ′ : H ′ ⊆ H

〈3〉1. Case: C = ∅
Proof: Trivial

〈3〉2. Case: C �= ∅
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〈4〉1. Choose arbitrary H ∈ C

Proof: The trace set exists by case assumption
〈4〉2. ∃H ′ ∈ C ′ : H ′ ⊆ H

〈5〉1. H ∈ C1 ∪ C2

Proof: Def. 3
〈5〉2. Case: H ∈ C1

〈6〉1. ∃H ′ ∈ C ′
1

: H ′ ⊆ H

Proof: Assumption 1 and Def. 7
〈6〉2. C ′

1
⊆ C ′

Proof: Def. 3
〈6〉3. Q.E.D.

Proof: 〈6〉1 and 〈6〉2
〈5〉3. Case: H ∈ C2

Proof: Symmetric to 〈5〉2
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉2 and 〈5〉3
〈4〉3. Q.E.D.

Proof: 〈4〉1 and 〈4〉2
〈3〉3. Q.E.D.

Proof: The cases are exhaustive
〈2〉4. ∀H ′ ∈ C ′ : ∃H ∈ C : H ′ ⊆ H

〈3〉1. Case: C ′ = ∅
Proof: Trivial

〈3〉2. Case: C ′ �= ∅
〈4〉1. Choose arbitrary H ′ ∈ C ′

Proof: The trace set exists by case assumption
〈4〉2. ∃H ∈ C : H ′ ⊆ H

〈5〉1. H ′ ∈ C ′
1
∪ C ′

2

Proof: Def. 3
〈5〉2. Case: H ′ ∈ C ′

1

〈6〉1. ∃H ∈ C1 : H ′ ⊆ H

Proof: Assumption 1 and Def. 7
〈6〉2. C1 ⊆ C

Proof: Def. 3
〈6〉3. Q.E.D.

Proof: 〈6〉1 and 〈6〉2
〈5〉3. Case: H ′ ∈ C ′

2

Proof: Symmetric to 〈5〉2
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉2 and 〈5〉3
〈4〉3. Q.E.D.

Proof: 〈4〉1 and 〈4〉2
〈3〉3. Q.E.D.

Proof: The cases are exhaustive
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〈2〉5. Q.E.D.
Proof: 〈2〉1, 〈2〉2, 〈2〉3 and 〈2〉4

〈1〉4. Q.E.D.
Proof: 〈1〉1, 〈1〉2, 〈1〉3 and Def. 7
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Theorem 6. P1 � P2 ∧ P2 →a S ⇒ P1 →a S

Proof.

Assume: 1. P1 � P2

2. P2 →a S

Prove: P1 →a S

〈1〉1. Case: P1 = ∅
Proof: Immediately from Def. 5 since ∀h ∈ H : [[P1]](h) = (H, ∅, ∅)

〈1〉2. Case: P1 �= ∅
〈2〉1. Choose arbitrary (p, n) ∈ [[S]]

Proof: The semantics of any sequence diagram is non-empty
〈2〉2. ∀h ∈ (p \ n) :

h ∈ a1∧h /∈ u1∧∀H1 ∈ C1 : ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \n′) : h′ ∈ H1

where [[P1]](h) = (a1, u1, C1)
〈3〉1. Case: (p \ n) = ∅

Proof: Trivial
〈3〉2. Case: (p \ n) �= ∅

〈4〉1. Choose arbitrary h ∈ (p \ n)
Proof: The trace exists by case assumption

〈4〉2. Let: [[P1]](h) = (a1, u1, C1)
[[P2]](h) = (a2, u2, C2)

〈4〉3. h ∈ a1∧
h /∈ u1∧
∀H1 ∈ C1 : ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H1

〈5〉1. h ∈ a1

〈6〉1. a2 ⊆ a1

Assumption 1 and Def. 7
〈6〉2. h ∈ a2

Proof: Assumption 2 and Def. 5
〈6〉3. Q.E.D.

Proof: 〈6〉1 and 〈6〉2
〈5〉2. h /∈ u1

〈6〉1. u1 ⊆ u2

Assumption 1 and Def. 7
〈6〉2. h /∈ u2

Proof: Assumption 2 and Def. 5
〈6〉3. Q.E.D.

Proof: 〈6〉1 and 〈6〉2
〈5〉3. ∀H1 ∈ C1 : ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H1

〈6〉1. Case: C1 = ∅
Proof: Trivial

〈6〉2. Case: C1 �= ∅
〈7〉1. Choose arbitrary H1 ∈ C1

Proof: The trace set exists by case assumption
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〈7〉2. ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H1

〈8〉1. Choose H2 ∈ C2 such that H2 ⊆ H1

Proof: Assumption 1 and Def. 7
〈8〉2. ∃(p′, n′) ∈ [[S]] : ∀h′ ∈ (p′ \ n′) : h′ ∈ H2

Proof: 〈8〉1 and assumption 2
〈8〉3. Q.E.D.

Proof: 〈8〉1 and 〈8〉2
〈7〉3. Q.E.D.

Proof: 〈7〉1 and 〈7〉2
〈6〉3. Q.E.D.

Proof: The cases are exhaustive
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉2 and 〈5〉3
〈4〉4. Q.E.D.

Proof: 〈4〉1, 〈4〉2 and 〈4〉3
〈3〉3. Q.E.D.

Proof: The cases are exhaustive
〈2〉3. Q.E.D.

Proof: 〈2〉1, 〈2〉2 and Def. 5
〈1〉3. Q.E.D.

Proof: The cases are exhaustive
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Theorem 7. P1 �
′ P2 ∧ P1 � P2 ⇒ P1 � P2

Proof.

Assume: 1. P1 �
′ P2

2. P1 � P2

Prove: P1 � P2

〈1〉1. Choose arbitrary h ∈ H
Proof: H is non-empty

〈1〉2. Let: [[P1]](h) = (a1, u1, C1)
[[P2]](h) = (a2, u2, C2)

〈1〉3. a2 ⊆ a1 ∧
u1 ⊆ u2 ∧
∀H1 ∈ C1 : ∃H2 ∈ C2 : H2 ⊆ H1 ∧
∀H2 ∈ C2 : ∃H1 ∈ C1 : H2 ⊆ H1

〈2〉1. a2 ⊆ a1

〈3〉1. Case: a1 = H
Proof: Trivial

〈3〉2. Case: a1 �= H
〈4〉1. a1 =

⋂
{([[dt]] � [[db]])� | (ob, dt, db) ∈ P1 ∧ [[dt]] � h}

Proof: Case assumption, Def. 1 and Def. 3
〈4〉2. a2 =

⋂
{([[dt]] � [[db]])� | (ob, dt, db) ∈ P2 ∧ [[dt]] � h}

〈5〉1. ∃(ob, dt, db) ∈ P2 : [[dt]] � h

Proof: Case assumption, assumption 1, Def. 18 and Def. 17
〈5〉2. Q.E.D.

Proof: 〈5〉1, Def. 1 and Def. 3
〈4〉3. ∀(ob, dt, db1) ∈ P1 : ∃(ob, dt, db2) ∈ P2 : [[db2]] ⊆ [[db1]]

Proof: Assumption 1, Def. 18 and Def. 17
〈4〉4. ∀(ob, dt, db1) ∈ P1 : ∃(ob, dt, db2) ∈ P2 :

([[dt]] � [[db2]]) ⊆ ([[dt]] � [[db1]])
Proof: 〈4〉3 and Lemma 27 in [13] of monotonicity of ⊆ with
respect to �

〈4〉5. Q.E.D.
Proof: 〈4〉1, 〈4〉2, 〈4〉4 and Lemma 1

〈3〉3. Q.E.D.
Proof: The cases are exhaustive

〈2〉2. u1 ⊆ u2

〈3〉1. Case: u1 = ∅
Proof: Trivial

〈3〉2. Case: u1 �= ∅
〈4〉1. u1 =

⋃
{([[dt]] � [[db]])� | (pr, dt, db) ∈ P1 ∧ [[dt]] � h}

Proof: Case assumption, Def. 1 and Def. 3
〈4〉2. u2 =

⋃
{([[dt]] � [[db]])� | (pr, dt, db) ∈ P2 ∧ [[dt]] � h}

〈5〉1. ∃(pr, dt, db) ∈ P2 : [[dt]] � h

Proof: Case assumption, assumption 1, Def. 18 and Def. 17
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〈5〉2. Q.E.D.
Proof: 〈5〉1, Def. 1 and Def. 3

〈4〉3. ∀(pr, dt, db1) ∈ P1 : ∃(pr, dt, db2) ∈ P2 : [[db1]] ⊆ [[db2]]
Proof: Assumption 1, Def. 18 and Def. 17

〈4〉4. ∀(pr, dt, db1) ∈ P1 : ∃(pr, dt, db2) ∈ P2 :
([[dt]] � [[db1]]) ⊆ ([[dt]] � [[db2]])

Proof: 〈4〉3 and Lemma 27 in [13] of monotonicity of ⊆ with
respect to �

〈4〉5. Q.E.D.
Proof: 〈4〉1, 〈4〉2, 〈4〉4 and Lemma 1

〈3〉3. Q.E.D.
Proof: The cases are exhaustive

〈2〉3. ∀H1 ∈ C1 : ∃H2 ∈ C2 : H2 ⊆ H1

〈3〉1. Case: C1 = ∅
Proof: Trivial

〈3〉2. Case: C1 �= ∅
〈4〉1. Choose arbitrary H1 ∈ C1

Proof: The trace set exists by case assumption
〈4〉2. ∃H2 ∈ C2 : H2 ⊆ H1

〈5〉1. Choose (pe, dt, db1) ∈ P1 such that H1 = ([[dt]] � [[db1]])�
Proof: The permission rule exists by case assumption, Def. 1
and Def. 3

〈5〉2. Choose (pe, dt, db2) ∈ P2 such that [[db2]] ⊆ [[db1]]
Proof: The permission rule exists by 〈5〉1, assumption 1, Def. 18
and Def. 17

〈5〉3. ([[dt]] � [[db2]])� ∈ C2

Proof: 〈5〉2, Def. 1 and Def. 3
〈5〉4. ([[dt]] � [[db2]]) ⊆ ([[dt]] � [[db1]])

Proof: 〈5〉2 and Lemma 27 in [13] of monotonicity of ⊆ with
respect to �

〈5〉5. Q.E.D.
Proof: 〈5〉3, 〈5〉4 and Lemma 1

〈4〉3. Q.E.D.
Proof: 〈4〉1 and 〈4〉2

〈3〉3. Q.E.D.
Proof: The cases are exhaustive

〈2〉4. ∀H2 ∈ C2 : ∃H1 ∈ C1 : H2 ⊆ H1

Proof: Assumption 2 and Def. 9
〈2〉5. Q.E.D.

Proof: 〈2〉1, 〈2〉2, 〈2〉3 and 〈2〉4
〈1〉4. Q.E.D.

Proof: 〈1〉1, 〈1〉2, 〈1〉3 and Def. 7
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Lemma 1. H1 ⊆ H2 ⇒ H1� ⊆ H2�

Proof.

Assume: H1 ⊆ H2

Prove: H1� ⊆ H2�

〈1〉1. Case: H1 = ∅
Proof: Trivial since H1� = ∅ by case assumption and Def 14

〈1〉2. Case: H1 �= ∅
〈2〉1. Choose arbitrary h ∈ H1�

Proof: The trace exists by case assumption and Def. 14
〈2〉2. h ∈ H2�

〈3〉1. Choose h′ ∈ H1 such that h′
� h

Proof: The trace exists by 〈2〉1 and Def. 14
〈3〉2. h′ ∈ H2

Proof: 〈3〉1 and assumption
〈3〉3. Q.E.D.

Proof: 〈3〉1, 〈3〉2 and Def. 14
〈2〉3. Q.E.D.

Proof: 〈2〉1 and 〈2〉2
〈1〉3. Q.E.D.

Proof: The cases are exhaustive
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Theorem 8. P1 �
′ P2 ∧ ∀r2 ∈ P2 : ∃r1 ∈ P1 : r1 �

′ r2 ⇒ P1 � P2

Proof.

Assume: 1. P1 �
′ P2

2. ∀r2 ∈ P2 : ∃r1 ∈ P1 : r1 �
′ r2

Prove: P1 � P2

〈1〉1. Choose arbitrary h ∈ H
Proof: H is non-empty

〈1〉2. Let: [[P1]](h) = (a1, u1, C1)
[[P2]](h) = (a2, u2, C2)

〈1〉3. ∀H2 ∈ C2 : ∃H1 ∈ C1 : H2 ⊆ H1

〈2〉1. Case: C2 = ∅
Proof: Trivial

〈2〉2. Case: C2 �= ∅
〈3〉1. Choose arbitrary H2 ∈ C2

Proof: The trace set exists by case assumption
〈3〉2. ∃H1 ∈ C1 : H2 ⊆ H1

〈4〉1. Choose arbitrary (pe, dt, db2) ∈ P2 such that
H2 = ([[dt]] � [[db2]])�

Proof: The permission rule exists by case assumption, Def. 1 and
Def. 3

〈4〉2. Choose (pe, dt, db1) ∈ P1 such that [[db2]] ⊆ [[db1]]
Proof: The permission rule exists by assumption 2 and Def. 17

〈4〉3. ([[dt]] � [[db1]])� ∈ C1

Proof: 〈4〉2, Def. 1 and Def. 3
〈4〉4. ([[dt]] � [[db2]]) ⊆ ([[dt]] � [[db1]])

Proof: 〈4〉2 and Lemma 27 in [13] of monotonicity of ⊆ with
respect to �

〈4〉5. Q.E.D.
Proof: 〈4〉3, 〈4〉4 and Lemma 1

〈3〉3. Q.E.D.
Proof: 〈3〉1 and 〈3〉2

〈2〉3. Q.E.D.
Proof: The cases are exhaustive

〈1〉4. Q.E.D.
Proof: 〈1〉1, 〈1〉2, 〈1〉3 and Def. 9
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Theorem 10. P1 →a S ∧ P1 � P2 ⇒ P2 →a ([[S]]Δ � [[S]])

Proof.

Assume: 1. P1 →a S

2. P1 � P2

Prove: P2 →a ([[S]]Δ � [[S]])
〈1〉1. Case: P2 = ∅

Proof: Immediately from Def. 5 since ∀h ∈ H : [[P2]](h) = (H, ∅, ∅)
〈1〉2. Case: P2 �= ∅

〈2〉1. Choose arbitrary (p, n) ∈ ([[S]]Δ � [[S]])
Proof: The semantics of any sequence diagram is non-empty

〈2〉2. ∀h ∈ (p \ n) :
h ∈ a2 ∧
h /∈ u2 ∧
∀H2 ∈ C2 : ∃(p′, n′) ∈ ([[S]]Δ � [[S]]) : ∀h′ ∈ (p′ \ n′) : h′ ∈ H2

where [[P2]](h) = (a2, u2, C2)
〈3〉1. Case: (p \ n) = ∅

Proof: Trivial
〈3〉2. Case: (p \ n) �= ∅

〈4〉1. Choose arbitrary h ∈ (p \ n)
Proof: The trace exists by case assumption

〈4〉2. Let: [[P1]](h) = (a1, u1, C1)
[[P2]](h) = (a2, u2, C2)

〈4〉3. h ∈ a2 ∧
h /∈ u2 ∧
∀H2 ∈ C2 : ∃(p′, n′) ∈ ([[S]]Δ � [[S]]) : ∀h′ ∈ (p′ \ n′) : h′ ∈ H2

〈5〉1. h ∈ a2

〈6〉1. h ∈ a1

〈7〉1. ∃(p†, n†) ∈ [[S]] : (p \ n) ⊆ (p† \ n†)
Proof: Theorem 9 and Def. 3 in [31] of refinement of sets
of interaction obligations

〈7〉2. ∃(p†, n†) ∈ [[S]] : h ∈ (p† \ n†)
Proof: 〈4〉1 and 〈7〉1

〈7〉3. Q.E.D.
Proof: 〈7〉2, assumption 1 and Def. 5

〈6〉2. a2 ⊆ a1

Proof: Assumption 2 and Def. 7
〈6〉3. (a1 \ a2) ∩ (p \ n) = ∅

Proof: Def. 10, construction of [[S]]Δ and definition of �
〈6〉4. Q.E.D.

Proof: 〈4〉1, 〈6〉1, 〈6〉2 and 〈6〉3
〈5〉2. h /∈ u2

〈6〉1. h /∈ u1

〈7〉1. ∃(p†, n†) ∈ [[S]] : (p \ n) ⊆ (p† \ n†)
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Proof: Theorem 9 and Def. 3 in [31] of refinement of sets
of interaction obligations

〈7〉2. ∃(p†, n†) ∈ [[S]] : h ∈ (p† \ n†)
Proof: 〈4〉1 and 〈7〉1

〈7〉3. Q.E.D.
Proof: 〈7〉2, assumption 1 and Def. 5

〈6〉2. u1 ⊆ u2

Proof: Assumption 2 and Def. 7
〈6〉3. (u2 \ u1) ∩ (p \ n) = ∅

Proof: Def. 10, construction of [[S]]Δ and definition of �
〈6〉4. Q.E.D.

Proof: 〈4〉1, 〈6〉1, 〈6〉2 and 〈6〉3
〈5〉3. ∀H2 ∈ C2 : ∃(p′, n′) ∈ ([[S]]Δ � [[S]]) : ∀h′ ∈ (p′ \ n′) : h′ ∈ H2

〈6〉1. Case: C2 = ∅
Proof: Trivial

〈6〉2. Case: C2 �= ∅
〈7〉1. Choose arbitrary H2 ∈ C2

Proof: The trace set exists by case assumption
〈7〉2. ∃(p′, n′) ∈ ([[S]]Δ � [[S]]) : ∀h′ ∈ (p′ \ n′) : h′ ∈ H2

〈8〉1. Choose H1 ∈ C1 such that H2 ⊆ H1

Proof: The trace set exists by 〈7〉1, assumption 2 and
Def. 7

〈8〉2. Choose (p†, n†) ∈ [[S]] such that (p \ n) ⊆ (p† \ n†)
Proof: The interaction obligation exists by Theorem 9
and Def. 3 in [31] of refinement of sets of interaction obli-
gations

〈8〉3. h ∈ (p† \ n†)
Proof: 〈4〉1 and 〈8〉2

〈8〉4. Choose (p�, n�) ∈ [[S]] such that
∀h′ ∈ (p� \ n�) : h′ ∈ H1

Proof: 〈8〉1, 〈8〉2, 〈8〉3, assumption 1 and Def. 5
〈8〉5. Choose (p′, n′) ∈ ([[S]]Δ � [[S]]) such that

(p′ \ n′) ⊆ (p� \ n�)
Proof: The interaction obligation exists by Theorem 9
and Def. 3 in [31] of refinement of sets of interaction obli-
gations

〈8〉6. ∀h′ ∈ (p′ \ n′) : h′ ∈ H1

Proof: 〈8〉4 and 〈8〉5
〈8〉7. (H1 \ H2) ∩ (p′ \ n′) = ∅

Proof: 〈8〉1, Def. 10, construction of [[S]]Δ and definition
of �

〈8〉8. ∀h′ ∈ (p′ \ n′) : h′ ∈ H2

Proof: 〈8〉1, 〈8〉6 and 〈8〉7
〈8〉9. Q.E.D.
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Proof: 〈8〉5 and 〈8〉8
〈7〉3. Q.E.D.

Proof: 〈7〉1 and 〈7〉2
〈6〉3. Q.E.D.

Proof: The cases are exhaustive
〈5〉4. Q.E.D.

Proof: 〈5〉1, 〈5〉2 and 〈5〉3
〈4〉4. Q.E.D.

Proof: 〈4〉1, 〈4〉2 and 〈4〉3
〈3〉3. Q.E.D.

Proof: The cases are exhaustive
〈2〉3. Q.E.D.

Proof: 〈2〉1, 〈2〉2 and Def. 5
〈1〉3. Q.E.D.

Proof: The cases are exhaustive

52



Theorem 12.

{(pe, dt, db1 alt db2)} →a S ⇒

{(pe, dt, db1)} →a refuse((dt seq db2) par any) alt S

Proof.

Assume: {(pe, dt, db1 alt db2)} →a S

Prove: {(pe, dt, db1)} →a refuse((dt seq db2) par any) alt S

Let: S′ = refuse((dt seq db2) par any) alt S

〈1〉1. Case: ∀(p′i, n
′
i) ∈ [[S′]] : ∀h ∈ (p′i \ n′

i) : h /∈ [[dt]]�
Proof: Immediately from Theorem 4

〈1〉2. Case: ∃(p′i, n
′
i) ∈ [[S′]] : ∃h ∈ (p′i \ n′

i) : h ∈ [[dt]]�
〈2〉1. Choose arbitrary (p′i, n

′
i) ∈ [[S′]] and h ∈ (p′i\n′

i) such that h ∈ [[dt]]�
Proof: The interaction obligation and trace exist by case assumption

〈2〉2. ∃(p′j, n
′
j) ∈ [[S′]] : ∀h′ ∈ (p′j \ n′

j) : h′ ∈ ([[dt]] � [[db1]])�
〈3〉1. S � S′

Proof: By Theorem 11 since the set [[(dt seq db2) par any]] is single-
ton

〈3〉2. Choose (pi, ni) ∈ [[S]] such that h ∈ (pi \ ni)
Proof: The interaction obligation exists by 〈3〉1 and Def. 3 in [31]
of refinement of sequence diagrams

〈3〉3. Choose (pj , nj) ∈ [[S]] such that
∀h′ ∈ (pj \ nj) : h′ ∈ ([[dt]] � ([[db1]] ∪ [[db2]]))�

Proof: The interaction obligation exists by case assumption, proof
assumption and Theorem 4

〈3〉4. Choose (p′j , n
′
j) ∈ [[S′]] such that (p′j \ n′

j) ⊆ (pj \ nj)
Proof: The interaction obligation exists by 〈3〉1 and Def. 3 in [31]
of refinement of sequence diagrams

〈3〉5. ∀h′ ∈ (p′j \ n′
j) : h′ ∈ ([[dt]] � ([[db1]] ∪ [[db2]]))�

Proof: 〈3〉3 and 〈3〉4
〈3〉6. ∀h′ ∈ (p′j \ n′

j) : h′ ∈ (([[dt]] � [[db1]]) � ∪([[dt]] � [[db2]])�)
Proof: 〈3〉5, Def. 14 and Lemma 14 in [13] of left distributivity of
� over ∪

〈3〉7. ∀h′ ∈ (p′j \ n′
j) : h′ /∈ (([[dt]] � [[db2]]) ‖ H)

Proof: By construction of S′

〈3〉8. ([[dt]] � [[db2]])� = (([[dt]] � [[db2]]) ‖ H)
Proof: Lemma 2

〈3〉9. Q.E.D.
Proof: 〈3〉4, 〈3〉6, 〈3〉7 and 〈3〉8

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Theorem 4

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Theorem 13.

{(ob, dt, db1 alt db2)} →a S ⇒

{(ob, dt, db1)} →a refuse((dt seq db2) par any) alt S

Proof.

Assume: {(ob, dt, db1 alt db2)} →a S

Prove: {(ob, dt, db1)} →a refuse((dt seq db2) par any) alt S

Let: S′ = refuse((dt seq db2) par any) alt S

〈1〉1. Case: ∀(p′, n′) ∈ [[S′]] : ∀h ∈ (p′ \ n′) : h /∈ [[dt]]�
Proof: Immediately from Theorem 4

〈1〉2. Case: ∃(p′, n′) ∈ [[S′]] : ∃h ∈ (p′ \ n′) : h ∈ [[dt]]�
〈2〉1. Choose arbitrary (p′, n′) ∈ [[S′]] and h ∈ (p′ \n′) such that h ∈ [[dt]]�

Proof: The interaction obligation and trace exist by case assumption
〈2〉2. h ∈ ([[dt]] � [[db1]])�

〈3〉1. S � S′

Proof: By Theorem 11 since the set [[(dt seq db2) par any]] is single-
ton

〈3〉2. Choose (p, n) ∈ [[S]] such that h ∈ (p \ n)
Proof: The interaction obligation exists by 〈3〉1 and Def. 3 in [31]
of refinement of sequence diagrams

〈3〉3. h ∈ ([[dt]] � ([[db1]] ∪ [[db2]]))�
Proof: Case assumption, proof assumption and Theorem 4

〈3〉4. h ∈ ([[dt]] � [[db1]])� or h ∈ ([[dt]] � [[db2]])�
Proof: 〈3〉3, Def. 14 and Lemma 14 in [13] of left distributivity of
� over ∪

〈3〉5. h /∈ (([[dt]] � [[db2]]) ‖ H)
Proof: By construction of S′

〈3〉6. ([[dt]] � [[db2]])� = (([[dt]] � [[db2]]) ‖ H)
Proof: Lemma 2

〈3〉7. Q.E.D.
Proof: 〈3〉4, 〈3〉5 and 〈3〉6

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Theorem 4

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Theorem 14.

{(pr, dt, db1)} →a S ⇒

{(pr, dt, db1 alt db2)} →a refuse((dt seq db2) par any) alt S

Proof.

Assume: {(pr, dt, db1)} →a S

Prove: {(pr, dt, db1 alt db2)} →a refuse((dt seq db2) par any) alt S

Let: S′ = refuse((dt seq db2) par any) alt S

〈1〉1. Case: ∀(p′, n′) ∈ [[S′]] : ∀h ∈ (p′ \ n′) : h /∈ [[dt]]�
Proof: Immediately from Theorem 4

〈1〉2. Case: ∃(p′, n′) ∈ [[S′]] : ∃h ∈ (p′ \ n′) : h ∈ [[dt]]�
〈2〉1. Choose arbitrary (p′, n′) ∈ [[S′]] and h ∈ (p′ \n′) such that h ∈ [[dt]]�

Proof: The interaction obligation and trace exist by case assumption
〈2〉2. h /∈ ([[dt]] � ([[db1]] ∪ [[db2]]))�

〈3〉1. S � S′

Proof: By Theorem 11 since the set [[(dt seq db2) par any]] is single-
ton

〈3〉2. Choose (p, n) ∈ [[S]] such that h ∈ (p \ n)
Proof: The interaction obligation exists by 〈3〉1 and Def. 3 in [31]
of refinement of sequence diagrams

〈3〉3. h /∈ ([[dt]] � [[db1]])�
Proof: Case assumption, proof assumption and Theorem 4

〈3〉4. h /∈ (([[dt]] � [[db2]]) ‖ H)
Proof: By construction of S′

〈3〉5. ([[dt]] � [[db2]])� = (([[dt]] � [[db2]]) ‖ H)
Proof: Lemma 2

〈3〉6. h /∈ (([[dt]] � [[db1]]) � ∪([[dt]] � [[db2]])�)
Proof: 〈3〉3, 〈3〉4 and 〈3〉5

〈3〉7. Q.E.D.
Proof: 〈3〉6, Def. 14 and Lemma 14 in [13] of left distributivity of
� over ∪

〈2〉3. Q.E.D.
Proof: 〈2〉1, 〈2〉2 and Theorem 4

〈1〉3. Q.E.D.
Proof: The cases are exhaustive
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Theorem 15. {(dm, dt, db)} →a refuse(dt par any) alt S

Proof.

Prove: {(dm, dt, db)} →a refuse(dt par any) alt S

Let: S′ = refuse(dt par any) alt S

〈1〉1. ∀(p, n) ∈ [[S′]] : ∀h ∈ (p \ n) : h /∈ [[dt]]�
〈2〉1. Choose arbitrary (p, n) ∈ S′

Proof: The semantics of any sequence diagram is non-empty
〈2〉2. ∀h ∈ (p \ n) : h /∈ [[dt]]�

〈3〉1. ([[dt]] ‖ H) ⊆ n

Proof: By construction of S′

〈3〉2. [[dt]]� = ([[dt]] ‖ H)
Proof: Lemma 2

〈3〉3. Q.E.D.
Proof: 〈3〉1 and 〈3〉2

〈2〉3. Q.E.D.
Proof: 〈2〉1 and 〈2〉2

〈1〉2. Q.E.D.
Proof: 〈1〉1 and Theorem 4
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Lemma 2. ∀H ⊆ H : H� = (H ‖ H)

Proof.

Prove: H� = (H ‖ H)
〈1〉1. Case: H = ∅

〈2〉1. H� = ∅
Proof: Def. 14

〈2〉2. (H ‖ H) = ∅
Proof: Def. 11

〈2〉3. Q.E.D.
Proof: 〈2〉1 and 〈2〉2

〈1〉2. Case: H �= ∅
〈2〉1. H� ⊆ (H ‖ H)

〈3〉1. Choose arbitrary h ∈ H�

Proof: The trace exists by case assumption and Def. 14
〈3〉2. h ∈ (H ‖ H)
〈4〉1. Choose s ∈ {1, 2}∞ such that π2(({1} × E) T© (s, h)) ∈ H

Proof: 〈3〉1, Def. 14 and Def. 13
〈4〉2. π2(({2} × E) T© (s, h)) ∈ H

Proof: Trivial
〈4〉3. Q.E.D.

Proof: 〈4〉1, 〈4〉2 and Def. 11
〈3〉3. Q.E.D.

Proof: 〈3〉1, 〈3〉2 and definition of ⊆
〈2〉2. (H ‖ H) ⊆ H�

〈3〉1. Choose arbitrary h ∈ (H ‖ H)
Proof: The trace exists by case assumption and Def. 11

〈3〉2. h ∈ H�

〈4〉1. Choose s ∈ {1, 2}∞ and h′ ∈ H such that
h′ = π2(({1} × E) T© (s, h))

Proof: The sequence s and trace h′ exist by Def. 11 and 〈3〉1
〈4〉2. h′

� h

Proof: 〈4〉1 and Def. 13
〈4〉3. Q.E.D.

Proof: 〈4〉1, 〈4〉2 and Def. 14
〈3〉3. Q.E.D.

Proof: 〈3〉1, 〈3〉2 and definition of ⊆
〈2〉3. Q.E.D.

Proof: 〈2〉1 and 〈2〉2
〈1〉3. Q.E.D.

Proof: The cases are exhaustive
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A UML-based Method for the Development of
Policies to Support Trust Management

Atle Refsdal, Bjørnar Solhaug, and Ketil Stølen

Abstract Most of the existing approaches to trust management focus on the issues of
assessing the trustworthiness of other entities and of establishing trust between en-
tities. This is particularly relevant for dynamic, open and distributed systems, where
the identity and intentions of other entities may be uncertain. These approaches of-
fer methods to manage trust, and thereby to manage risk and security. The methods
are, however, mostly concerned with trust management from the viewpoint of the
trustor, and the issue of mitigating risks to which the trustor is exposed. This paper
addresses the important, yet quite neglected, challenge of understanding the risks
to which a whole system is exposed, in cases where some of the actors within the
system make trust-based decisions. The paper contributes by proposing a method
for the modeling and analysis of trust, as well as the identification and evaluation
of the associated risks and opportunities. The analysis facilitates the capture of trust
policies, the enforcement of which optimizes the trust-based decisions within the
system. The method is supported by formal, UML-based languages for the model-
ing of trust scenarios and for trust policy specification.

1 Introduction

When the term trust management was introduced in 1996 [3] it basically referred
to the management of authorizations and access rights in distributed systems. Since
then, trust management has been subject to increased attention and has more re-
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cently been described as an activity “in the intersection between sociology, com-
merce, law and computer science” [8].

Whatever the approach to or domain of trust management, a fundamental issue is
to assess the trustworthiness of other entities and to make decisions based on these
assessments. Trust is a relationship between two entities, a trustor and a trustee, and
is associated with a particular transaction between these entities. The trustor is the
stakeholder in the relationship, and the participation in the transaction is motivated
by the opportunities involved in the transaction. Trust is, however, inherently related
to risk since there always is a chance of deception or betrayal [16].

In this paper we propose a UML-based method for the development of policies to
support trust management. The method goes through three main stages: (1) System
modeling, (2) trust analysis, and (3) trust policy specification. The trust analysis
should result in an overview of the available choices and the associated risks and
opportunities. On the basis of this overview, a trust policy is formalized, the en-
forcement of which ensures that the most beneficial choices are made.

The next section describes the challenges addressed by this paper. By defining
the basic concepts of our approach to trust management and explaining the relations
between these concepts, we motivate the various steps and the ultimate goal of the
proposed method. A motivating example used to illustrate the method throughout
the paper is introduced. We also define a set of success criteria that should be ful-
filled by the proposed method. An overview of the method is given in Section 3, fol-
lowed by an example-driven description of the three main steps of the method in the
subsequent sections. Firstly, Section 4 shows the use of Subjective STAIRS [12] to
model the target of analysis. Secondly, Section 5 employs the models in Subjective
STAIRS to analyze and evaluate the relevant trust relationships. Thirdly, Section 6
shows the use of Deontic STAIRS to specify the trust policy resulting from the anal-
ysis. Deontic STAIRS, as well as Subjective STAIRS, are based on UML 2.1 [10]
sequence diagrams and STAIRS [6]. Subjecitive STAIRS is furthermore also based
on Probabilistic STAIRS [11]. The approach is discussed and evaluated against the
success criteria in Section 7, before we conclude in Section 8.

2 The Challenge

The overall challenge addressed by this paper is to establish a method to correctly
assess trust and analyze trust-based transactions in order to identify, analyze and
evaluate the involved risks and opportunities. The evaluation should result in a trust
policy the enforcement of which ensures that risks are minimized and opportunities
maximized.

A typical target of evaluation is an enterprise, system or organization in which
there are actors whose choices of action may be based on trust. As an example,
we consider a local bank and the risks and opportunities involved in loan approval
to customers. The evaluation is from the perspective of the bank as a stakeholder,
where the main asset of the bank is its revenue. In order to properly identify and



assess the involved risks and opportunities, the basis upon which the bank employ-
ees grant or reject loan applications must be well understood. To keep the example
simple while still illustrating the essential aspects of the approach, we make the fol-
lowing four assumptions: (1) An application for a loan includes the amount a that
the customer wants to borrow. Other information, such as the value of the appli-
cant’s properties, or other loans the applicant may have, are not considered; (2) The
customer either pays back the full loan (including interest), or nothing at all; (3)
There is no mortgage securing the loan; (4) If the customer pays back the loan, then
the bank’s revenue v will increase by a gain g, otherwise it will decrease by a.

In many cases it is obvious whether or not applications should be accepted, typi-
cally when the income of the applying customer is very low or very high compared
to the loan amount. In this paper we focus on the cases where there might be some
doubt or uncertainty with respect to the ability of the customer to repay the loan,
and where the decision as to accept an application is made by the individual bank
employee. In these cases the level of trust of the employee in the customer may be
decisive. Clearly, if the bank employee makes a wrong decision, then money may
be lost; either because a loan is granted to a customer who does not pay back, or
because a loan is not granted to a customer who would have paid back. The man-
agement wishes to develop a policy to ensure that the best possible decisions are
made.

Consider first the potential risk involved in loan approval. A risk is defined as the
probability of the occurrence of a harmful event [7], i.e. an event with a negative
impact on an asset. The harmful event in the bank scenario is that a customer fails
to repay the loan, and the impact of this event on the bank’s asset is the loss of the
loan sum a. The level of risk is given as a function from the consequence (loss)
of the harmful event and the probability of its occurrence [1]. If the probability
of this event is p ∈ [0,1], the risk level is R(p,a) for a given risk function R. For
sake of simplicity, the risk function is in this paper defined to be multiplication, so
R(p,a) = p ·a.

The dual to a risk is an opportunity, which is defined as the probability of the
occurrence of a beneficial event, i.e. an event with a positive impact on an asset. In
the bank scenario, the customer having paid all installments represents an opportu-
nity. The positive impact is the gain for the bank, which depends on the loan amount
and the interest rate. The opportunity level is given as a function O from the gain,
say g, and the probability p for repayment. We use multiplication as the opportunity
function also, so O(p,g) = p ·g.

In cases of doubt, the bank employee must consider the information available
on the loan applicant. This may concern job affiliation, age, marital status, previous
late settlements of debts, etc. This information may be incomplete or even false, but
still a decision has to be made. In such a situation of uncertainty, other factors may
also be considered, e.g. the personality of the customer, the impression the customer
makes, and even acquaintance if it is a small, local bank. In such cases the trust of
the bank employee in the customer may be decisive.

Our notion of trust is based on the definition proposed by Gambetta [5] and
defined as the subjective probability by which an actor (the trustor) expects that



another entity (the trustee) performs a given action on which the welfare of the
trustor depends.

So trust is a probability estimate that ranges from 0 (complete distrust) to 1 (com-
plete trust). It is subjective, which means that it is a belief that may be wrong. The
welfare of a trust relation refers to an associated asset of the trustor. If the trustee
performs as expected, it will have a positive outcome for the trustee. There is, how-
ever, always the possibility of deception, and in that case there will be a negative
impact on the welfare. Hence, trust is related to both opportunity and risk.

For the bank being the stakeholder in our example case, it is important to evaluate
the effects of the trust-based decisions of the employees in terms of risks and oppor-
tunities for the bank. If, for example, an employee has trust p ∈ [0,1] in that a given
customer will repay a loan of the amount a with a potential gain g, the opportunity is
given by p ·g as believed by the bank employee. The employee furthermore believes
that the risk is (1− p) ·a. Decisions are then made by comparing the risk and oppor-
tunity. If there is a difference between the trust value and the actual trustworthiness
of the customer, the wrong decision may be made.

By trustworthiness we mean the objective probability by which the trustee per-
forms a given action on which the welfare of the trustor depends. Well-founded trust
is the case in which trust equals the trustworthiness, and it is only in this case that
the involved risks and opportunities are correctly estimated.

If trust is ill-founded, the subjective estimate is either too high or too low. In
the former case we have misplaced trust, which is unfortunate as it means that the
believed risk level is lower than the actual risk level. In the latter case we have
misplaced distrust, which is also unfortunate since then the believed risk level is
higher than the actual one, which may lead to valuable transactions being missed.

In existing literature on the subject, trust management is mostly concerned with
approaches and methods aimed to support the trustor in making assessments about
trustworthiness of other parties. The challenge addressed by this paper is the analy-
sis of the risks and opportunities to which a system is exposed as a result of choices
of behavior of entities within the system, where these choices may be based on trust.
Some of the entities within the system are subjective entities, and the challenge is
to reach an objective understanding of the system as a whole. Moreover, based on
this objective understanding, the challenge is also to gain a correct estimation of
the risks and opportunities imposed by subjective decisions. Hence, we aim for a
method to identify and analyze trust, and thereby capture a policy to avoid risks and
seek opportunities, as further explained by the six success criteria described in the
following.

The aim of any analysis is to reach an objective understanding of the target of
analysis. In this case the target contains actors of a subjective nature, but the chal-
lenge is still to reach an objective understanding of the target as a whole: Does the
target of analysis function as it should? What is the impact of subjective decisions
on the overall behavior? Therefore: (C1) The method should facilitate the objec-
tive modeling of systems whose overall behavior depends on subjective, trust-based
behavior of actors within the system.



Trust is a subjective probability, and in order to properly specify trust relations,
the modeling of trust levels of the relevant trust relations must be supported. There-
fore: (C2) The method should facilitate the specification of the level of trust an actor
has in another entity with respect to a given transaction.

The ultimate goal of trust management is to minimize risks and maximize oppor-
tunities related to trust. This gives: (C3) The method should facilitate the identifi-
cation, estimation and evaluation of system risks and opportunities imposed by the
relevant trust relations.

Through trust modeling and the analysis of risks and opportunities, trust-based
choices of behavior that should be avoided are identified, as well as trust-based
choices that should be sought. A policy is a set of rules that govern choices in sys-
tem behavior, and the method should identify the rules that ensure the most advan-
tageous system behavior. In short: (C4) The method should support the capturing of
an adequate trust policy.

Policy enforcement is facilitated by precise descriptions of the policy rules. Both
obligation and prohibition rules should be supported so as to define absolute choices
of behavior. In case of choices between potential alternatives that are considered
equivalent with respect to a given purpose, permission rules must be expressible.
The rules of a trust policy should be specified with triggers that define the circum-
stance, as well as the levels of trust, under which the rule applies. Hence: (C5) The
method should have sufficient expressiveness to capture obligations, prohibitions
and permissions, as well as triggers where required.

In order to develop a good policy, it is essential that decision makers, develop-
ers, analysts, etc. have a clear and shared understanding of the system, the relevant
scenarios, and the alternative policy rules. Moreover, the policy rules must be eas-
ily understandable for those who are supposed to adhere to them. (C6) The method
should offer description techniques that are understandable to all relevant stake-
holders, including end-users, decision makers and engineers.

3 Overview of Method

In this section we give an overview of the three main steps of the method and mo-
tivate its overall structure. The sections thereafter demonstrate the method on the
bank example.

Step 1. Modeling of Target. In order to analyze something, we need an under-
standing of this “something” at a level of abstraction that is suitable for the analysis.
Abstraction is necessary since most systems are extremely complex when all de-
tails are taken into consideration. For example, our bank example involves human
beings, and nobody would even consider to describe a human being in full detail.
In order to document the sought understanding and validate it on others, it seems
reasonable to make use of a modeling language.



This description of the target should not only show how the actors and compo-
nents behave, but also what decisions and choices are made by actors in the system,
and why those decisions and choices are made. More specifically, as our purpose
here is to develop a trust policy, we are interested in understanding what decisions
are taken on the basis of trust, and what considerations lie behind such decisions.

Subjective STAIRS, which is a language based on UML 2.1 sequence diagrams,
has been selected for this purpose. It allows us to specify subjective beliefs about
scenarios, as well as actual (objective) scenarios, and also to show how the subjec-
tive beliefs influence the choices made by actors. Subjective STAIRS distinguishes
between subjective and objective diagrams, and probability may be expressed in
both kinds. Trust with respect to a transaction is represented by a probability in a
subjective diagram.

We use objective diagrams to capture the actual behavior of the target, while
subjective diagrams are employed to express the belief of an actor with respect to a
scenario. In Section 4 we demonstrate the use of Subjective STAIRS to describe the
banking system as the target of analysis.

There are two main reasons for basing the modeling language on UML sequence
diagrams. Firstly, sequence diagrams are well suited to express interactions between
entities. As trust is relevant in the context of an interaction between the trustor and
the trustee, this makes sequence diagrams a suitable choice. Secondly, sequence di-
agrams allow systems to be described at a high level of abstraction, in a simple and
intuitive manner that can be understood by stakeholders with different background
and level of training. These qualities are important in the context of the risk and
opportunity analysis that we must conduct in order to develop trust policies.

Step 2. Analysis of Target. After obtaining a suitable description of the target,
the next task is to perform an analysis. The analysis proceeds in four sub-steps as
described in the following and demonstrated in Section 5 with the banking system
as target.

Step 2.1. Identify critical decision points. First, the critical decision points that
need to be looked into are identified. Typically, this will be points where decisions
are made based on trust. But it may also be points where one could potentially
benefit from introducing new trust-based decisions, if the resulting opportunities
outweigh the risks.

Step 2.2. Evaluate well-foundedness of trust. Second, we need to evaluate the
well-foundedness of the trust on which decisions and choices are based. As trust is
a subjective probability estimate, this amounts to finding out to what degree the sub-
jectively estimated probabilities correspond to the actual (objective) probabilities.

Step 2.3. Estimate impact of alternative behavior. Of course, it may well be that
the current way of making choices is not optimal. Therefore, the third sub-step is to
estimate what would be the impact of other, alternative choices of behavior.

Step 2.4. Evaluate and compare alternative behavior. The final sub-step consists
of an evaluation and comparison of alternative behaviors, with the aim to identify
the behaviors that should be sought or avoided.



Step 3. Capturing a Policy to Optimize Target. Having identified the desirable
behavior, we are finally ready to specify a policy the enforcement of which ensures
the optimal choices of behavior.

A policy is a set of rules that determines choices in the behavior of a system
[14], and is used in policy based management. Typical domains are security man-
agement and the management of networks and services. The method proposed by
this paper is an approach to policy based trust management. Each rule determines
a system choice of behavior, where a given trust level is a decisive factor for each
choice. Enforcement of the given rules ensures the optimal level of the risks and op-
portunities that are imposed by trust based decisions within the system. As for the
target model, it is essential that the policy is unambiguous and understandable for
all involved stakeholders. To formalize the policy we use Deontic STAIRS, which
is a language for expressing policies, and based on UML sequence diagrams. Em-
ploying sequence diagrams as the basis for all modeling, analysis and specification
in the method is desirable, both because it facilitates use and understandability, and
because specifications can be reused.

Deontic STAIRS has the expressiveness to specify constraints in the form of
obligations, prohibitions, and permissions, corresponding to the expressiveness of
standard deontic logic [9]. Such constraints are normative rules that describe the
desired system behavior. This reflects a key feature of policies, namely that they
“define choices in behavior in terms of the conditions under which predefined oper-
ations or actions can be invoked rather than changing the functionality of the actual
operations themselves” [15]. Furthermore, Deontic STAIRS supports the specifica-
tion of triggers that define the circumstances under which the various rules apply.
In particular, the policy triggers can specify the required trust levels for a particular
choice of behavior to be constrained.

4 Modeling the Bank System

We now show how the system to be analyzed is modeled in Subjective STAIRS,
focusing only on the case where the bank employee makes a decision based on trust.
Subjective STAIRS builds on Probabilistic STAIRS, which has a formal semantics.
However, for our purposes here, an intuitive explanation of the diagrams suffices.

Briefly stated, the scenario is as follows: First the customer applies for a loan.
The bank employee then grants the loan if she or he believes that the probability of
the loan being paid back is sufficiently high. Otherwise, the application is rejected.
In the cases where the loan is granted, one of two things may happen: either the
customer pays back the loan (with interest), so that the bank’s asset value increases,
or the bank has to write off the loan, in which case the asset value decreases. The
model is given in Fig. 1. The main diagram is loan1, which is an objective diagram
showing the actual behavior of the system. Each of the entities taking part in the
interaction is represented by a dashed, vertical line called a lifeline, where the box
at the top of the line contains the name of the entity, in this case the bank employee
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Fig. 1 System model

(bank empl) and the customer (customer). The interaction between the entities are
represented by messages, which are shown as horizontal arrows from one lifeline
to another (or to itself). Each message defines two events: the transmission of the
message, represented by the arrow tail, and the reception of the message, represented
by the arrow head. Transmission naturally occurs before reception, and events are
ordered from the top on each lifeline, so the first thing that happens is that the
customer sends the apply(a) message to the bank employee. This message represents
the application, where a is the amount applied for.

At this point, the scenario may continue in one of two alternative ways, as the ap-
plication may be either granted or rejected. These alternatives are represented by the
outermost palt operator. The palt operator expresses alternatives with probabilities.
The operator is shown as a frame with the operator name (palt) in the upper left cor-
ner. Its operands are separated by a horizontal dashed line. Each operand represents
an alternative. The numbers occurring after palt in the upper corner of the operator
frame show the probabilities of the operands; the probability for the first (upper)
alternative to occur is 0.1, while the probability for the second (lower) is 0.9. As this
is an objective diagram, we may imagine that the probabilities have been obtained
for example by observing the system for a while and registering frequencies for the
alternative behaviors.

At the beginning of each operand, we find a Boolean expression enclosed in
square brackets. These constructs, which are called guards, constrain the conditions
under which the alternatives may occur; an alternative occurs only if its guard eval-



uates to true. The expression est.p in the guards of both operands of the outermost
palt represents the probability subjectively estimated by the bank employee that the
customer will pay back the loan if the loan is granted, as will be further explained
below. This means that the first alternative, where the loan is granted, occurs only if
the bank employee believes that the probability that the loan will be paid back is at
least 0.95. The fact that the first alternative has probability 0.1 means that the bank
employee holds this belief in 10% of the cases where a loan is applied for.

Assuming the bank employee estimates that the probability of the loan being paid
back is at least 0.95, she or he grants the loan, as represented by the grantLoan mes-
sage. Then we have again two possible alternatives1. The first alternative, which has
probability 0.99, is that the customer pays back the loan, represented by the payBack
message. Notice that there is no assumption about the time interval between events
on a lifeline, so the interval between granting the loan and being paid back may be
much longer than the time between receiving the application and granting the loan.
After the loan is paid back, the bank’s asset value v increases by the amount a mul-
tiplied by the interest rate r. This is represented in the diagram by the assignment
statement v:=v+a·r.

The second alternative, which has probability 0.01, is that the bank employee
decides that the money will have to be written off, as the customer will not pay
back the loan. This decision is represented by the writeOff from the bank employee
to her/himself. In this case the bank’s asset value decreases by the amount a, as
represented by the assignment statement v:=v-a.

As noted above, the expression est.p represents the probability subjectively es-
timated by the bank employee that the customer will pay back the loan if the loan
is granted. This can be seen from the diagram est in the upper right-hand corner of
Fig. 1, which is a subjective diagram representing the belief of the bank employee.
Subjective diagrams have the keyword ssd (for subjective sequence diagram) in-
stead of sd in front of the diagram name. In addition, exactly one lifeline is deco-
rated with the keyword subj, indicating that this is the actor (subject) whose belief
is represented by the subjective diagram in question. For the est diagram, the bank
employee is the subject. The probabilities in the est diagram are given in terms of
the symbolic value p rather than a number, as the probability estimate will vary de-
pending on the customer. The statement out p after the diagram name means that
the symbolic value p can be referred to from an objective diagram by the expression
est.p, as is done in the guards of loan1.

1 For these alternatives we have made use of the UML ref construct. This construct is a reference
to the diagram whose name occurs in the frame. Its meaning is the same as if the content of the
referenced diagram was inserted in place of the ref construct. The ref construct allows a modular
presentation of diagrams, as well as reuse of diagrams.



5 Analyzing the Bank System

In this section we demonstrate the analysis method presented in Section 3 on the
bank example by going through the four (sub-)steps of the analysis step.

Step 2.1. Identify critical decision points. For this example, we assume that the
only critical decision point we want to consider is the choice between granting or
rejecting the application. Other decision points could also have been considered. For
example, the bank employee could decide whether further investigations into the
customer’s previous history are needed before deciding whether to grant the loan,
or whether another attempt at demanding payment should be made before writing
off the money.

Step 2.2. Evaluate well-foundedness of trust. For the second analysis step, we
need to find out whether the trust is well-founded, i.e. to what degree the subjec-
tively estimated probabilities correspond to the objective probabilities. In order to
do this, we need a model that describes what happens if the bank employee grants
all applications. This is necessary in order to evaluate the correctness of the proba-
bility estimates also for the cases where the application would normally be rejected.
The diagram loan2 in Fig. 2 provides such a model2. How the model is obtained is
up to the analysis team. It could for example be based on some expert’s opinion,
historical data, simulation, or be the result of an experiment where all applications
are granted for a certain period of time (although the latter is perhaps not likely for
this particular example).

In addition to assuming that all applications are granted, we have chosen to dis-
tinguish between four different intervals of subjectively estimated probability, as
can be seen from the guards in loan2. The number of intervals can be chosen freely
by the analysis team, depending on the desired granularity of the analysis. For each
interval we have a separate palt operand. This allows us to compare the actual (ob-
jective) probability with the interval in which the subjective estimate lies. The first
palt operand in loan2 represents the cases where the estimate lies within the interval
[0.95,1], which according to the probability of the first operand happens in 10% of
the cases (as the probability for this operand is 0.1). From granted1 referred to in
the first operand, we see that the probability of being paid back in this case is 0.99.
The second palt operand in loan2 represents the cases where the estimate lies within
the interval [0.9,0.95〉, which happens in 20% of the cases. The probability of be-
ing paid back in these cases is 0.96, as seen from granted2. The third palt operand
in loan2 represents the cases where the estimate lies within the interval [0.8,0.9〉.
For these cases, the probability of being paid back is in fact 0.92, which is slightly
outside the estimated interval. Finally, the fourth palt operand in loan2 represents the
cases where the estimate is lower than 0.8, and the probability of being paid back in
these cases is 0.6 according to granted4.

Step 2.3. Estimate impact of alternative behavior. In addition to showing the
correspondence between subjective estimates and objective probabilities, loan2 also
describes the overall system behavior resulting from using alternative thresholds

2 The references loanPaid and loanLost are to the diagrams in Fig. 1.
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Fig. 2 System model obtained in the analysis in order to evaluate alternatives. The diagrams
granted3 and granted4 are omitted. They are identical to the granted1 and granted2 diagrams, ex-
cept from the probabilities in the palt operand. For granted3, the probabilities are 0.92 for the
first operand, and 0.08 for the second operand. For granted4, the probabilities are 0.6 for the first
operand, and 0.4 for the second operand.

(against which the estimated probability is compared) when deciding whether to
grant loans. Therefore, loan2 already represents an estimate of the impact of some
alternative behavior, i.e. what is the impact of using different thresholds. The impact
of other alternative behavior could also be considered in this step of the analysis. For
example, what would be the impact of always performing investigations into the
customer’s previous history before deciding whether to grant the loan? However,
due to lack of space, we consider only the alternative behavior already described in
Fig. 2.

Step 2.4. Evaluate and compare alternative behavior. Table 1 presents the risks
and opportunities on the basis of loan2. The numbers are calculated from an interest
rate of 8.7%, i.e. r = 0.087. The “Threshold” column shows the decision threshold
that is analyzed in the corresponding row. For example, the second row in the table
shows the results of only granting a loan in cases where the estimated probability of
being paid back is at least 0.9.

The “Granted” column shows the percentage of the received applications that
will be granted when the relevant decision threshold is used. For example, if a loan



Table 1 The result of using alternative decision thresholds

Threshold Granted Paid back Opp. Risk Opp.−Risk

≥ 0.95 10% 99% 0.0086 0.001 0.0076
≥ 0.9 30% 97% 0.025 0.009 0.016
≥ 0.8 70% 94% 0.057 0.041 0.016
≥ 0 100% 84% 0.073 0.16 −0.087

is granted if the estimated probability of being paid back is at least 0.9, then 30%
of all applications will be granted. This number is obtained by adding the probabil-
ities of all operands whose guard ensures that the estimated probability is not lower
than the decision threshold. For the case where the threshold is 0.9, we add up the
probabilities of the two first operands of the palt in the loan2 specification. Thus we
obtain 0.3, which corresponds to 30%.

The “Paid back” column shows the percentage of the granted loans that will
be paid back. This number is obtained by, for each operand where a loan will be
granted, taking the product of the probability of the operand and the probability of
being paid back according to this operand. The sum of these products is divided by
the percentage of applications being granted. For example, for the second row we
get (0.1 ·0.99 + 0.2 ·0.96)/0.3, which gives 0.97, i.e. 97%.

The “Opp.” column shows the opportunity value we get by choosing the relevant
threshold value. The opportunity value is obtained from the formula 0.087 ·∑(p1 ·
p2), where ∑(p1 · p2) is the sum of the product of the probability p1 of the operand
and the probability p2 of being paid back for all operands where a loan will be
granted when the threshold in the left-hand column is used. For example, for the
second row in the table, we get 0.087 · (0.1 · 0.99 + 0.2 · 0.96) = 0.025. The loan
amount a has been factored out, as this would occur only as a common factor in all
rows, and we are only interested in the relative values.

The “Risk” column shows the accumulated risk value we get by choosing the rel-
evant threshold value. It is obtained in a similar way as the accumulated opportunity
value, except that we use the probability of not being paid back for each operand,
and that the interest rate is not taken into account. For the second row in the table,
we get (0.1 ·0.01 + 0.2 ·0.04)= 0.009.

Finally, the “Opp.−Risk” column shows the difference between the two previous
columns. From Table 1 we are now able to compare the alternative thresholds in
order to decide which of them should be used in order to achieve the most desirable
system behavior. The goal of the bank here is to maximize the difference between
opportunity and risk, i.e. to achieve the highest possible value for “Opp.−Risk”.
This goal may or may not coincide with the goals of the bank employee, which has
different assets from the bank. However, as the analysis is performed on behalf of
the bank, we do not consider the goals of the bank employee.

From the two first rows in the “Opp.-Risk” column we see that the value increases
if the threshold is lowered from ≥ 0.95 to ≥ 0.9, i.e. if a loan is granted also in cases
where the estimated probability of being paid back is between 0.9 and 0.95, instead
of only when the estimated probability is at least 0.95. Even if slightly more of the



customers that are granted a loan will not be able to pay back, this is more than
made up for by the increased number of customers that will pay back their loan
with interest. In other words, the bank loses money by not granting loans in cases
where the subjective estimate lies between 0.9 and 0.95. Therefore, the bank should
enforce the following trust policy rule: (R1) It is obligated to grant a loan for the
cases in which the trust level is at least 0.9.

The second and third rows show that the net effect of lowering the threshold one
step further, to ≥ 0.8, is zero, as the “Opp.-Risk” value is the same for the thresholds
≥ 0.9 and ≥ 0.8. This means that the bank will neither lose nor gain from granting
loans also in the cases where the estimated probability of being paid back is between
0.8 and 0.9. Therefore, the bank may decide to leave the choice up to the individual
bank employee. This gives the following two policy rules: (R2) It is permitted to
grant a loan for the cases in which the trust level is lower than 0.9 but at least 0.8;
(R3) It is permitted to reject a loan for the cases in which the trust level is lower
than 0.9 but at least 0.8.

The fourth row in the “Opp.−Risk” column, however, shows that granting loans
to all applicants will give a risk that is higher than the opportunity. Therefore, the
following rule should be enforced: (R4) It is prohibited to grant a loan for the cases
in which the trust level is lower than 0.8.

6 Policy to Optimize the Bank System

We now show how we may use Deontic STAIRS to formalize the optimized strate-
gies we arrived at in Section 5 as a policy. Deontic STAIRS is an extension of UML
2.1 sequence diagrams and is underpinned by a formal semantics based on the de-
notational semantics of STAIRS. For the purpose of this paper it suffices to explain
the semantics informally.

The analysis of the bank system in the previous section revealed that loan appli-
cation should be granted in the cases where the trust of the bank employee in that
the customer will repay the loan is 0.9 or higher, as captured by rule (R1) above.
This is expressed by the obligation rule r1 specified to the left in Fig. 3.

The keyword rule in the upper left corner indicates that the diagram specifies a
policy rule. The diagram consists of two parts, a trigger and an interaction that is the
operand of a deontic modality. The trigger specifies the circumstances under which
the rule applies and consists of an interaction and a condition. The former refers to
a scenario such that when it occurs, the rule applies. In this case the scenario is the
reception by the employee of a loan application. The condition of the trigger limits
the applicability of the rule to a set of system states. In this case it refers to the states
in which the relevant trust level is 0.9 or higher.

The keyword obligation shows the modality of the rule. It is an operator the
operand of which specifies the behavior that is constrained by the rule. In this case,
the relevant behavior is the granting of a loan. For simplicity, we model this by a



single message only, but in the general case the behavior can be described in any
detail with all the expressiveness of UML 2.1 sequence diagrams.

A further result of the analysis in Section 5 is rule (R4), namely that loan should
not be granted to customers whose trust value is lower than 0.8, since in that case
the risk is higher than the opportunity for the bank. This is captured by diagram r4 to
the right in Fig. 3, where the keyword prohibition indicates the modality of the rule.

Obligations and prohibitions specify behavior that must and must not occur, re-
spectively. Permissions, on the other hand, define choices of behavior that should
be offered potentially, without disallowing alternative choices to be made instead.
That is to say, permissions specify behavior that may occur. The above analysis of
the bank system showed that for trust levels in the interval from 0.8 to 0.9, the in-
volved risk and opportunity even out. This means that from the point of view of the
bank, both loan approval and rejection are acceptable choices of behavior, i.e. both
choices may be permitted.

As indicated by the modality, the rule r2 to the left in Fig. 4 is a permission.
It specifies (R2) as captured in the analysis, and states that for the mentioned in-
terval of trust levels, the bank employee is permitted to grant the applied loan to
the customer. This means that the bank system must always allow the employee to
make this choice in case the trigger holds. The employee is, however, free to make
any other choice that does not conflict with other policy rules. In order to ensure
that a set of potential alternatives should be available, other permissions with the
same trigger can be specified. This is exemplified with the permission to the right in
Fig. 4, expressing the rule (R3) captured in the analysis.

7 Discussion

Ever since trust management became a topic of research, the focus has mostly been
on assessing trustworthiness of other entities and establishing trust between entities,
as witnessed by a recent survey of state-of-the-art approaches to trust management
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Fig. 3 Obligation and prohibition
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[13]. This is also put forward in [8], where trust management is discussed as an
independent research topic and existing methods are reviewed.

Trust management is particularly relevant for distributed systems where the iden-
tity and/or intentions of other entities may be uncertain, and it is crucial to develop
methods for managing trust, and hence managing risk and security. Importantly,
most of the existing approaches focus on trust management from the point of view
of the trustor, and the issue of mitigating risks to which the trustor is exposed. In
this paper we have focused on the important challenge of understanding the risks
to which a system is exposed, where some of the entities within the system are ac-
tors that make risk critical decisions based on subjective trust estimates. Moreover,
whereas trust management traditionally focuses mostly on risk in relation to trust,
we address also the challenge of identifying and evaluating the dual concept, namely
opportunity. In the same way as risk is inevitably related to trust, so is opportunity,
and in order to derive the most optimal trust policy for a given system, both risks
and opportunities must be estimated.

Game theory [4] addresses strategies for describing rational choices in situations
in which the outcome of a choice of one actor depends on the subsequent choice of
another actor. A payoff structure describes the loss and gain to which the various
players are exposed in each of the potential outcomes, and each player seeks the
outcome with the most beneficial payoff for itself. Game theory can also be applied
to analyze trust, as explained by e.g. Bacharach and Gambetta [2]. They show that
the trustor’s choice to trust or not, and the trustees subsequent choice to deceit or
not, can be modeled in terms of this rational choice theory. The method presented
in this paper captures aspects of game theory by the identification and modeling of
choices of (trust-based) decisions, as well as the modeling of the associated payoff
structure in terms of risks and opportunities.

Subjective STAIRS has the expressiveness to model the alternative behaviors of
a system, as well as the probabilities of these alternatives. Moreover, the notation
supports the objective specification of the subjective probability estimates made by
entities within the system, and thereby the trust on which these entities base their de-
cisions. The trust management method proposed in this paper hence fulfills success
criteria C1 and C2 as formulated in Section 2.



As demonstrated in Section 5, system modeling with Subjective STAIRS facili-
tates the identification, estimation and evaluation of both the risks and opportunities
to which a system is exposed. Criterion C3 is then also fulfilled by the method, thus
allowing the relevant system analysis to be conducted. Through the analysis, the
preferable choices of behavior are identified, which in turn facilitates the capture of
an adequate trust policy. Hence, also criterion C4 is fulfilled by the method.

Deontic STAIRS is a customized notation for policy specification, and as shown
in Section 6, this notation supports the specification of trust policies. Behavior that
should be sought and behavior that should be avoided may be expressed by obli-
gations and prohibitions, respectively, whereas alternative choices of behavior that
should be offered by the system may be formalized as permissions. Additionally,
the circumstances under which a given rule applies can be expressed by the specifi-
cation of a trigger consisting of a scenario and the level of trust of relevance for the
policy rule in question. As demonstrated in Section 6, the proposed trust manage-
ment method then fulfills success criterion C5.

The UML has the last decade or so emerged as the de facto standard for the spec-
ification of information systems. Both Subjective STAIRS and Deontic STAIRS
are conservative extensions of the UML 2.1 sequence diagram notation, so people
that are already skilled in the UML should be able to understand and use the lan-
guages employed by our method. Moreover, contrary to textual, more mathematical
notations, the UML should be understandable also for people of non-technical back-
ground, at least with some guidance. Arguably, success criterion C6 is then at least
partly fulfilled by the proposed method.

8 Conclusion

This paper contributes by addressing the quite neglected challenge of understand-
ing the risks and opportunities to which a system is exposed in cases where actors
within the system make choices based on their trust in other entities. The proposed
method offers languages and techniques for the modeling and analysis of the sub-
jective notion of trust in an objective manner, facilitating the identification of risk
and opportunity critical decision points. By identifying the set of behavioral alterna-
tives of the target system and precisely estimating the involved risks and prospects,
a policy that optimizes system behavior may be captured. The method furthermore
contributes by facilitating the formalization of trust policies through an appropriate
policy specification language.

Although refinement has not been an issue in this paper, it is certainly of rele-
vance in relation to trust modeling and policy development, as it allows a system
to be described, and hence analyzed, at different levels of abstraction. In the future
we will address refinement in relation to the trust management method proposed in
this paper by utilizing refinement techniques that have already been developed for
Subjective STAIRS and Deontic STAIRS.
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