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1 Introduction 
In software development it is common to conduct some form of analysis of the product to 
assess how secure it is. One may e.g. assess the system’s ability to resist unauthorized access 
or whether the data is transmitted securely. The participants in a risk analysis face questions 
like: “What are the system threats and its vulnerabilities?” “What are the assets in your 
system which you want to protect?” “Are there unwanted incidents that can harm your 
assets?” “What is the frequency of this unwanted incident?” The questions make use of a 
specialized risk analysis terminology, but many of the terms are also commonly used in the 
daily language.    
Standards for risk analysis of IT systems [1, 7, 10-12] are often inspired by standards 
developed for risk analysis in e.g. mechanical engineering or the process industry [8, 9]. 
Within these domains there is a long tradition for using risk analysis, and its terminology is 
quite well established, but is this also the case within IT systems development? 
 
A previous study with students showed that there were diverging opinions on how to interpret 
concepts  used in risk analysis [13, 14]. Concrete, tangible concepts like asset and threat were 
found easier to understand than more abstract terms like risk. The results from the study made 
us revise our conceptual model of risk analysis terminology, leading to the version we 
investigated in this study (Figure 1). To identify the concepts and relationships that are 
straightforward and those that are more problematic, we conducted a questionnaire among 57 
Norwegian subjects representative for normal risk analysis participants. The investigation 
tested how risk analysis terms are interpreted by subjects (both students and professionals) 
with various competences on risk analysis. We assumed that many knew these terms from 
before, but how well did our conceptual model correspond with the subjects’ interpretation?  
 
The investigation revealed that the subjects’ interpretations match our model quite closely, in 
average the subjects obtained almost 60% correct answers (here correct means in accordance 
with our model). 60% is an acceptable rate taking into consideration that many of the 
participants were more or less unfamiliar with risk analysis. We found significant difference 
according to which risk-related concept that was investigated. Asset and vulnerability seems 
to be the easiest understood with a higher number of correct answers than e.g. frequency 
related concepts which scored lowest. There was a statistical significant difference between 
software engineering students’ score and the professionals’, which indicates that people’s 
background affects how well IT system risk analysis terminology is understood.  
 
This report is structured as follows: Section 2 provides background information on risk 
analysis, structured brainstorming and risk analysis terminology. Section 3 describes the study 
design, and Section 4 provides the results and is also where we discuss our findings. Section 5 
reports the threats to the validity of our results, and finally Section 6 presents the main 
conclusions. 
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2 Risk Analysis of IT systems 
This section provides an introduction to risk analysis of IT systems and its terminology. 

2.1 Structured brainstorming 
Risk management of IT systems is the total process of identifying, controlling, and 
eliminating or minimizing uncertain events that may affect IT system resources [10]. Risk 
analysis is part of the management process and often make use of structured brainstorming 
techniques (i.e. what [15] calls HazOp-analysis).  A structured brainstorming for 
identification of risks is a methodical “walk-through” of the target of analysis. Experts on 
different aspects of the target system are involved to identify system risks, threats and 
vulnerabilities, and sometimes suggest possible treatments for the risks. The participants in a 
brainstorming (in addition to the analysis team) can potentially be anyone associated with the 
target system. The authors of [15] recommend these roles to be represented: (1) user or 
intended user of the system assessed,  (2) experts on one or more aspects of the system,  (3) 
system designer, (4) analysis leader and (5) analysis secretary. The latter two are part of what 
we call the analysis team, which is responsible for guiding the analysis. Often the only form 
of preparation the participants receive is an introduction to brainstorming at the beginning of 
the session. Experts may in some cases only contribute in the part of the analysis where their 
expertises are needed. During the brainstorming session, the group of experts assesses system 
descriptions in a stepwise and structured manner, supported by guidewords that help them 
identify vulnerabilities and threats associated with risks. The findings are documented by the 
analysis secretary. 

2.2 Risk analysis terminology 
The participants in a structured brainstorming need a clear understanding of the terminology 
used. The individual interpretation of terms like frequency, probability, vulnerability and asset 
may differ depending on the participant’s background and experience.  Several of the 
concepts are employed in daily language, but not with a unique, context independent 
interpretation. Normally misunderstandings will be cleared up as the analysis progress, but 
our goal is to minimize them by using an intuitive language. 
 
We have developed a conceptual model inspired by the model used in an IT system risk 
analysis method called CORAS (http://coras.sourceforge.net). CORAS was developed in a 4 
year long EU project and gathers well known risk analysis methods into an integrated risk 
analysis framework based on several international standards  [1, 3-7, 10-12]. The terminology 
definitions are mainly taken from ISO/IEC13335: Information technology – Guidelines for 
the management of IT Security [10] and AS/NZS4360: Australian / New Zealand Standard 
for Risk Management [1]. The model is shown in Figure 1 using class diagram notation from 
the Unified Modeling Language (UML) [16].  The associations between the elements have 
cardinalities specifying the number of instances of one element that can be related to one 
instance of the other (example: “a stakeholder has at least one and maximum an infinite 
number of assets; and an asset belongs to only one stakeholder”). The black diamond 
symbolizes aggregation and the white composition. Elements connected with a composition 
can also be part of other compositions, while aggregated elements only exist within the 
specific aggregation. 
 
We explain Figure 1 as follows: the IT system or product evaluated during a risk analysis is 
called the target of evaluation [3], target system or target of analysis. Stakeholders are those 
people and organizations who may affect, be affected by, or perceive themselves to be 
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affected by, a decision or activity regarding the target system [1]. Different stakeholders often 
value the system differently; a system user who is dependent on the system may put a high 
value on it, while other stakeholders may not value it equally high. An asset is something to 
which a stakeholder directly assigns value and, hence, for which the stakeholder requires 
protection [4]. An asset is uniquely linked to a single stakeholder. The type of assets may 
differ according to the scope of the analysis. In a security-focused analysis the assets may be 
less obvious than in a safety-focused analysis. A safety analysis is often concerned about 
protecting people, the environment or equipment. In a security analysis assets can also be 
customer information, source code, company brand, critical system services etc. A 
stakeholder wants to protect his/her assets from being compromised. Target system 
stakeholders and their assets are normally identified early in process.  
 
Figure 1 includes four important risk analysis concepts related to asset: vulnerability, 
unwanted incident, threat and risk. A vulnerability is a weakness of an asset or group of assets 
which can be exploited by one or more threats [10]. One may understand a vulnerability as 
something that is “missing”, e.g. if a company network lacks a firewall it may be a 
vulnerability with respect to some assets in the network. An unwanted incident [10] is an 
event that may harm or reduce the value of assets and is something we want to prevent. An 
unwanted incident is the result of a threat exploiting a vulnerability. If a server in a company 
network is an asset, then an unwanted incident is unauthorized access to the server by 
intruders. A threat is a potential cause of an unwanted incident [10]. A risk is the chance of 
something happening that will have an impact upon objectives (assets)[1]. A risk consists of 
an unwanted incident, the chance of it happening and its consequence. If we continue the 
example about the company network, a threat may be a person who knows or discovers the 
network’s vulnerability and wants to exploit it. The company may not recognize the potential 
risky situation because nobody outside the company is aware of the security hole, but if e.g. 
an employee is fired one suddenly has a risk of unauthorized network access by people 
familiar with the company’s infrastructure. The level of risk is measured by a risk value [1] 
(e.g. low, medium, high or other scales) which is based upon the estimated frequency for the 
unwanted incident to happen and its consequence in terms of loss of asset value. Consequence 
is sometimes called impact [10]. Frequency is the exact number of occurrences within a time 
period, in addition to frequency there exist two other measures for how often a risk may 
occur: likelihood and probability. Likelihood is a qualitative description of probability or 
frequency [1] (e.g. “unlikely”, “possible”, “certain”), whereas probability is a number 
between 0-1 often represented as percentage (e.g. “a 50% chance for a risk to happen”).   
According to [10] probability should be used to characterize risk, while [1] suggests 
likelihood. If a risk is estimated to occur two times a year and the consequence is a loss of 
200.000 dollars each time, the risk value could be “high” which means the risk should be 
treated. A treatment (in [10] called safeguard) is the selection and implementation of 
appropriate options for dealing with risk [1]. A treatment can either be directed towards the 
unwanted incident, the threat or the asset’s vulnerability (or a combination of these). The 
desired effect of a treatment is reducing risk frequency and/or consequence (i.e. risk value) to 
an acceptable level.  
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Figure 1 – The conceptual model that was used as basis for the study 
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3 Study Design 
This section describes the subjects, the material and the analysis model. 

3.1 Subjects 
We aimed to select subjects that are representative for participants in a risk analysis of an IT 
system. In this type of risk analysis the participants may have various competences on risk 
analysis, but they are experts on one or more aspects of the IT system assessed. Our 
investigation did not consider a specific system, therefore we included subjects with general 
experiences from IT system development. The 57 subjects represent four groups: 

• 12 professional researchers, including 2 industrial psychologists,  from the Institute for 
Energy Technology (IFE), who had competence on developing safety critical systems 
for nuclear power plants (http://www.ife.no) 

• 22 professional researchers, including 3 industrial psychologists, from SINTEF ICT 
(Information and Communication Technology), who had competence on software 
development, modeling, and usability studies (http://www.sintef.no) 

• 14 master students in informatics who were attending a network security course at the 
University of Oslo (http://www.uio.no )  

• 9 master students in informatics who were attending a safety critical software 
development course at Østfold University College (http://www.hiof.no) 

 
The subjects from SINTEF ICT were paid for the time they spent on filling in the 
questionnaire, while the students and the IFE professionals participated voluntarely. The 
students ranged from some experience with risk analysis to none, while the professionals 
ranged from high competence on risk analysis to only superficial knowledge. The subjects 
received no training or introduction to our conceptual model in advance as we aimed to 
capture their intuitive understanding of the concepts. 

3.2 Material 
The subjects were given a multiple choice questionnaire with 16 questions or statements 
about risk analysis terminology (see frame below). The questions can be grouped into six 
categories, each concerning a specific risk concept. Question 3-5 (Q3-Q5) are asset-related, 
Q6-Q8 are treatment related, Q9-Q10 are frequency measure related, Q11-Q13 are riks related 
, Q14 relates to vulnerability and Q15-Q16 relate to threats. The material was distributed in 
English due to several reasons: the CORAS method is documented in English, it is also 
common for Norwegian companies to use English in reports and presentations, and higher 
education in software engineering is mainly based on English literature. This means that 
within software development good skills in English is essential. 
 
The subjects had to judge each answer alternative as either false, partly false, partly true, true 
or uncertain. The questionnaire covers risk analysis concepts and their relations; and the 
subjects were given 20-25 minutes to complete it.  Please note that even if the questionnaire 
occasionally uses the term “security analysis”, the risk analysis terminology tested is general 
and therefore not restricted to security-focused analyses. The true alternatives are marked 
with *. 
 
1) Which roles could you have in a risk analysis? 
2) How well do you know risk analysis terminology? 
3) What can be considered as assets in a security analysis?  
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a. customer register * 
b. a company brand * 
c. critical system services * 
d. human lives * 
e. equipment * 
f. source code * 
g. a company’s strategies * 
h. employees’ competence * 

4) What is true about the relationship between risk and asset?  
a. a risk can harm or reduce the value of the asset * 
b. a presumption for a risk to arise is that there are vulnerabilities for someone to exploit * 
c. a risk will harm or reduce the value of an asset 
d. one risk may harm more than one asset 

5) What is the difference between a risk and an incident scenario for an asset? 
a. an incident scenario is an actual event that can harm the asset but without a frequency 

or consequence value * 
b. a risk for an asset is an unwanted incident assigned a consequence and frequency value 

* 
c. an unwanted incident cannot be part of more than one risk 

6) The goal of a treatment can be: 
a. to reduce risk * 
b. to remove a threat * 
c. to remove a vulnerability * 
d. to reduce a threat * 
e. to remove a risk * 
f. to reduce a vulnerability * 
g. to remove an unwanted incident * 

7) What is true about treatment? 
a. it is usually directed towards a vulnerability * 
b. it is usually directed towards a threat * 
c. it is usually directed towards an unwanted incident * 
d. it is always directed towards a risk * 
e. it can be directed towards both a vulnerability and threat *  
f. it cannot be directed towards both a vulnerability and an unwanted incident at the same 

time 
g. it cannot be directed towards both a vulnerability, a threat and an unwanted incident at 

the same time 
8) When will a treatment be considered successful? 

a. if it reduces risk frequency 
b. if it reduces risk consequence 
c. if it makes the risk value acceptable * 
d. if it eliminates the risk * 
e. if it reduces both frequency and consequence 

9) What is the relationship between frequency, likelihood and probability? 
a. the term frequency comprises both likelihood and probability *1 
b. likelihood is measured qualitatively * 
c. probability is measured quantitatively * 

                                                 
1 In later revisions of the Australian/New Zealand risk management standard [2] likelihood has changed its 
definition and therefore made this alternative invalid, but in the analysis we use the old interpretation. 
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d. frequency is measured only quantitatively 
e. likelihood is measured as a value between 0-1 

10) What can be used to calculate risk value? 
a. probability and frequency  
b. likelihood and consequence * 
c. consequence and frequency * 
d. consequence and probability * 
e. frequency and likelihood  

11) What is a risk composed of? 
a. a consequence, a frequency, a probability and an unwanted incident  
b. a probability, an unwanted incident and a consequence * 
c. a consequence and a frequency and an unwanted incident * 
d. none of the alternatives above 

12) What is the relationship between risk and unwanted incident? 
a. a risk is part of an unwanted incident 
b. a risk initiates the unwanted incident 
c. an unwanted incident is part of a risk * 
d. an unwanted incident can be a part of more than one risk * 

13) When can one consider an unwanted incident a risk? 
a. when it has a consequence, but not necessarily a frequency 
b. when it has a frequency, but not necessarily a consequence 
c. when it has both a frequency and a consequence * 

14) What is true about vulnerability? 
a. it can be a weakness or lack of the asset itself * 
b. it can be a weakness or lack of the asset’s surroundings * 
c. a threat can exploit vulnerabilities * 

15) What can be considered a threat? 
a. hardware * 
b. people * 
c. software * 
d. an event (initiated by a person) 

16) What is true about threat? 
a. a threat can initiate an unwanted incident * 
b. a threat can constitute a risk even if there are no vulnerabilities to exploit 
c. a threat can potentially reduce the value of an asset * 
d. a risk is always associated with a threat * 
e. a threat is not necessarily connected to a risk * 

3.3 Analysis model 
The data was analyzed with respect to three aspects: (1) to what extent do the subjects answer 
correctly without being properly trained? (2) Is there any difference between the students’ 
score and the professionals’? (3) Which concepts and relations are particular difficult or easy 
to understand? The two categories partly true and true were considered as one positive 
category, partly false and false constitute one negative category, while uncertain was one 
category on its own. The reason for combining categories is that one can probably not expect 
to find one unique definition of a term that everyone agrees to, and as long as the participants 
in an analysis at least partly agree we consider this a sufficient basis for conducting a 
successful analysis.  The difference between the two groups was investigated using a one 
tailed t-Test, with a significance level α=0.05. The differences between the six question 
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categories were investigated using the Wilcoxon test [17], also with a significance level 
α=0.05. We used SPSS v13.0 on Windows XP for all the statistical tests. 
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4 Results and Discussion 
The underlying assumption for this work is that many potential risk analysis participants 
know some risk analysis terminology from their daily language, but we do not know whether 
their interpretation is in accordance with standard IT risk analysis definitions. The 57 subjects 
had different backgrounds, but everyone was either studying software engineering or working 
in an IT system development environment. Their experience with risk analysis of IT systems 
ranged from beginners to experts on risk analysis. 
 
The initial two questions ask the subjects which roles they believe they may have in a security 
analysis, and how familiar they are with risk analysis terminology. The questions were 
included to give an impression of the population. The results provide insight to whether the 
subjects are familiar with risk analysis or not. 
 
Since the roles may overlap the subjects were allowed to choose more than one; the result is 
shown in Figure 2. Three students answered "Risk analysis leader" but these answers were 
seen as unrealistic. We see that the majority of the subjects has competence from system 
design, they are technical experts or system users.   

Q1: If you were to participate in a security analysis, which 
roles could you have?

4

10
14 15

12
7

3
6

18

5

0

5

10

15

20

RA leader user expert designer secretary

Professionals

Students

 
Figure 2 – Perceived roles 

We investigated their familiarity of risk analysis terms to obtain an understanding of the 
background of the population (Figure 3). 

Q2: On a scale from 1 (unfamiliar) - 5 (very familiar), how familiar are 
you with risk analysis terms?

3 %

32 %

15 %

6 %

44 %
52 %

13 %

35 %

0 %0 %
0 %

20 %

40 %

60 %

1 (unfamiliar) 2 3 4 5 (very familiar)

professionals (N=34) students (N=23)

 
Figure 3 – Familiarity with risk analysis terms 

The results from the study show that even without being trained in risk analysis, the subjects 
had a good understanding, or interpretation, of the most important risk analysis terms. In 
average the subjects obtained 58.6% correct answers, a fairly high number. Some concepts 
showed more difficult than others (e.g. risk, likelihood) and it would have been interesting to 
see whether similar results had been obtained with native English speakers.  
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The results for each answer alternative for question 3 to 16 is provided in Table 2, Appendix 
A. The mean score for the subjects is shown in Figure 4.  

Mean (N=67)

58,6 %

23,6 % 17,8 %

0 %
20 %
40 %
60 %
80 %

correct
answers

wrong
answers

uncertain

 
Figure 4 – Results for each of the answer alternatives 

We checked the results for the professionals with the students and found a statistical 
difference in correct answers in favour of the professionals (Figure 15). This was expected 
since many of the professionals have worked with risk analysis-related topics. With respect to 
wrong and uncertain answers there is no significant difference between the students and the 
professionals. The details about the tests can be found in Appendix B. 
 
More interesting than the difference between the groups is the investigation of the 
interpretation of the terminology.  In the remaining of this section we discuss the findings 
related to concepts that were found particular difficult or very intuitive. Questions from the 
questionnaire are referred to using “Q” + their number, i.e. “Q5” means “question number 5”.  

4.1 The difference between the question categories 
The questionnaire included 16 questions that can be divided into six categories which targets 
different risk related concepts. The groups were not equal with respect to the number of 
correct answers, and the difference in mean is shown in Figure 5. 

72 %
65 % 60 % 57 % 55 %

45 %

vulnerability asset risk threat treatment frequency
 

Figure 5 – Percentage of correct answers for each category (mean) 

As we can see the vulnerability related questions obtained a higher number of correct answers 
than the frequency related category. To test whether the differences are significant we used 
the Wilcoxon test which gave these results: 

• The vulnerability category and the asset category have significantly more correct 
answers than all the other categories, but are not significantly different from each 
other. 

• The risk category, threat category and the treatment category are not significantly 
different from each other, but there they are all significantly different from the 
frequency measure category. 
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The results are presented with their p-value in  Table 1where the categories are compared 
with each other, a value below 0,05 indicates a significant difference. For more detail about 
the statistical tests we refer to Appendix B. 

Table 1 – Statistical differences 
Categories Asymp. Sig. (2-tailed)
treatment-asset 0,00 
frequency-asset 0,00 
risk-asset 0,05 
vulnerability-asset 0,07 
threat-asset 0,01 
frequency-treatment 0,02 
risk-treatment 0,24 
vulnerability-treatment 0,00 
threat-treatment 0,59 
risk-frequency 0,00 
vulnerability-frequency 0,00 
threat-frequency 0,01 
vulnerability-risk 0,03 
threat-risk 0,48 
threat-vulnerability 0,00 

4.2 Concerning asset and vulnerability 
These categories received the highest number of correct answers. The high score indicates 
that these topics can be considered easier to understand than the other ones. We asked the 
subjects what they consider as assets in a security analysis (Q3, Table 2) and the result is 
illustrated in Figure 6. Under half of the respondents think of “company brand” as an asset in 
a security analysis, even though brand name can be more expensive to repair/replace than 
“equipment”. In fact over one third means that the company brand is not a relevant asset in a 
security analysis.  

Q3: What can be assets in a security analysis?

0 % 20 % 40 % 60 % 80 % 100 %

b) company brand
g) company’s strategies 

h) employees’ competence
d) human lives 

a) customer register 
f) source code 

e) equipment 
c) critical system services

 
Figure 6 – Assets in a security analysis 

We can see from these results that “things” are considered more important than “intangible” 
assets like company strategies. While security used to focus on protecting physical belongings 
or valuables, one is now concerned about securing information, reputation, strategies etc. as 
well. According to these results we can assume it to be challenging to make the participants in 
an analysis realize what their intangible assets are and also assign them appropriate values. 
Experience from our industrial field trials supports this assumption; often the participants find 
identification and valuation of assets particularly hard. 
 
“Employee’s competence” was included as an alternative seen from a company’s perspective, 
meaning the risk of loosing core competence. Later we have realized that it is possible to 
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interpret this from an employee’s point of view, i.e. the risk of an unwanted incident harming 
his/her competence, which was not the intention and therefore it will not be discussed. 
 
A vulnerability is always associated with an asset. In practice a vulnerability can be either an 
aspect of the asset itself (a too simple password) or in its “surroundings” (the password stored 
in clear text). Many of the subjects think of a vulnerability as a weakness in the asset’s 
surroundings rather than a part of the asset itself (Q14, Table 2). Both interpretations are 
covered by our conceptual model, and do not seem to create particular problems. The model 
also lets one vulnerability yield for more than one asset, which often is the case. A large 
group also agrees that there have to be vulnerabilities to exploit before a risk can arise (Q4, 
Table 2). In practice this means that it is possible to limit the scope of the analysis to only 
consider assets that have vulnerabilities. 

4.3 Concerning risk, unwanted incident, frequency-measures and consequence 
Risk is the most important term in a risk analysis. Nevertheless our studies have shown that it 
is one of the most difficult terms to fully understand. According to our definition, a risk can 
be understood as the relation between one unwanted incident and one asset, which means that 
one risk is only associated with one asset. Unfortunately the results show that a majority 
believe one risk may harm more than one asset (Q4, Table 2). The rationale for our definition 
is to cover the cases where an unwanted incident harms more than one asset and the 
consequences or frequencies are different. To specify this case they should be considered as 
two different risks (Figure 7) which also makes it possible to specify different and more 
specialized treatment alternatives.  

 

 
Figure 7 – One unwanted incident: two risks 

We do not think the conceptual model should be changed to reflect the subjects’ 
interpretation, but we will have to emphasize the special risk-asset relation when conducting 
risk analysis. Nevertheless, a majority agree that an unwanted incident is a part of a risk (Q12, 
Table 2) and also that it can be part of more than one risk (Q5c and Q12d, Table 2). This 
means that the relationship between risk and unwanted incident seems quite clear. When 46% 
think a risk can initiate an unwanted incident (Q12), we believe this is due to the 
misunderstanding that a risk is the same as a threat. 
The subject seems quite sure that a risk can harm rather than will harm an asset (Q4a and c, 
Table 2) which means that risk is seen as something “potential”, i.e. something that may or 
may not happen and this is in accordance with the definition of the term. In our previous study 
[14] we also found that people were reluctant to accept the statement “a risk is something that 
will reduce the value of an asset” due to the use of “will”. 
 
More than two thirds of the subjects believe a risk is an unwanted incident assigned a 
consequence and a frequency value (Q5, Table 2), a high number that contradicts the result 
for Q11 where few subjects were able to state what a risk is composed of. This gives us 
reasons to suspect that the subjects did not truly understand Q5. The fact that the subjects are 
inconsistent in their answers indicates that risk analysis concepts can be quite confusing. 
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The terms frequency, probability and likelihood create a large amount of uncertainty (Q9). 
Frequency measures were also a problem in our previous study [14]. This investigation shows 
that likelihood has not a unique interpretation as qualitative, nearly half of the subjects say 
they are uncertain whether it is measured qualitatively or quantitatively, and half say they are 
uncertain on whether it is measured as a value between 0-1 (Q9, Table 2). Even though the 
term likelihood is difficult, we need a frequency measure that is not quantitative. In risk 
analyses of IT systems, one seldom has the appropriate frequency statistics and one has to rely 
on expert judgments. The definition of likelihood covers both probability and frequency and 
in our revised conceptual model likelihood will be used. The term itself will still be subject to 
further investigations, e.g. will native English speakers find it complicated as well? One of the 
disadvantages of using qualitative measures is that it makes it more difficult to calculate risk 
severity using a traditional risk analysis technique like Fault Tree Analysis (FTA) [6] which 
requires quantitative input.    
 
Risk value is a term that people without risk analysis background will find hard to understand. 
Nevertheless over half of the subjects managed to select the correct alternatives for 
calculating risk value; “consequence & probability” (d) and “consequence & frequency” (c). 
As a contrast, less than half chose the alternative “consequence & likelihood” (b) (Q10, Table 
2). We believe that a large group of the subjects guessed, or deduced what a risk value is and 
chose the statements in the question that contained “consequence” plus a frequency measure, 
i.e. recognized that probability, likelihood, and frequency are the same kind of measure.  
 
Probability is without doubt seen as a quantitative measure among the subjects and nearly two 
third think frequencies are measured only quantitatively (Q9c and d, Table 2). All alternatives 
containing likelihood obtained a higher uncertainty rate than the others. It is up to the risk 
analysis team to decide on which measure to use in an analysis, but probability seems to be 
the one that is easiest understood. 
When it comes to identifying which components a risk consists of, the subjects get quite 
confused. Over half of the subjects believe it is one of the alternatives presented, but is unable 
to choose the correct one (Q11, Table 2). Some even rejects all of the alternatives even though 
they according to the definition are all correct (alternative “a” includes more information than 
strictly necessary to characterize a risk). 
 
Figure 8 shows that a majority will consider an unwanted incident as a risk if it has both 
frequency and consequence (Q13c, Table 2). Interestingly, less than half  think an unwanted 
incident with consequence is a risk (Q13a, Table 2), while only a few consider an unwanted 
incident with frequency a risk (Q13b, Table 2). Again this shows that frequency is a difficult 
concept and that consequence is more easily associated with risk. 

Q13: A risk is an unwanted incident w ith..

87 %

7 %

40 %

5 %

73 %
47 %

7 %
20 % 13 %

both a frequency and a
consequence

a frequency, but not
necessarily a
consequence

a consequence, but not
necessarily a frequency

partly true, true false,partly false uncertain

 
Figure 8 – Unwanted incident and risk 
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4.4 Concerning treatment 
We asked the subjects what the goal of a treatment is, and where one usually applies it (Q6, 
Q7). We found that it is more common to consider “reduce risk” as the goal than “remove 
risk” (Figure 9 and Table 2). The subjects are reluctant to choose alternatives that include 
“remove”, an option which probably seems more unlikely than “reduce”. When it comes to 
where to apply the treatment, our model says that a treatment is directed towards a risk, 
without specifying exactly how, and many of the subjects agrees in this (Q7, Table 2) A 
treatment can be applied to anything that contributes to the occurrence of the risk. A majority 
of the subjects believe a treatment is something one applies to a vulnerability (Q6, Table 2), 
which is similar to the results from our previous study [14]. It is least usual to think of 
treatments directed towards threats and unwanted incidents (Q7b, c). In field trials we have 
experienced that the participants are more likely to come up with treatments that help reduce 
frequency (avoid incidents from happen) than treatments applied to reduce the consequences 
after incidents have happened. 

Q6: What is the goal of a treatment?

46 %
56 %

67 %
68 %

80 %
81 %
84 %

0 % 20 % 40 % 60 % 80 % 100
%

g) to remove an unw anted incident
b) to remove a threat

e) to remove a risk
d) to reduce a threat

c) to remove a vulnerability
f) to reduce a vulnerability

a) to reduce risk

 
Figure 9 – The goal of a treatment 

With respect to whether it is allowed to apply a treatment to more than one entity (e.g. 
treating both vulnerability and unwanted incident at the same time) the uncertainty rate 
increases.  
We asked when a treatment is to be considered successful, but have later found the intention 
behind this question a bit tricky to “get” (Q8). Nevertheless, the essence of the answers 
clearly indicates that the subjects believe a successful treatment should reduce frequency 
and/or consequence. A large group considers a treatment successful if it eliminates a risk, 
which implies reducing frequency and/or consequence to zero (Q8d, Table 2).   

4.5 Concerning threat 
We distinguish between what a threat is and what it can do. When we asked what a threat is 
almost everyone considered people and events initiated by people as threats (Q15b,d, Table 
2). Next, the subjects ranged software and hardware as potential threats (Q15c, a, Table 2) 
The result is shown in Figure 10 and means that an event is seen as a threat, even if there is a 
person behind it. This contradicts our definition where we consider the entity (human or non-
human) that initiates the event as the real threat. Neither an explosion nor a security breach 
starts by itself, and the first step to solve the problem is to identify the source or initiator.  
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Q15: What can be considered a threat?

0 % 20 % 40 % 60 % 80 % 100 %

d) an event (initiated by a person)
c) softw are 

b) people 
a) hardw are 

false, partly false uncertain partly true, true

 
Figure 10 – Potential threats 

We were surprised to find that nearly one third of the subjects think that hardware cannot be a 
threat, even though hardware failure most certainly can initiate unwanted incidents that may 
affect an IT system (Q15a, Table 2). In [10] a threat is specified to be human or 
environmental, while [1] simply speaks of identifying the “cause of event” and [12] 
categorizes threats as either accidental or intentional. In field trials we have experienced that 
the participants are well aware of the latter two, but less aware of non-human threats. To 
emphasize that a threat can also be non-human we will include human threat and non-human 
threat as specializations of threat in our revised model. 
 
The majority believe that a threat has the ability to exploit vulnerabilities (Q14c, Table 2). 
They also think that a threat can initiate an unwanted incident and that it can potentially 
reduce the value of an asset (Q16a,c, Table 2). The subjects seem to be more uncertain 
whether or not a threat can constitute a risk even if there are no vulnerabilities to exploit (two 
third is either incorrect or uncertain) (Q16b, Table 2). Our model says that there have to be a 
vulnerability to exploit before one can speak of a risk. We define a risk to be associated with 
at least one threat, i.e. one initiator, and over half of the subjects agree (Q16d). On the other 
hand, we do not say that a threat has to be associated with a risk, but many disagree or are 
uncertain of that (Q16e). This relation is obviously quite difficult to comprehend. We believe 
that if one has identified a risk, meaning identified an unwanted incident with frequency and 
consequence, then it is likely that one also has identified what or who initiates the unwanted 
incident, i.e. the threat. A threat in itself is not associated with a risk unless there is a 
possibility of it initiating an unwanted incident. Therefore a risk is always related to one or 
more threats, but a threat is not necessarily related to a risk. 
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5 Threats to Validity 
We have developed a conceptual model inspired by the one from CORAS which includes the 
most important terms from the CORAS risk analysis method. The terms’ definitions are taken 
from the international standards [1, 3, 4, 10]. We do not attempt to cover all possible risk 
analysis terms.  
 
The subjects were not native English speakers and the interpretation of the statements could 
have been affected by this.  The study should be replicated with native English speakers to 
compare the results. Questionnaires formulated in natural language will always have room for 
misinterpretations. We did notice some minor vagueness in the text after the first run, but 
since the questionnaire was to be replicated we did not change the material.  The conclusions 
drawn from the material has taken into account the potential misleading questions. 
 
Participation was voluntarily and we do not know whether this affected the results. The 
subjects had various competences in one or more of the following domains (1) system 
modelling and design, (2) risk analysis and system development in the safety domain and (3) 
system development and security. The system modelling and design group had all heard a 
little about CORAS, but only a few had used it themselves. The professionals from the safety 
domain all knew something about software development and risk analysis, but less about 
security-focused risk analysis. The safety students knew some conventional risk analysis, and 
the security students were unfamiliar with both conventional risk analysis and security-
focused risk analysis. A risk analysis team may very well be composed of people with similar 
knowledge of risk analysis as our subjects.  
 
Even though we used master students attending a security course, it would have strengthened 
our results further if we had a group of professionals from the security domain like we had 
from the safety domain. 
 
When comparing the categories like in this case, it is important to note than the number of 
question alternatives in each category is unequal. E.g. the vulnerability category has        
substantially fewer alternatives than the treatment category. Therefore the answers to each of 
the vulnerability questions will have more effect on the mean value than answers in larger 
categories.  
 
The higher number of comparisons one makes, the more likely it is to find differences that are 
significant. In our work we have tested six categories, which give a total of 15 different 
comparisons. However, the high number of significant differences and the low p-values we 
obtained supports our conclusions that the differences found are in fact real. 
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6 Conclusion 
This report presents the results from a study concerning the understanding of risk analysis 
terminology. The mean score for all the subjects was 58.6% correct answers, but there are 
major differences according to which risk-related concept that is in question. Asset and 
vulnerability related questions receive the highest number of correct answers (72-65%), while 
the frequency related obtains the lowest number (45%). We see that many of the terms we 
have in our conceptual model are well understood even by people without training in risk 
analysis. Being more experienced in risk analysis, the professionals obtained a higher number 
of correct answers than the students.  

6.1 Asset & vulnerability 
Assets are something of value to the system stakeholder, but getting the participants to fully 
understand the notion of asset appears challenging. Traditionally assets are considered 
physical entities, but in IT systems assets are often intangible objects like information, 
company reputation/brand etc. These can be both hard to identify and value appropriately. 
During our field trials we have experienced that the participants find it very hard to value an 
intangible asset in terms of money. 
 
Assets are subject to weaknesses that make them vulnerable to threats. In our conceptual 
model a vulnerability is associated with one or more assets, but it is not a part of the asset. In 
this investigation we found that it is most common to think of a vulnerability as something in 
the asset’s surroundings, meaning that our model does not conflict with the subjects’ 
interpretation. 

6.2 Risk  
We define a risk to consist of an unwanted incident, a frequency and a consequence (Figure 
11), and the subjects appear to have a clear understanding of an unwanted incident being a 
part of risk. On the other hand, it seems more complicated to know when an unwanted 
incident can be characterized as a risk. It looks like the subjects believe it is sufficient to 
establish the potential effect of the unwanted incident, but not how often it will occur. When 
the subjects were to judge whether an unwanted incident is a risk, it appears that a serious 
consequence is more important than a high frequency. This belief is reflected in the 
difficulties the subjects experienced with frequency measures, a concept that is less used in 
the daily language and associated with more uncertainty. In a real system, an unwanted 
incident that happens every day but with low consequence may over time cost just as much as 
a rare event with a serious consequence. 
 
It is common to confuse how risk and unwanted incident relate to asset. In our definition an 
unwanted incident may harm more than one asset, but a risk is only associated with one asset. 
This enables us to describe an unwanted incident that has different consequence and/or 
frequency for a set of assets. The challenge is to make the participants understand that a risk is 
an “abstract” concept, while the unwanted incident is the “real” event.  
Most of the subjects seem to have the correct interpretation of risk as something potential, 
meaning it can happen, not that it will happen, but still it should be emphasized that the risk is 
not only the incident (Figure 11).  
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Figure 11 – Risk components 

Our previous study [14] tested the understanding of probability and later included this as a 
frequency measure because it was a well understood concept. In this study we also included 
likelihood, which is a qualitative frequency measure. Likelihood was found to be a difficult 
and unfamiliar term without a unique interpretation. The problem may be that likelihood often 
is associated with mathematics and therefore people react to its definition as qualitative. In an 
analysis one seldom has appropriate quantitative data available, and one needs a qualitative 
measure similar to likelihood that can be estimated from experience or other relevant 
information. In lack of a better term, likelihood is included because of its suitable definition. 
Since it is more general than frequency (and probability) it will replace frequency in the 
revision of our conceptual model. 

6.3 Treatment 
Most subjects consider the goal of a treatment to be to reduce risk or reduce/remove 
vulnerabilities. The subjects consider a treatment as successful if it reduces the frequency and 
consequence of a risk, or if it eliminates risk. More subjects think a treatment is successful if 
it reduces consequence than if it reduces frequency. In our definition, a treatment is successful 
if it reduces consequence and/or frequency to an acceptable risk level.  On the question of 
what it is most common to treat, most subjects gave priority to vulnerability and thereafter 
risk. This does not contradict our model where we define a treatment to be directed towards a 
risk, without specifying whether this means treating a vulnerability, a threat or an unwanted 
incident or a combination of these.  

6.4 Threat 
Human beings are most commonly viewed as threats, followed by events even if they are 
initiated by a person. According to our definition the initiator of the unwanted incident is 
regarded as the real threat and one needs to emphasize this. Surprisingly many do not consider 
hardware a threat.  The concepts that most think of as threats are those involving humans 
which means that the term threat is interpreted as one with ability to do something.  To 
emphasize that a threat can be human or non-human, this specialization will be included in 
our revised model.  

6.5 Revising the conceptual model 
The conceptual model of risk analysis terminology used as basis for our questionnaire, 
intended to incorporate the common risk analysis terms from CORAS and the interpretations 
of these. The results from this study show that it successfully reflects the subjects’ common 
understanding of the risk analysis terminology. Still we like to make some minor adjustments 
based on the findings from this investigation. To increase the awareness of non-human threats 
the model should specify threat as human threat and non-human threat (Figure 12).   

 
Figure 12 – Specializing threat 
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The current specialization of frequency into probability and likelihood is not satisfactory. 
Both frequency and probability are measures that can be covered by likelihood [2].  

 
Figure 13 – Likelihood covers the other terms 

Even though likelihood covers the other terms, it has shown as one of the most difficult 
concepts to understand. We will therefore accept any kind of frequency measure, including 
probability, frequency and likelihood. The final model is shown in Figure 14, the shaded areas 
are used to highlight concepts that are particularly close related to each other.  

 
Figure 14 – The revised conceptual model 

6.6 Further work 
The findings from this study will be used in the development of a graphical modelling 
language for risk scenarios. The abstract syntax of the language will match our final 
conceptual model. These investigations will contribute to make the language as intuitive and 
easy to understand as possible. Our further hypothesis is that the relations that were found 
easy to understand in this investigation will also be most suitable and appropriate to model in 
a simple and straight forward manner, while the difficult concepts will need a more complex 
representation. This will be investigated in our further work. 
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Appendix A -  Frequency table (Q3-Q16) 
Table 2 provides the results from the questionnaire showing the number of answers for each 
of the answer alternatives for question 3 to question16. The true alternatives are marked with 
*, and the number of non respondents is indicated in the n/a column.  

Table 2 – Results Q3-Q16, (N=57) 
  correct incorrect uncertain n/a    correct incorrect uncertain n/a 
3a* 78,9 % 10,5 % 10,5 % 0,0 %  9a* 39,3 % 30,4 % 30,4 % 1,8 % 
b* 38,6 % 35,1 % 26,3 % 0,0 %  b* 53,6 % 7,1 % 39,3 % 1,8 % 
c* 86,0 % 5,3 % 8,8 % 0,0 %  c* 76,4 % 5,5 % 18,2 % 3,5 % 
d* 64,9 % 21,1 % 14,0 % 0,0 %  d 19,6 % 62,5 % 17,9 % 1,8 % 
e* 82,5 % 7,0 % 10,5 % 0,0 %  e 28,6 % 23,2 % 48,2 % 1,8 % 
f* 80,7 % 7,0 % 12,3 % 0,0 %  10a 39,3 % 41,1 % 19,6 % 1,8 % 
g* 48,2 % 30,4 % 21,4 % 1,8 %  b* 36,8 % 21,1 % 42,1 % 0,0 % 
h* 50,9 % 35,1 % 14,0 % 0,0 %  c* 61,4 % 14,0 % 24,6 % 0,0 % 
4a* 93,0 % 0,0 % 7,0 % 0,0 %  d* 63,2 % 10,5 % 26,3 % 0,0 % 
b* 75,4 % 19,3 % 5,3 % 0,0 %  e 42,1 % 22,8 % 35,1 % 0,0 % 
c 70,2 % 17,5 % 12,3 % 0,0 %  11a 37,5 % 37,5 % 25,0 % 1,8 % 
d 1,8 % 87,7 % 10,5 % 0,0 %  b* 45,6 % 24,6 % 29,8 % 0,0 % 
5a* 66,7 % 12,3 % 21,1 % 0,0 %  c* 42,9 % 30,4 % 26,8 % 1,8 % 
b* 71,9 % 8,8 % 19,3 % 0,0 %  d 70,4 % 16,7 % 13,0 % 5,3 % 
c 64,9 % 8,8 % 26,3 % 0,0 %  12a 60,0 % 23,6 % 16,4 % 3,5 % 
6a* 83,9 % 7,1 % 8,9 % 1,8 %  b 46,4 % 42,9 % 10,7 % 1,8 % 
b* 56,1 % 21,1 % 22,8 % 0,0 %  c* 80,4 % 12,5 % 7,1 % 1,8 % 
c* 80,4 % 7,1 % 12,5 % 1,8 %  d* 87,3 % 5,5 % 7,3 % 3,5 % 
d* 68,4 % 17,5 % 14,0 % 0,0 %  13a 47,3 % 40,0 % 12,7 % 3,5 % 
e* 66,7 % 21,1 % 12,3 % 0,0 %  b 72,7 % 7,3 % 20,0 % 3,5 % 
f* 80,7 % 10,5 % 8,8 % 0,0 %  c* 87,3 % 5,5 % 7,3 % 3,5 % 
g* 46,4 % 33,9 % 19,6 % 1,8 %  14a* 63,6 % 20,0 % 16,4 % 3,5 % 
7a* 74,5 % 12,7 % 12,7 % 3,5 %  b* 70,4 % 13,0 % 16,7 % 5,3 % 
b* 46,3 % 25,9 % 27,8 % 5,3 %  c* 87,3 % 9,1 % 3,6 % 3,5 % 
c* 53,7 % 18,5 % 27,8 % 5,3 %  15a* 56,4 % 27,3 % 16,4 % 3,5 % 
d* 60,0 % 21,8 % 18,2 % 3,5 %  b* 91,1 % 3,6 % 5,4 % 1,8 % 
e* 66,1 % 16,1 % 17,9 % 1,8 %  c* 80,7 % 8,8 % 10,5 % 0,0 % 
f 47,3 % 12,7 % 40,0 % 3,5 %  d 8,9 % 89,3 % 1,8 % 1,8 % 
g 41,8 % 20,0 % 38,2 % 3,5 %  16a* 83,6 % 14,5 % 1,8 % 3,5 % 
8a 10,9 % 81,8 % 7,3 % 3,5 %  b 41,8 % 30,9 % 27,3 % 3,5 % 
b 7,3 % 83,6 % 9,1 % 3,5 %  c* 81,8 % 3,6 % 14,5 % 3,5 % 
c* 82,1 % 7,1 % 10,7 % 1,8 %  d* 55,6 % 24,1 % 20,4 % 5,3 % 
d* 83,9 % 12,5 % 3,6 % 1,8 %  e* 24,1 % 35,2 % 40,7 % 5,3 % 
e 8,9 % 83,9 % 7,1 % 1,8 %            
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Appendix B -  Differences between question categories 
The questions can be divided into six groups or categories that focus on a particular risk-
related concept: 

• Category 1: Q3-Q4, asset related (asset) 
• Category 2: Q6-Q8, treatment related (treatment) 
• Category 3: Q9-Q10, frequency measures related (frequency m.) 
• Category 4: Q11-Q13, risk related (risk) 
• Category 5: Q14, vulnerability related (vulnerability) 
• Category 6: Q15-Q16, threat related (threat) 

 
All the categories were compared to find statistical significant differences (P value below 
0,05) and the results are provided in Table 3. 

Table 3 – The results from Wilcoxon’s test 

 Z Asymp. Sig. (2-tailed)
treatment - asset -3,445(a) 0,001

frequency m. - asset -4,757(a) 0,000
risk - asset -1,991(a) 0,047

vulnerability - asset -1,815(b) 0,070
threat - asset -2,448(a) 0,014

frequency m. - treatment -2,443(a) 0,015
risk - treatment -1,180(b) 0,238

vulnerability - treatment -3,819(b) 0,000
threat - treatment -,533(b) 0,594
risk - frequency m. -3,891(b) 0,000

vulnerability - frequency m. -4,180(b) 0,000
threat - frequency m. -2,567(b) 0,010

vulnerability - risk -2,218(b) 0,027
threat - risk -,699(a) 0,484

threat - vulnerability -3,046(a) 0,002
 

Table 4 – Ranks 

    N Mean Rank Sum of Ranks 
treatment - asset Negative Ranks 40(a) 31,50 1260,00 
  Positive Ranks 17(b) 23,12 393,00 
  Ties 0(c)    
  Total 57    
frequency m. - asset Negative Ranks 45(d) 27,83 1252,50 
  Positive Ranks 8(e) 22,31 178,50 
  Ties 4(f)    
  Total 57    
risk - asset Negative Ranks 40(g) 26,93 1077,00 
  Positive Ranks 17(h) 33,88 576,00 
  Ties 0(i)    
  Total 57    
vulnerability - asset Negative Ranks 22(j) 24,18 532,00 
  Positive Ranks 32(k) 29,78 953,00 
  Ties 2(l)    
  Total 56    
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threat - asset Negative Ranks 37(m) 29,68 1098,00 
  Positive Ranks 19(n) 26,21 498,00 
  Ties 1(o)    
  Total 57    
frequency m. - treatment Negative Ranks 38(p) 29,84 1134,00 
  Positive Ranks 19(q) 27,32 519,00 
  Ties 0(r)    
  Total 57    
risk - treatment Negative Ranks 24(s) 28,25 678,00 
  Positive Ranks 33(t) 29,55 975,00 
  Ties 0(u)    
  Total 57    
vulnerability - treatment Negative Ranks 14(v) 23,57 330,00 
  Positive Ranks 42(w) 30,14 1266,00 
  Ties 0(x)    
  Total 56    
threat - treatment Negative Ranks 28(y) 27,13 759,50 
  Positive Ranks 29(z) 30,81 893,50 
  Ties 0(aa)    
  Total 57    
risk - frequency m. Negative Ranks 14(bb) 24,07 337,00 
  Positive Ranks 43(cc) 30,60 1316,00 
  Ties 0(dd)    
  Total 57    
vulnerability - frequency m. Negative Ranks 14(ee) 20,43 286,00 
  Positive Ranks 42(ff) 31,19 1310,00 
  Ties 0(gg)    
  Total 56    
threat - frequency m. Negative Ranks 21(hh) 23,98 503,50 
  Positive Ranks 36(ii) 31,93 1149,50 
  Ties 0(jj)    
  Total 57    
vulnerability - risk Negative Ranks 20(kk) 25,28 505,50 
  Positive Ranks 35(ll) 29,56 1034,50 
  Ties 1(mm)    
  Total 56    
threat - risk Negative Ranks 31(nn) 29,50 914,50 
  Positive Ranks 26(oo) 28,40 738,50 
  Ties 0(pp)    
  Total 57    
threat - vulnerability Negative Ranks 35(qq) 29,21 1022,50 
  Positive Ranks 17(rr) 20,91 355,50 
  Ties 4(ss)    
  Total 56    

 
a  treatment < asset 
b  treatment > asset 
c  treatment = asset 
d  frequency m. < asset 
e  frequency m. > asset 
f  frequency m. = asset 

g  risk < asset 
h  risk > asset 
i  risk = asset 
j  vulnerability < asset 
k  vulnerability > asset 
l  vulnerability = asset 

m  threat < asset 
n  threat > asset 
o  threat = asset 
p  frequency m. < treatment 
q  frequency m. > treatment 
r  frequency m. = treatment 
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s  risk < treatment 
t  risk > treatment 
u  risk = treatment 
v  vulnerability < treatment 
w  vulnerability > treatment 
x  vulnerability = treatment 
y  threat < treatment 
z  threat > treatment 
aa  threat = treatment 

bb  risk < frequency m. 
cc  risk > frequency m. 
dd  risk = frequency m. 
ee  vulnerability < frequency m. 
ff  vulnerability > frequency m. 
gg  vulnerability = frequency m. 
hh  threat < frequency m. 
ii  threat > frequency m. 
jj  threat = frequency m. 

kk  vulnerability < risk 
ll  vulnerability > risk 
mm  vulnerability = risk 
nn  threat < risk 
oo  threat > risk 
pp  threat = risk 
qq  threat < vulnerability 
rr  threat > vulnerability 
ss  threat = vulnerability 
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Appendix C -  Differences in score between students and professionals 
We tested the difference in correct, uncertain and wrong answers between the students and 
professionals to see if there was a statistical significant difference between the two groups. 
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Figure 15 – Mean score: students vs. professionals 

Table 5 – Group Statistics (group 1=students, 2= profs.) 

  group N Mean Std. Deviation 
Std. Error 

Mean 
correct 1 23 ,5406 ,11948 ,02491 
  2 34 ,5979 ,09961 ,01708 
incorrect 1 23 ,2336 ,07209 ,01503 
  2 34 ,2305 ,05847 ,01003 
uncertain 1 23 ,1849 ,13017 ,02714 
  2 34 ,1673 ,10874 ,01865 

 
The test shows that there is a statistical difference in mean score between the students and 
professionals for correct answers only (shaded area in Table 6). The test is two-tailed and 
therefore the p-value (Sig.) must be divided in two giving p = 0,27 and 0,32 which is below 
0,05  significance level.  

Table 6 – Independent Samples Test 

    

Levene's 
Test for 

Equality of 
Variances t-test for Equality of Means 

    F Sig. t df 

Sig. 
(2-

tailed) 
Mean 

Difference 
Std. Error 
Difference 

95% Confidence 
Interval of the 

Difference 
                  Lower Upper 
correct Equal 

variances 
assumed 

,693 ,409 -
1,966 55 ,054 -,05733 ,02916 -,11577 ,00110

  Equal 
variances 
not 
assumed 

    -
1,898 41,443 ,065 -,05733 ,03021 -,11832 ,00365

incorrect Equal 
variances 
assumed 

,193 ,662 ,182 55 ,857 ,00315 ,01735 -,03162 ,03792

  Equal 
variances 
not 
assumed 

    ,174 40,578 ,863 ,00315 ,01807 -,03335 ,03965

uncertain Equal 
variances 
assumed 

,583 ,448 ,556 55 ,580 ,01769 ,03180 -,04603 ,08142
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  Equal 
variances 
not 
assumed 

    ,537 41,506 ,594 ,01769 ,03293 -,04879 ,08418

 
 


