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Abstract 

Trust is inherently related to risk, but for trust assessment 
to be integrated with the management of the risks involved 
in trust based cooperation, the exact relation must be well 
understood. Existing literature on trust management is nei- 
ther clear nor unambiguous on this issue. This paper dis- 
cusses notions of trust as presented within the disciplines 
of sociology and economics for the purpose of motivating 
trust management. A critical survey of state of the art liter- 
ature on trust management is provided, where weaknesses 
and ambiguities with respect to clar(fying the notion of trust 
are discussed. An analysis and explanation of the exact re- 
lationship between risk and trust is presented, and implica- 
tions of the subjectivity of trust relations are accounted fox 

1. Introduction 

The term trust management was coined in 1996 by Matt 
Blaze who refers to it as a systematic approach to manag- 
ing security policies, credentials and trust relationships for 
the purpose of making security critical decisions regarding 
authorization and delegation of access rights [5, 41. Trust 
management has since then been the subject of increased 
attention, with the expense of today being a label for a di- 
versity of approaches. In a more recent paper, trust manage- 
ment is described as an activity in the "intersection between 
sociology, commerce, law and computer science" [14]. 

There is nevertheless a shared ground to the various ap- 
proaches, viz. the relation between trust on the one hand 
and security and risk on the other. Information security con- 
cerns the preservation of confidentiality, integrity and avail- 
ability [13]. In short, this means, respectively, to ensure that 
unauthorized users cannot access information, that informa- 
tion is kept accurate and complete, and that information is 
kept accessible to authorized users. A risk can be under- 
stood as the probability of the occurrence of an (unwanted) 
incident [12] with a negative impact on an asset, i.e. some- 

thing of value. The level of risk is given as a function from 
the consequence of the incident and the probability of its oc- 
currence 121. A security risk is the probability of an incident 
resulting from a security breach. 

The diversity of approaches to trust management stems 
in part from differences in the context in which trust is man- 
aged and in part from differences in how trust management 
should be applied. This simply indicates that there are many 
different security domains in which trust plays a crucial role 
and should be dealt with systematically. The diversity that 
stems from different understandings of the very notion of 
trust, on the other hand, is of another character. 

In a situation of trust there is always the possibility of de- 
ception or betrayal. The trusting party has certain expecta- 
tions about the future behavior of the trusted party, however 
knowing that the trusted party has the freedom to disappoint 
the expectations. There is hence an inevitable relation be- 
tween trust and risk; without risk it does not make sense to 
talk about trust [7, 191. The exact relation between the two 
concepts is not clearly and unambiguously accounted for, 
though, and this has led to a more fundamental confusion 
about what trust management is all about. There is also the 
question about the extent to which trust at all contributes to 
the understanding and management of security needs. Risk 
management is quite well understood, and it is obvious that 
some of the existing approaches to managing trust can be 
understood in terms of risk management. In those cases 
trust is at best redundant, but may also contribute negatively 
by blurring the issues and adding to the confusion. 

The objectives of this paper are on a conceptual level and 
on trust management foundations. We do not address trust 
problems for the IT domain per se, but we believe that the 
problems we discuss must be resolved in order to reach a 
proper understanding of trust within the IT domain. 

We will in this paper first capture a notion of trust that 
can be transferred into the trust management domain by 
reviewing existing approaches within sociology and eco- 
nomics. In Section 3 we provide a critical survey of existing 
attempts to relate the notions of trust and risk, and point 
out weaknesses in these approaches. Section 4 presents 
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our own suggestions for clarifying the exact relationship be- 
tween trust and risk. In Section 5 we explain the notion of 
well-founded trust and discuss issues involved in misplac- 
ing trust. Finally, in Section 6, we conclude. 

2. Understanding Trust 

Trust is understood very differently in the literature on 
the subject, which to a large extent is due to the many as- 
pects of trust. A psychologist is likely to operate with an 
understanding that to some degree differs from the under- 
standing of trust promoted by a sociologist. This is not to 
say that the one is wrong and the other right, it is more a 
question of identifying aspects of trust that are relevant for 
the particular domain. So is the case for trust management. 

Trust management can be characterized as a special case 
of risk management with particular focus on authentication 
of and cooperation with actors the identity and/or intentions 
of which may be uncertain. The objective is, on the basis of 
trust assessments, to make decisions about actual or poten- 
tial interactions with these actors. 

This characterization of trust management is from the 
perspective of the trusting party. From the perspective of 
the trusted party, trust management is about increasing or 
maintaining, and correctly representing, its own trustwor- 
thiness [14]. In this paper, as in most of the literature, we 
will focus on the perspective of the trusting party. 

The aspects of trust relevant to the trust management do- 
main are foremost found within sociology and economics. 
Yet, approaches to trust management motivate the relevance 
of trust differently, an issue we will return to subsequently. 

Our point of departure is works by Gambetta [8] and 
Williamson [24]. They both address the question of co- 
operation, which is highly relevant for trust management. 
Gambetta’s definition of trust is much referred to in the 
trust management literature, see e.g. [I ,  6, 14, 201, and 
his focus is on the motives actors may have for coopera- 
tion. Williamson analyzes many of the trust issues raised 
by Gambetta and shows that trust within impersonal rela- 
tions, i.e. those not associated with relations of family, love, 
affection, friendship and the like, is best understood as the 
result of calculative reasoning. The results of Williamson 
are useful both as a clarification of aspects of the notion of 
trust and as a basis for trust management. 

2.1. Trust as a Basis for Cooperation 

Trust is a relationship between two entities, a trustor and 
a trustee where the former places trust in the latter. A par- 
ticular relationship is valid in a specific set of contexts. I 
may for example trust my doctor to provide the correct di- 
agnosis, but not to determine what is wrong with my bro- 
ken car. Gambetta states that (emphasis original) "trust (or, 
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symmetrically, distrust) is a particular level of the subjective 
probability with which an agent assesses that another agent 
or group of agents will perform a particular action, both be- 
.fore he can monitor such an action (or independently of his 
capacity ever to be able to monitor it) and in a context in 
which it affects his own action" [8]. 

The crucial question for the trustor is whether or not to 
engage in a cooperation with the trustee, and this depends 
on the extent to which the trustor believes that the trustee 
will behave in a certain way. The level of trust is hence de- 
termined subjectively based on the evidence available to the 
trustor about the intentions of the trustee and the constraints 
regulating the trustee’s choices of action. 

There is of course an objective probability that the trustee 
will perform a particular action. This probability may not be 
known to the trustor, but it is in her interest to estimate this 
probability as accurately as possible. We shall say that well- 
,founded trust is one in which the trustor knows the proba- 
bility. As we will argue below, this knowledge is required 
for an exact risk estimation. 

Following Gambetta, trust is a threshold point located on 
a probabilistic distribution between 0 and 1, where 0 corre- 
sponds to complete distrust and 1 to complete trust. When 
the probability is 0.5 the evidence available to the trustor 
gives no indication as to what is the intention of the trustee. 
Furthermore, "trust is particularly relevant in conditions of 
ignorance or uncertainty with respect to unknown or un- 
knowable actions of other" [8] (emphasis original). 

It seems here like Gambetta makes no distinction be- 
tween ignorance and uncertainty. We believe it is a mistake 
not to make this distinction, and that it is a mistake of a kind 
that has contributed to obscure the relation between the no- 
tions of trust and risk. Our point is that there is an important 
difference between knowing that the probability for the oc- 
currence of an event is 0.5 and being ignorant about it. In 
the case of well-founded trust, the trustor knows the risks 
and is in a position in which she can calculate the conse- 
quences of her choices of action. In the case of ignorance, 
she will either be in a situation in which there is lack of evi- 
dence and hence a lack of a basis upon which she can make 
decisions, or she will do her risk calculation and make deci- 
sions based on false information. In the latter case the risks 
will obviously be wrongly estimated. 

We do follow Gambetta in that trust indeed is an issue 
in cases of ignorance; if we had a complete overview of 
all possible contingencies and their respective probabilities, 
trust would not be an issue. Where we differ from Gambetta 
is that he requires the level of trust to be located at the top 
or bottom end of the probability distribution for ignorance 
to be ruled out, whereas we stress the importance of well- 
foundedness. 

The more constrained the actions of others, the easier it 
is to reach a well-founded estimate of their trustworthiness. 

COMPUTER 
SOCIETY 
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